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Chapter |

THE HACKED
WORLD ORDER

ooooooooooooooooooooooooooooooooooooooo

ust as historians consider 1947 as the year that two clear sides

in the Cold War emerged, we will look back at the year that

stretches roughly from June 2012 to June 2013 as Year Zero in
the battle over cyberspace. It was by no means the first year to witness
an important cyberattack or massive data breach; those had arguably
happened several times before. In the 1990s the United States used
cyber weapons against Serbia, and in 2007 hackers stole credit and
debit card information from at least 45 million shoppers at T.J.Maxx
and Marshalls. In 2008 hackers, suspected to be working with the Rus-
sian intelligence services, breached the Pentagon’s classified networks.
But it was in 2012 that nation-states around the world visibly reasserted
their control over the flow of data and information in search of power,
wealth, and influence, finally laying to rest the already battered myth
of cyberspace as a digital utopia, free of conventional geopolitics. The
assault on this vision was comprehensive, global, and persistent.

The conflict in cyberspace will only become more belligerent, the
stakes more consequential. An estimated 75 percent of the world’s pop-
ulation now has access to a mobile phone, and the Internet connects
40 percent of the planet’s population, roughly 2.7 billion people. Infor-
mation and communications networks are embedded in our political,
economic, and social lives. Individuals and civil society now participate
in global politics in new ways, but sovereign states can do astonishing
and terrifying things that no collection of citizens or subjects can carry

1
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out. We will all be caught in the fallout as the great powers, and many
of the lesser ones, attack, surveil, influence, steal from, and trade with
each other.

YEAR ZERO: A TIMELINE

Year Zero began with a newspaper article. In June 2012, US officials
leaked details of a computer attack on Iran’s nuclear program, code-
named “Olympic Games,” that had begun under President George W.
Bush. For years, the United States had been trying to stop Iran from
building a bomb through diplomatic pressure and financial sanc-
tions. Someone, probably the Mossad, Israel’s intelligence agency, had
also been assassinating Iranian scientists: a remote-controlled bomb
attached to a motorcycle killed Masoud Alimohammadi, a physics
professor, just as he stepped outside his home in the north of Tehran.
Cyberattacks formed a quieter, much less deadly component of this
campaign.

The malware (malicious software) known as Stuxnet, allegedly
developed by the United States in cooperation with Israel and first
detected in 2010, surreptitiously slowed down and sped up the motors
in Iranian centrifuges being used to enrich uranium and opened and
closed valves that connected six cascades of centrifuges. Eventually the
motors tore themselves apart, and Iran had to replace 1,000 damaged
machines. As it was doing its damage, Stuxnet provided false feedback
to operators so that they had no idea what was going on. The goal was
to make the changes so imperceptible that the Iranians would think
the destruction stemmed from bad parts, faulty engineering, incom-
petence, or all three. Ralph Langner, a German cybersecurity expert
who was among the first to decode bits of Stuxnet, estimated that 50
percent of the malware’s development costs went into efforts to hide
the attack. One US government official told the New York Times that
Stuxnet aimed “to mess with Iran’s best scientific minds” and “make
them feel they were stupid.”

Although the Iranians admitted some infections of their computer
systems, the ultimate strategic effect of the malware on their nuclear
program remains unclear. Reza Taghipour, an official in Iran’s Minis-

try of Communications and Information Technology, downplayed the
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new weapon: “The effect and damage of this spy worm in government
systems is not serious.” Some US government officials claimed that it
set Iran’s nuclear program back eighteen months to two years; other
technical experts said the attack did little to slow down Iranian efforts
and in fact may have sped them up. As the Iranian scientists worked
to get the centrifuges running properly, they made improvements in
their performance and design that resulted in greater output.”

The time gained from the attacks may have been an important fac-
tor in bringing Iran back to the negotiating table and reaching a deal
on its nuclear program in July 2015. The delay, even if only amounting
to two years, gave the economic sanctions on the country more time
to bite. The poisonous code was also useful in persuading Israel not to
conduct airstrikes against Iranian facilities. In 2008, Israel reportedly
asked the Bush administration for bunker-busting bombs it hoped to
use against production and research sites hidden in mountainsides
and buried underground. In rejecting the request, President Bush
assuaged the Israelis by telling them that he had authorized the Olym-
pic Games mission to sabotage Iran’s nuclear infrastructure.’

Whatever the impact on Iran’s nuclear program, Stuxnet was nota-
ble on two fronts. First, it was extremely sophisticated, “unprecedent-
edly masterful and malicious” in the words of one technical journal.
The malware used five “zero days”—that is, unknown software vulner-
abilities that allow an attacker to access a computer, router, or server;
never having detected these flaws before, developers have zero days to
fix or patch them. Zero days are valuable to both attackers and defend-
ers. They can fetch six-figure prices on the black market, and so even
an advanced attack deployed by a nation-state will usually use one,
maybe two.

In addition, the computers that controlled the centrifuges were
not connected to the Internet. Stuxnet had to jump this “air gap” and
be delivered into the system, perhaps via a thumb drive or other porta-
ble device. In addition, Stuxnet was configured to work only on a spe-
cific system. Although the malware spread widely—the total number
of infections surpassed 300,000 in more than one hundred countries,
including Australia, Brazil, Brunei, China, India, Indonesia, the Neth-
erlands, and even the United States—it would activate only when it
saw a configuration of a specific line of Siemens programmable logic
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controllers, and it would destroy centrifuges only when it saw it was on
a computer at Natanz, Iran’s primary enrichment facility.*

Stuxnet was only one of the sophisticated tools at the United States’
and Israel’s disposal. Two other programs, Flame and Duqu, appear
to have been part of Operation Olympic Games, designed to gather
intelligence on computer networks in Iran and other Middle Eastern
countries. Flame, for example, searched a computer for keywords on
top-secret PDF files, then made and transmitted a summary of the doc-
ument, all without being detected.

Stuxnet’s complexity put it out of the reach of individual hackers
and pointed to the involvement of a nation-state intending to do phys-
ical damage to a target. This parentage is Stuxnet’s second noteworthy
characteristic, and it represented a strategic sea change. As Michael
V. Hayden, former chief of the Central Intelligence Agency (CIA) put
it, “Somebody crossed the Rubicon.” Before Stuxnet, computer code
had served primarily to steal or destroy data on other computers; now
it was causing equipment to malfunction. It was creating physical out-
comes. Yet, unlike with conventional or even nuclear weapons, the
effects and rules of cyber weapons were largely unknown. There was
no understanding of the consequences Stuxnet might unleash, though
there was fear that the same type of weapons might eventually target
the United States. “If you are in the glass house, you should not be the
one initiating throwing rocks at each other,” Gregory Rattray, now an
information security specialist at JPMorgan Chase, said at a 2012 con-
ference. “We will have rocks come back at us.”

Stuxnet made it clear that the United States was committed to devel-
oping offensive capabilities. At a time when the rest of the defense bud-
get faced severe cuts, Pentagon officials announced increased funding
for the development of cyber capabilities, along with drones and spe-
cial operations. Ashton Carter, then deputy secretary of defense, told a
gathering of cybersecurity experts in San Francisco in February 2012,
“No moment in all those [budget] deliberations was it even consid-
ered to make cuts in our cyber expenditures . . . ships, planes, ground
forces, lots of other things on the cutting room floor; not cyber.” The
number of cyber warriors assigned to US Cyber Command, the com-
mand center for the Pentagon’s cyber operations, was quintupled from
900 to 4,900 troops. And in late 2012, the Pentagon unveiled Plan X,

[vww.ebook3000.con)



http://www.ebook3000.org

THE HACKED WORLD ORDER ¢ 5

an effort to build on programs like Stuxnet and develop the offen-
sive capabilities needed to “dominate the cyber battlespace.” Regina
Dugan, head of the Defense Advanced Research Projects Agency, laid
out a roadmap: “In the coming years we will focus an increasing por-
tion of our cyber research on the investigation of offensive capabilities
to address military-specific needs.”®

Iran did not simply sit back—it hit back with its own cyberattacks.
Between September 2012 and June 2013, an activist group called Izz
ad-Din al-Qassam Cyber Fighters took credit for roughly two hundred
distributed denial-of-service (DDoS) attacks on almost fifty financial
institutions, including SunTrust, JPMorgan Chase, CitiGroup, Wells
Fargo, U.S. Bancorp, Capital One, PNC, and HSBC. Compared to
Stuxnet, DDoS attacks are unsophisticated: they are like protestors
blocking access to a government office. Stuxnet was analogous to a
Tomahawk cruise missile launched from 1,000 miles away blowing
that office up. In a DDoS attack, hackers use thousands of computers
or servers to flood a website with so much data that it can no longer
respond. Security researcher Graham Cluley put it more colorfully:
“It’s a bit like 15 fat men trying to get through a revolving door at the
same time—nothing can move.””

Over time the attacks grew more complex. The amount of data
flooding websites grew massively. It cost one bank close to $10 mil-
lion to get back online. Izz ad-Din al-Qassam claimed it was acting
independently and in retaliation for “Innocence of Muslims,” an anti-
Islam video made by a California resident and uploaded on YouTube,
but behind the scenes US government officials and outside experts
blamed Iran.

In August 2012, the Shamoon malware struck Saudi Aramco,
Riyadh’s state oil giant. This was a qualitatively different type of attack,
involving the destruction of data. Shamoon corrupted tens of thou-
sands of hard drives and shut down employee e-mail; the company had
to replace 30,000 computers in order to rid its networks of the mal-
ware. Saudi Aramco supplies about a tenth of the world’s oil, but the
malware only damaged office computers and did not affect systems
involved with technical operations. “All our core operations continued
smoothly,” CEO Khalid Al-Falih told Saudi government and business
officials. The company managed to put its networks back online almost
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two weeks after the attack. A subsequent attack damaged Rasgas, a
joint venture between Qatar Petroleum and ExxonMobil and the
second-biggest producer of liquefied natural gas in the world. Again,
data was destroyed, but production continued.®

As with the attacks on the banks, a proxy was involved. A group
calling itself the Cutting Sword of Justice claimed responsibility, but
US officials believed Iran was behind the attacks. Not only was there
motive, but Iran had a few years earlier announced its intent to develop
cyber forces. Hossein Mousavian, a former Iranian diplomat, told an
audience at Fordham Law School, “The U.S., or Israel, or the Europe-
ans, or all of them together, started war against Iran. . . . Iran decided
to have . . . to establish a cyberarmy, and today, after four or five years,
Iran has one of the most powerful cyberarmies in the world.”

The Shamoon attack on Saudi Arabia seriously spooked the US
government. Secretary of Defense Leon Panetta called it “a significant
escalation of the cyber threat.” In a speech in October 2012 at the
Intrepid Sea, Air, and Space Museum, Panetta warned a group of busi-
ness executives of a potential “cyber Pearl Harbor.” Computer hackers
could gain control of “critical switches,” he cautioned, and “derail pas-
senger trains, or even more dangerous, derail trains loaded with lethal
chemicals. They could contaminate the water supply in major cities, or
shut down the power grid across large parts of the country.” President
Barack Obama echoed this threat in his State of the Union address,
stating, “Our enemies are . . . seeking the ability to sabotage our power
grid, our financial institutions, and our air traffic control systems.”"’

Ironically, the Shamoon attack showed that Iran was learning from
Israel and the United States. In April 2012, an aggressive piece of code,
known as Wiper, had attacked the Iranian Oil Ministry and the National
Iranian Oil Company and erased hard drives, removing any trace of
itself. A year later, General Keith Alexander, director of the National
Security Agency (NSA) and commander of US Cyber Command, left
Fort Meade for a meeting with his counterpart in the United Kingdom’s
Government Communications Headquarters (GCHQ). Talking points,
prepared for the meeting with Sir Iain Robert Lobban and leaked by for-
mer NSA employee Edward Snowden, claimed Iran had “demonstrated
a clear ability to learn from the capabilities and actions of others.” In

other words, Shamoon had been possible in part because of Wiper."
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Even as Iran and the United States were trading blows in cyber-
space, China-based hackers were continuing a massive cyber theft
campaign against technology firms in the United States, Japan, and
Europe. For years, Chinese hackers had raided defense contractors
and the Pentagon, stealing secrets from dozens of weapons programs,
including the Patriot missile system, the F-35 Joint Strike Fighter, and
the US Navy’s new littoral combat ship. They gradually expanded their
attention to technology companies, financial institutions, law firms,
think tanks, and the media. In July 2012 General Alexander called
these and other economic espionage cyberattacks on American com-
panies the “greatest transfer of wealth in history” and estimated that
American companies had lost $250 billion in stolen information and
another $114 billion in related expenses.'?

During Year Zero, I probably received e-mails about twice a month
that appeared to come from my boss, Richard Haass, president of the
Council on Foreign Relations (CFR). The messages usually contained
an attachment and a short message like, “I thought you might be inter-
ested in President Obama’s schedule for his upcoming trip to Asia.”
I deleted them straightaway. Immediately erasing e-mails from your
boss may not sound like the best way to get ahead professionally, but
it was the safest thing to do. Glancing at the sender’s e-mail address, I
saw that it was something like Hass.Richard@yahoo.com or President
CFR@gmail.com. Neither of these is Richard’s e-mail address.

These e-mails, probably from China-based hackers, are known as
spear-phishing attacks. E-mails are made to look like they come from
someone you know (hackers may study job titles on your company’s
website or your social networks on Facebook, LinkedIn, or Twitter)
and craft a subject line designed to be of interest to you. The e-mails
often arrive in the morning, before you have had your first cup of cof-
fee. Attackers may send one just before a long weekend, knowing the
recipient will want to get any work out of the way before leaving the
office. Opening an attachment or clicking on a link downloads soft-
ware that allows attackers to gain control of your computer. They then
gradually expand their access and move into different computers and
networks, sending files back to computers in China or elsewhere. In
some instances, the hackers use the computer’s microphone and cam-

era to record entire meetings.
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Chinese hackers used this type of attack against the New York Times
sometime at the end of 2012 as the paper’s journalists were preparing
a story on the massive wealth allegedly accumulated by the family of
former prime minister Wen Jiabao. The hackers targeted reporters’
passwords and accounts. Soon after, Bloomberg, which published a sim-
ilar story on the wealth of the family of Xi Jinping, China’s top leader,
admitted that it also had been hacked. In February 2013, Mandiant, a
private security company formed by former US Air Force officer Kevin
Mandia, published a report naming Unit 61398 of the 3rd Department
of the People’s Liberation Army as responsible for the attacks on the
New York Times and others. In attributing the digital assault, a private
company had acted like a national intelligence agency."

The hacking became a major irritant for Washington and Beijing.
Not wearing ties and taking a more relaxed attitude toward protocol,
Presidents Obama and Xi met for a two-day “shirt sleeve” summit in
California in June 2013 in the hope of building a personal relationship
and stemming the growing distrust that seemed inevitable between
the world’s superpower and a rising China. Despite all of the efforts
at diplomatic bonhomie, President Obama told Charlie Rose that they
had had “a very blunt conversation about cybersecurity” and that he
had warned President Xi that hacking could “adversely affect the fun-
damentals of the US-China relationship.” And so, in the twelve months
between June 2012 and June 2013—the period between the first pub-
licly admitted cyberattack by a nation-state and the summit between
Obama and Xi—ocyberattacks had gone from a discreet and veiled
activity to a public strategy with the capacity to upend what many con-
sider the most important bilateral relationship of the twenty-first cen-
tury. The hacked world order was in full public view."

Year Zero culminated with the revelations of former NSA contrac-
tor Edward Snowden. Two days before Presidents Obama and Xi metin
Sunnylands, California, the British newspaper the Guardian published
the first report on what would be a massive, years-long leak about the
National Security Agency and allied surveillance programs. Despite
numerous public assurances from officials that the government did
not gather information on US citizens, the leaks would expose the
collection of American users’ cell phone metadata—what number is
called, what time the call is made, and the duration of the call, but not
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the content. Through a program called PRISM, the NSA was able to
demand access, under Section 702 of the Foreign Intelligence Surveil-
lance Act (FISA) Amendments Act of 2008, to data of non-US citizens
stored at most of the American technology giants, including Google,
Apple, Facebook, and Microsoft. This gave the NSA the ability to col-
lect and analyze the e-mails, texts, chats, phone calls, Facebook posts,
tweets, and documents of people worldwide. Through a process the
NSA calls upstream collection, it taps directly into the cables and net-
works passing through the United States. Huge amounts of data trav-
eling across AT&T, Verizon, and other networks are copied, and then
the data of non-US citizens are selected for analysis based on certain
government criteria. But the process of targeting foreign communica-
tions results in the incidental collection of the data of ordinary users,
which the NSA can store and analyze later.

NSA reportedly spied on adversaries and friends alike, tracking
Somali terrorists and breaking into Chinese networks, but also hack-
ing the European Union’s offices in New York, Washington, DC, and
Brussels, bugging the computer hard drives of the Indian embassies in
Washington and New York, and listening to the calls of Brazilian pres-
ident Dilma Rousseff, German chancellor Angela Merkel, and at least
thirty other world leaders.

These leaks unsettled foreign relations and impacted the geopol-
itics of cyberspace. Tensions between Washington and Moscow grew
when Russia granted limited asylum to Snowden after he fled to
Sheremetyevo International Airport. The revelations of a widespread
American surveillance program vitiated Obama’s criticism of Chinese
economic espionage. As the state-owned Xinhua news agency put it, the
leaks “demonstrate that the United States, which has long been trying
to play innocent as a victim of cyber-attacks, has turned out to be the
biggest villain in our age.” Relations with Germany and Brazil, impor-
tant partners, soured. President Dilma Rousseff canceled her planned
summit with Obama and used her speech to the United Nations Gen-
eral Assembly in September 2013 to rebuke the United States, calling
the activities a “grave violation of human rights and of civil liberties.”"”

China, Russia, and a host of developing countries have used the
US surveillance programs to buttress their argument that the Inter-

net should be brought under the supervision of the United Nations.
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Typically, the United States has promoted itself as the champion and
protector of a borderless, global Internet, one that guarantees the
right of all people to express themselves freely wherever they are. Not
only do the surveillance programs undercut Washington’s criticism of
authoritarian states, but for Pratap Bhanu Mehta, one of India’s most
respected commentators, they imply that Washington feels free to
“violate the privacy rights of citizens of other countries without just
cause.”'

In the long run, Snowden’s revelations may also make the Internet
notably less American. There is no escaping demographics. More than
650 million Chinese and 350 million Indians use the Internet, and
hundreds of millions will come online in both countries over the next
two decades. But the spying revelations have accelerated the desire of
others, including US allies, to reduce their dependence on American
technology and Internet companies.

THE WORLD ORDER TODAY

Henry Kissinger, the clarion voice for great power politics, argues in
World Order that “cyberspace challenges all historical experience.” He
later continues, “When individuals of ambiguous affiliation are capa-
ble of undertaking actions of increasing ambitions and intrusiveness,
the definition of state authority may turn ambiguous.” In addition,
Kissinger is markedly pessimistic about the impact of the Internet on
strategy and decisionmaking; information, in his view, has eclipsed
knowledge and wisdom. Previously, leaders had time to reflect and the
ability to distinguish between what they could and could not control.
Kissinger fears that now all problems are something to research on the
web rather than to deliberate over carefully and place within a histori-
cal context."”

The twenty-first-century hacked world order is markedly more
complex than that of the burgeoning Cold War in 1947. Then, moun-
tains, rivers, and walls divided friends from enemies. Physical space
matters much less in the cyber age, when attackers can act from any-
where with access to a modem or a smartphone. Hackers in Russia can
use the Internet to attack neighboring Estonia or the United States
nearly 5,000 miles away. For policymakers and the public shortly after
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the end of World War II, conventional power was relatively easy to
chart as a share of world gross domestic product (GDP) and military
spending. Now there is an uncertainty about how to measure cyber
power. Does economic power stem from producing software, hard-
ware, and content, or can a country specialize in one high-value area?
Unlike long-range bombers and missiles, cyber weapons cannot be
counted and it is unclear whether it is better to have a large corps of
cyber troops or, given the importance of creativity and skill, a smaller
number of elite hackers.

During the Cold War, only a few countries had the economic and
technological capacity to build nuclear bombs. Even today, only nine
countries possess them, and terrorists groups are likely to acquire
them only through theft. The general contours and capabilities of
each nuclear power’s arsenal are well known. Should these weapons
ever be used, the attacker’s identity would be known before the mis-
siles landed. And the development of so-called secure second-strike
capabilities—that is, the ability to respond to a nuclear attack in
kind—greatly diminished the incentive to attack first in a crisis. With
nuclear parity, neither Washington nor Moscow could launch a nuclear
strike without being destroyed in return, or, as the rule went, “whoever
shoots first, dies second.”

But almost any country as well as skilled hacking groups can
launch a digital assault. Admiral Michael Rogers, General Alexan-
der’s successor as director of the NSA and head of US Cyber Com-
mand, told a House Armed Services subcommittee in March 2015, “We
foresee increased tensions in cyberspace. The cyber strife that we see
now in several regions will continue and deepen in sophistication and
intensity.” Approximately twenty-nine countries have formal military
or intelligence units dedicated to offensive operations, and forty-nine
have purchased off-the-shelf malware; those numbers are increasing
every year, though it is difficult to understand the balance of forces
and the risk of conflict. As Andre McGregor, a former cyber special
agent at the Federal Bureau of Investigation (FBI), says, “With some
countries, we're comfortable with knowing what their capabilities are,
but with other countries we’re still lost.”"®

There may be strong incentives to attack first in a crisis: cyber weap-

ons are “one and done,” used once and then they are gone. Once your
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adversaries see what you can do, they will patch their defenses, or could
attack you, making your cyber weapon obsolete before you ever use it.
This pressure not to sit on a weapon heightens strategic instability.

The global and interconnected nature of the Internet also means
that cyberattacks have the potential to produce unpredicted and inad-
vertent problems far beyond damage to the intended target. Once set
loose, malware can be examined, repurposed, and used by the target
or someone else; for instance, hacker websites now make Stuxnet avail-
able for download. And unlike nuclear technology, which remained
the province of a very small group of scientists and engineers, infor-
mation and communication technologies are ubiquitous and rapidly
changing. Territorial boundaries, once clear and constant, are now
relatively less useful markers. The United States and its North Atlan-
tic Treaty Organization (NATO) allies prepared to meet a Soviet
tank invasion at the Fulda Gap, a corridor at the border between East
and West Germany, but today attackers can route computer attacks
through several networks from bases on the other side of the world,
inside friendly countries, or even inside the target country.

The most difficult problem is that you may not actually know who is
attacking you or what the assailant is planning. Without attribution—
without knowing who is behind an attack—it is difficult, if not impos-
sible, to determine whom to punish, which in turn makes it harder to
deter an attack in the first place. Cold War stability, however imperfect,
expensive, and fragile, rested in part on nuclear deterrence between
the superpowers. That stability is eroding. The already high and grow-
ing attack levels provide perhaps the clearest evidence that attackers
feel like they can operate without consequences.

During the course of an intrusion, attackers can use various tools
to hide their identity; they can jump from different computers and
route attacks through networks in different countries. They can use
widely known and available techniques and malware. Hackers can
conduct “false flag” operations, attacks designed to look like they are
coming from another group or nation-state. In April 2015, for exam-
ple, attackers claiming to be from the Islamic State’s Cyber Caliphate
shut down transmissions from France’s TVbMonde television chan-
nel and posted jihadist propaganda on websites. Two months later,

French investigators and cybersecurity experts reported that Internet
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addresses linked to the Cyber Caliphate website and techniques used
in the attack pointed to a Russian group as responsible for the attack,
though the motive remained elusive.

Moreover, when in a system an attacker’s intentions can be opaque.
Hackers may be there to steal data, prepare for a destructive assault,
or both. Someone defending an oil company may not be able to tell if
a hacker is looking for industrial secrets or mapping networks to “pre-
pare the battlefield”—that is, to look for weaknesses that an attacker
can later exploit in the event that a conflict breaks out.

Hackers can also turn espionage malware into an attack tool. The
malware known as BlackEnergy, for example, has a long history. First
designed and used for DDoS attacks by criminals and sold on Russian
black markets, it then began downloading plug-ins that would steal
passwords and IDs for bank websites. A group of Russian hackers used
the malware for espionage directed at NATO, the European Union,
Poland, Ukraine, private energy organizations, and European tele-
communications companies. Yet they could also reprogram it as an
attack tool capable of crippling energy supplies, water-distribution and
water-filtration systems, or financial transactions."

Even when an attack can be traced back to a country, there is usu-
ally uncertainty about its ultimate origin: Was it launched by individu-
als at the instigation and support of their home government, entirely
on their own, or for other criminal third parties? A senior intelligence
officer told me, “There is lots of overlap between state and criminal
hackers, and what hackers do at home when the work day is done is
often the same as what they did for their day job.” The fog of digital
conflict is thick, and political leaders, in the heat of the moment, could
finger the wrong perpetrators, respond disproportionately, and exac-
erbate a crisis.

Mistaken attribution can inflame already tense geopolitical stand-
offs. During the summer of 2014, sophisticated hackers broke into
the networks of JPMorgan Chase and a dozen other financial institu-
tions. They stole name, address, and e-mail data—but not credit card
numbers—for about 83 million US households and small businesses.
The scale of the breach was shocking enough, but the attacks further
heightened the sense of vulnerability since the financial sector was
widely assumed to be the most prepared for cyberattacks. Financial



14 « THE HACKED WORLD ORDER

institutions already spend hundreds of millions of dollars on defense
and have the most developed mechanism for cooperation and sharing
threat information, the Financial Services—Information Sharing and
Analysis Center.”

The difficulty of attribution was of heightened political importance
given the timing of the attacks. The United States and its partners had
recently tightened sanctions aimed at crippling Russian companies fol-
lowing Moscow’s seizure of Crimea and support for rebels in the eastern
part of Ukraine. When asked by President Obama about the attacks,
senior government officials reportedly could not answer the question
“Is this plain old theft, or is Putin retaliating?”?!

Although he claimed to have no knowledge of the attack, former
NSA head Keith Alexander publicly speculated that the Kremlin had
ordered the attacks: “How would you shake the United States back?
Attack a bank in cyberspace. If it was them, they just sent a real message:
‘You're vulnerable.”” In contrast, Joseph M. Demarest, assistant director
of the FBI Cyber Division, while still uncertain about whether the hack-
ers were agents of a government, criminals, or some combination of
the two, said, “There’s no indication that [the attacks came] as a result
of the sanctions.” In the end, despite all the speculation, the hacks do
not seem to be government sponsored. Law enforcement announced in
March 2015 that it would soon indict the people behind the JPMorgan
Chase hack and that they were “gettable,” meaning that they were in a
country with which the United States has an extradition treaty. Russia
is not one of those countries, and in July 2015 authorities arrested four
people in Israel and Florida for a complex securities-fraud scheme.?

While the hacked world order is a break from the past, nation-
states have not shaken off all the constraints of historical experience.
Elements of the old statecraft remain. Technological sophistication,
wealth, and size still matter. New technologies and techniques are, for
example, making attack attribution more possible. The White House
was adamant that North Korea was behind the December 2014 com-
puter attack on Sony because of the forensic work of US cybersecu-
rity companies and data collected by the intelligence agencies through
“technical means.” Documents released by Snowden show that the NSA
has successfully placed code and monitoring devices in chips, routers,
servers, and computers across the globe, giving the agency sweeping
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views of traffic on the Internet, including on Chinese and Korean com-
puters. Attribution remains a relatively slow, deliberate process, but
hackers can no longer assume that they will escape eventual detection
and that attacks will not ultimately be ascribed to them.

Nation-states have regrouped to address the diffusion of power
that has accompanied the proliferation of communication technolo-
gies and the expansion of cyberspace. New trade pacts with Europe
(the Transatlantic Trade and Investment Partnership) and Asia (the
Trans-Pacific Partnership) include provisions to remove barriers to the
cross-border flow of data, prevent the forced localization of data, and
reduce taxes on digital services. The United States has made cyberse-
curity an increasingly important part of its defense treaties with Japan
and NATO, and Beijing and Moscow have signed a nonaggression pact
with each other in cyberspace. The tools of trade agreements and alli-
ances have been remade for the hacked world order.

THE PERVASIVE INFLUENCE OF CYBER CONFLICT

While often cloaked in secrecy, the maneuvering of states in cyber-
space has a direct impact on all of our lives. The long-term effects of
how states react to Year Zero will be pervasive. The impact of the Cold
War on individuals went beyond the threat of nuclear war, although
this alone was certainly consequential enough. The struggle resulted
in new relationships between individuals and the state as the two sides
created extensive, powerful bureaucracies to compete with each other.
The National Security Act of 1947, for example, created the Depart-
ment of the Air Force, the National Security Council, and the Cen-
tral Intelligence Agency, as well as the Joint Chiefs of Staff and the
position of secretary of defense. The National Aeronautics and Space
Administration, the National Science Foundation, and the US Atomic
Energy Commission were established to promote scientific competi-
tion and economic growth. President Harry S. Truman formally estab-
lished the National Security Agency in 1952, although it was unknown
to the public and referred to within the intelligence community as “No
Such Agency.” The responsibilities and authorities of the Department
of Justice, the Department of Defense, and the intelligence community
developed over a time when there was a clearer distinction between
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internal threats and those that came from “over there” and between
criminal and military activity. The demands of digital conflicts are
remaking these institutional assumptions. New bureaucracies are cre-
ated; new authorities are defined, taken, and abused. In the process,
the balance between public and private authority, production and
power, and transparency and privacy are transformed.

Policymakers and the public have hundreds of years’ experience
with the deployment, use, and destruction created by conventional
weapons. Traditional war is, in military jargon, primarily kinetic. The
point is to kill people and blow things up. While cyberattacks are often
framed as part of “cyber wars” by the media, you cannot hold terri-
tory in cyberspace, no one has ever died directly from an attack, and
the danger of widespread physical destruction remains hypothetical.
Russia and China might be able to launch an assault on the power
grid, but they are also highly unlikely to do so unless they first perceive
their vital interests to be under threat. Beijing and Moscow certainly
know that Washington would respond with its own cyber weapons or
with more conventional military force. Moreover, given the interde-
pendence of the two economies, Chinese leaders would have to be
fairly desperate to create economic chaos without high assurance that
it would not blow back on China.

As cyberattacks typically pose risks to the integrity of complex sys-
tems, they represent a less dramatic but more pervasive threat than
the destruction caused by a tank, destroyer, or fighter jet; they tend
to wreak less physical destruction and more psychological and social
havoc. By changing data, sometimes subtly, sometimes in the open,
cyber weapons deceive, confuse, and surprise. They heighten uncer-
tainty about what type of damage they may cause; the uncertainty itself
may be the most potent weapon. And cyberattacks often exist in and
amplify the space between war and peace. They are used by states, and
non-state actors, to coerce, influence, and damage despite there being
no formally or legally declared conflict.

In April 2013, the Syrian Electronic Army (SEA), a group of hack-
ers that supports the regime of Bashar al-Assad, took over the Asso-
ciated Press’s Twitter account and sent a fake message about a bomb
attack on President Obama, causing the Dow Jones Industrial Aver-
age to plunge 146 points in a few seconds and erasing $136 billion in
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market value. The market quickly bounced back, but the hack demon-
strated the power exerted by destabilizing extremely complex sys-
tems—high-frequency trading programs that make trades based on
keywords within milliseconds. The Associated Press was not the first
or the last media organization to get hacked; the SEA attacked CBS,
NPR, the BBC, the Washington Post, the Onion, and the New York Times
in retaliation for what it calls one-sided coverage of the Syrian civil
war. Taking over a social media account is not a complex hack, but it
was effective in undermining trust in information systems at the local,
national, and international levels.?

With the shift away from purely military targets, the battle over
cyberspace is remaking the division between the public and the pri-
vate, between what we expect the government to do and what remains
the responsibility of companies, public organizations, and individu-
als. A defining characteristic of a modern state is a near monopoly on
security and foreign policy. Yet for the last three decades, the assump-
tion has been made by both the technological community and the US
government that the private sector should take the lead in cyberspace.
Even bureaucratic language drawn from an Obama administration
document on cybersecurity admitted that the private sector “designs,
builds, owns, and operates most of the digital infrastructure.”**

The stark division between public and private was temporary, if not
illusionary, as was the idea that the two were separable when it comes
to cyberspace. The year spanning June 2012 to June 2013 destroyed
the illusion. Almost everything the United States does in cyberspace
requires a blurring of the line between public and private. Private
firms own the networks necessary for attacking and defending the
telecommunications, energy, and financial sectors. More than 90 per-
cent of American military and intelligence communications travel over
privately owned backbone telecommunications networks. Many of the
most talented programmers are in the private sector or academia, and
private companies develop both attack malware and defenses against
such programs. In the face of relentless and seemingly unstoppable
theft of intellectual property, some have suggested that companies be
allowed to “hack back”—that is, to hack the hackers. In fact, in one
survey, more than one-third of respondents admitted that they had
already done so, even though it is illegal.*
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Diplomacy is undergoing a similar transformation to warfare. As is
now well known, a number of technologically enabled individuals can
disrupt the carefully choreographed diplomacy of states. WikiLeaks,
a website that hosts classified and other secret materials, posted thou-
sands of State Department cables leaked by Chelsea Manning in 2010.
The Edward Snowden disclosures undermined US strategy in cyber-
space and forced Washington to justify and explain its intelligence col-
lection practices to Berlin, Tokyo, Brasilia, and other close partners.?

Indeed, privately owned platforms and technologically savvy civil
society groups are often central to achieving or blocking diplomatic
initiatives. Under Hillary Clinton, the State Department adopted an
Internet agenda built on four freedoms: the freedom of expression
and religion online, as well as the freedom to access the Internet and
thereby to connect to websites and other people. While US govern-
ment officials pursue these rights at the United Nations and other
international institutions, the State Department also relies on private
groups to develop software that allows users in Beijing, Tehran, and
other locales around the world to avoid censorship. At the same time,
sales by technology companies like BlueCoat of surveillance and filter-
ing equipment to Bahrain and Syria can undermine the State Depart-
ment’s Internet freedom agenda, as might corporate decisions like
Apple’s discontinuation of OpenDoor, an app that allowed Internet
users to circumvent China’s so-called Great Firewall.

In part, the changing economic base of power and influence drives
this blending of the public and private. For the last 250 years, the
material source of power was manufacturing. In his “Report on Manu-
factures,” Alexander Hamilton urged Congress to help build a strong
manufacturing base so that the United States could become “indepen-
dent of foreign nations for military and other essential supplies” and
trade with Europe on equal terms. By the middle of the last century,
there was little doubt the United States had fulfilled Hamilton’s dream.
In the first year of World War II, the United States produced 18,466
aircraft; by 1944, 96,270 had rolled off the lines. Educational policy,
tax incentives, and investments in transportation and other infrastruc-
ture all served to support factories at home. US diplomats roamed the
world promoting the General Agreement on Tariffs and Trade, as well

as its successor, the World Trade Organization, and countless bilateral
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agreements to encourage the (relatively) free flow of goods, services,
and people.

Cyber power has a different source and requires different subsi-
dies, incentives, and support. In the first decade of this century, Israel,
a small economy of a little more than 7 million people, sparked a dis-
proportionately large number of successful technology companies. It
has more companies listed on the NASDAQ) than any country outside
the United States, more than China, Europe, India, Japan, and Korea
combined. Amazon, Dell, Intel, Microsoft, Google, Cisco, and other
technology giants have important research and development centers
in Haifa, Herzliya, and Tel Aviv. Israel has benefited from a handful of
world-class universities and the immigration of a large number of Jew-
ish Russian scientists and engineers into the country. However, much
of the energy and knowledge that drove Israel to become a “start-up
nation” came from the military. Almost every non-Arab citizen serves
in the Israel Defense Forces (IDF), and veterans of Unit 8200, the IDF
equivalent of the NSA, have founded a high number of technology
firms. Shvat Shaked and Saar Wilf, for example, took their experience
tracking terrorists and turned it into Fraud Sciences—a company,
eventually sold to PayPal, that identified online criminals and pre-
vented fraud.

Israeli prime minister Benjamin Netanyahu is applying this model
of innovation and entrepreneurship to cybersecurity. “Although the
field is not precise . . . we must enter it . . . and become a world cyber-
power,” Netanyahu told participants in a 2011 conference in Tel Aviv.
“This is possible. We’re no longer crawling, we’re walking, and soon we
will be running forward.” Netanyahu’s efforts have included the estab-
lishment of a new National Cyber Defense Authority with a budget of
over $500 million and the creation of a cyber threat research cluster in
the desert city of Beersheba. The cluster encompasses branches of Unit
8200, Israel’s computer emergency response team, private companies,
multinational firms, and Ben-Gurion University, the first university
in the country with a graduate program in cybersecurity. While still
in the early stages, the programs look promising. By the end of 2014,
eight Israeli cybersecurity companies had been sold for almost $700
million, and Israel accounted for 13 percent of new global research

and development in cybersecurity.?’
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The same model of private-sector, government, and university
interaction was responsible for the emergence of Hewlett-Packard,
Google, and other US tech giants and, as a result, for a huge amount
of US power and international influence. US companies not only devel-
oped and sold the computers, servers, software, and routers on which
the Internet runs but also became part of what the Harvard political
scientist Joseph Nye calls America’s soft power, its ability to influence
and attract through ideas, institutions, and culture rather than to
coerce through force. The rest of the world loved the products, story,
and energy of Silicon Valley.

The exposure of NSA surveillance and espionage programs is
reconfiguring the interdependence between Silicon Valley and Wash-
ington. The double helix that bound them together is being unzipped
and its components cut and shuffled. The enzyme activating this pro-
cess is the global market. US technology companies have billions of
customers outside the United States. Greater China, for example,
accounted for about $16 billion in revenue for Apple, out of total reve-
nues of $74.6 billion during the first quarter of 2015. “It’s an incredible
market,” said Apple’s CEO Tim Cook. “People love Apple products.
And we are going to do our best to serve the market.” In 2014, Google
earned 58 percent of its revenues outside the United States; Facebook,
55 percent; Intel, in 2015, earned over 80 percent abroad. American
companies are now more willing to stand up to Washington and to
align with the interests of global customers.*

Multinational companies and globalization are, of course, not new.
GM, Procter & Gamble (P&G), and Coca-Cola are global companies,
but their relationships with their customers are relatively limited and
transactional. They market and sell a product. P&G wants to know how
often people in Caracas wash their hair with Pantene but is unlikely to
have information about where Caraquenos go after getting out of the
shower, how long they are stuck in traffic, and what they think of a new
Italian restaurant.

The technology companies’ missions have been much more expan-
sive—Facebook wants to connect the world; Google, to bring order to
the world’s information—and so these companies have a more compli-
cated, intense personal relationship to their customers that, if they have

their way, will extend over years and into almost every aspect of users’
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lives. Integrating the data from searches, the Android smartphone
operating system, and the traffic app Waze, Google knows all of the
above information as well as whether a given Caraqueno compared Pan-
tene to Unilever’s Suave, if he or she looked up other restaurants before
deciding on the Italian one, and quite possibly who the evening’s date
is—if the Caraqueno did a Google search on that individual.

This means that governments in a number of regions around the
world are looking at Google, Facebook, Twitter, and other large US
technology companies less as beacons of innovation and invention and
more as the handmaidens of the NSA, monopolists, or both. The global
technology companies undermine nation-states’ conceptions of territo-
riality. Any change Facebook makes to its privacy settings affects over
a billion people around the globe. These decisions get made in Menlo
Park, without the input of policymakers in Brasilia or Jakarta, even
though they affect tens of millions of Brazilian and Indonesian citizens.

In the abstract, almost everyone agrees that the free flow of data,
like more open trade, is good for the economy. According to a 2011
McKinsey study of thirteen countries (the Group of Eight plus Brazil,
China, India, South Korea, and Sweden), the Internet has accounted
for 3.4 percent of GDP and 7 percent of growth in these countries over
the past fifteen years. McKinsey also predicts that by 2025 the potential
global economic impact of the Internet of Things will be $2.7 trillion
to $6.2 trillion annually and of cloud computing—massive amounts of
data stored not on your own device but on remote servers—$1.7 tril-
lion to $6.2 trillion.*

But no one lives in the abstract, and the push to impose digital
sovereignty is spreading. “Digital sovereignty” is an evocative if vague
term that harkens back to twentieth-century conceptions of regulation
and state control. It represents the old world imposing itself on the
hacked world. Nearly every node of the Internet is located within the
territory of a sovereign nation and therefore falls under its laws and
jurisdictions. Countries can arrest, intimidate, and beat individual
users, try to route all e-mail within their territory, pressure companies
to maintain data servers locally, arrest technology company employ-
ees, or force companies to submit to security inspections and provide
access to source code if they want to sell in domestic markets. For
some, digital sovereignty is synonymous with the de-Americanization
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of the Internet. One French Foreign Ministry official described the US
technology companies to me as “the gatekeepers of the digital econ-
omy, absorbing the value and ensuring European companies act as
subcontractors.”*

With the combination of massive amounts of data and the grow-
ing ability to monitor individuals—on the web, via mobile phones,
through closed circuit cameras—we appear to be sliding into a “sur-
veillance society.” The question we have to face is, by whom do we want
to be surveilled: a government, a corporation, a hacker? There are no
limits to our technology. John Villasenor, an electrical engineer at the
University of California, Los Angeles, argues that because costs for
computer data storage keep plunging, it will be feasible “to record and
store everything that can be recorded about what everyone in a coun-
try says or does.”

The capabilities to collect information have expanded as the
potential targets have proliferated. During the Cold War, there was a
limited number of secrets, a finite number of Chinese and Soviet dip-
lomats or naval bases. Today, terrorist networks, lone wolves, and anon-
ymous groups of political hackers are unseen and diffuse. The fear is
that they can be anywhere, and so national security agencies have an
almost boundless ambition and desire to gather all data available. As
Deputy Attorney General James Cole has said, “If you're looking for
the needle in a haystack, you have to have the haystack.”*

In addition, defending complex systems from computer attacks
requires ever-growing volumes of data. The interconnection of com-
munications, financial, energy, health, transportation, and other vital
networks creates more possibilities for failure and more points vulner-
able to attack. The defender cannot be everywhere but wants to see
more data to predict where the attacker might be. As computer secu-
rity expert Dan Geer put it in a speech at the 2014 RSA cybersecurity
conference, “As society becomes more interdependent within itself, the
more it must rely on prediction based on data collected in broad ways,

not in targeted ways. That is surveillance.”*

The United States has incomparable resources, but it may never be as

strong in cyberspace as it is today. Cyber power may be a particularly
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ephemeral form of power. New technology competitors are arising,
friends and allies hold different visions of how to manage the Internet,
and the gap between the interests of global Internet and technology
companies and Washington is growing. Individual users may come to
depend more on their own technological prowess to defend themselves
from malware than on law enforcement agencies. The global, open
Internet, a wellspring of US economic, political, and military power, is
fragmenting.

Some of this loss of power is unavoidable, the result of demo-
graphics as the center of gravity for Internet users shifts rapidly from
the developed to the developing world. As with many transnational
challenges, there will be much that the United States cannot control,
and new challenges will emerge from the spaces beyond the range of
US regulations, norms, and influence. Some of the diminishment of
power stems from the logic of international politics, from competi-
tors that seek to balance US power. And some of it is self-inflicted; the
United States pursued data and information in service of defending
itself from terrorist attacks but at the expense of other diplomatic, eco-
nomic, and national security interests.

Policymakers have been slow to understand the fallout from and
significance of Year Zero. This myopia is partly the result of American
Internet exceptionalism, a sense that the United States has a unique,
beneficent role in cyberspace. This was not an outlandish view, given
the United States’ history in creating the Internet and overseeing its
global expansion. But this exceptionalism not only led to an exagger-
ated sense of US power and influence but also blinded decisionmakers
as to how other countries defined their own interests and interpreted
US actions.

It also left policymakers ill prepared for the technology communi-
ty’s reaction to the Snowden disclosures. As story after story emerged
alleging that the NSA undermined encryption, hacked into cables
carrying the data of US companies, placed implants and beacons in
servers and routers, and generally weakened internet security, Wash-
ington struggled to find its feet. Most of the national security justifi-
cations offered for the intelligence agency’s actions, such as breaking
up terrorist plots, seemed unsubstantiated or rang hollow. Policymak-
ers failed to comprehend the depth of Silicon Valley’s anger. As one
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cybersecurity entrepreneur based in Santa Clara told me, “I cannot
overstate the loss of trust. You have today large, publicly traded compa-
nies that do not even want to take a meeting with people in the admin-
istration. They think there is nothing to be gained.”**

There has always been a cultural clash between the technology
and foreign policy crowds, between readers of Wired and Foreign Affairs.
Many of the readers of Wired embraced the ideas that “information
wants to be free” and that computer technologies would radically
empower individuals and make the world a better place. “The Inter-
net,” the lawyer and activist Jennifer Granick told the audience at a
2015 hacker conference, “would place our reading, our associations,
and our thoughts outside of government control.” Granick continued,
“The Internet would not just enable communication, but would do so
in a decentralized, radically democratic way. Power to the people, not
to the governments or companies that run the pipes.”®

While foreign policy elites were also awed by the ability of the Inter-
net to change the world, they saw it, like so many other spaces, as an
arena for regulation, contention, and conflict. They were more likely
to think about national advantage and relative gain. They preferred
“cyber” as a descriptor over “digital,” “connected,” or “wired,” a prefix
off-putting to the Wired crowd. As Granick put it, “When I hear ‘cyber’
I hear shorthand for military domination of the Internet, as General
Michael Hayden, former NSA and CIA head, has said—ensuring U.S.
access and denying access to our enemies. Security for me, but not for
thee.”

There was, however, a small space where the ideas and interests
of the technology and foreign policy communities overlapped. Wired
readers agreed with the Foreign Affairs crowd that Silicon Valley and
Washington should work together to advocate for free speech and open
access, reduce international trade barriers, and promote the promises
of the information technology revolution globally. This narrow alliance
is now on shaky grounds, and those who want to preserve it, or even
reinvigorate it, face growing skepticism from inside their own ranks.

While it should continue to promote and espouse the virtues of an
open, global, and secure Internet, the United States must prepare for a
more likely future—a highly contested, nationally divided cyberspace.
Brazil, China, Russia, and others have different visions of the preferred
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structure and legitimate uses of cyberspace, and chapter two describes
both the sources of power in the digital age and the emerging pat-
terns of statecraft—how nation-states get power and what they think
they should do with it once they have it. States are confronted with
a number of decisions in cyberspace: Should cyberattacks be limited
and precise, or disruptive and widely used? Is influence best exerted
through counter-narratives or mass disinformation? Is the model for
innovation the one developed in Silicon Valley, or does it require more
government intervention and direction? The answers to these ques-
tions are rooted in history, ideology, and strategic challenges, and they
will shape the hacked world order.

The next six chapters are a short history of how these ideas have
been put into action; they recount two decades of disruption, destruc-
tion, theft, trade, and influence in cyberspace. Chapter three covers
disruption and the political uses of cyberattacks, primarily by Rus-
sia but also by North Korea. Chapter four looks at a more destruc-
tive future, attacks designed to cause physical damage or death, and
what can be done to prevent the outbreak of cyber conflict and limit
the fallout from it. Chapter five delves into the most prevalent forms
of cyberattacks—cyber espionage and the theft of secrets for politi-
cal and military gain as well as economic benefit. Chapter six looks
at how cyber espionage, and NSA surveillance in particular, spilled
over into and became intertwined with the desire in Europe to protect
user privacy and create competitors to US technology giants. Chapter
seven begins with the Twitter war between Israel and Hamas, and then
moves on to Chinese and Russian trolls and the online battle against
the Islamic State. Brazil’s Internet culture and efforts to reform the
global governance of the Internet is the centerpiece of chapter eight.

The challenges of the hacked world order are both familiar—other
states will pursue policies that limit US power and influence—and
unconventional—new actors may exploit unexpected and unknown
vulnerabilities in networks to wreak damage and destruction. Policy-
makers will lose their sense of strategic stability, predictability, and
control while gaining new tools of coercion and a wider legitimacy for
digital policy.

In order to address the challenges, the United States must at least
accomplish three things: enhance defense at home, create a working
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truce between the government and the private sector, and build a
coalition of like-minded countries in the international sphere. Wash-
ington will have to funnel new money to research, development, and
innovation in cybersecurity; forge agreements with the private sector
on the sharing of data; and, with its friends in Europe and Asia, clearly
define what behaviors are acceptable in cyberspace and how it plans
to respond if lines are crossed. The United States will have to be more
limited in its ambitions but more assertive in their pursuit.

The hacked world order will come with social, security, and eco-
nomic costs. But if it succeeds, the United States can help shape a
future in cyberspace that is, if not entirely pacific, marked by contin-
ued innovation and the relatively free flow of information in many
parts of the world.
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Chapter 2

THE ANATOMY OF
CYBER POWER
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uring a brief period before Year Zero, many assumed that super-
hackers and shadowy groups of cyber criminals would dominate

the Internet of the future. The technologically enabled network
would be more responsive, agile, and flexible than the slow-moving,
hierarchical, and bureaucratic nation-state. At the very least, small
states, it was supposed, would close the power gap with their larger,
more powerful competitors.

Yet, despite the diffusion of capabilities, states have not given way
as the most powerful players in world affairs. Individuals and groups
have gained absolute power, but in response nation-states have devel-
oped new techniques and technologies and remain the predominant
actors in terms of relative power. Nation-states still regulate the com-
panies that create the hardware and software of cyberspace; threaten,
imprison, fine, and monitor individual users; develop competing tech-
nology standards; and require that the physical infrastructure of the
Internet be configured to give them more control. The larger and
more powerful the state, the more resources it brings to bear.

The fears and desires of several states—the United States, Russia,
China, Germany, Brazil, and Israel among them—are shaping the
future of cyberspace. While all states want to spur growth, exploit the
data of adversaries, and protect their own information, they do not
pursue these goals in the same ways. Some see cyberattacks as a lim-
ited tool to use carefully; others view them as a much broader political
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weapon to wield against a range of adversaries. Some states try to con-
struct attractive political narratives on the Internet, and others dissem-
ble and drown out their opponents. During the Cold War, the major
powers all had distinct understandings of the world’s workings, the
role of war, the nature of the enemy, and how to distinguish between
friend and foe. In the hacked world order, new strategic cultures of
cyber power are emerging.

CHINA'S CYBERSPACE SPIRIT
In 2014, the Pew Research Center asked thousands of technology ana-
lysts, business executives, entrepreneurs, and activists what cyberspace
might look like in a decade. One of the four biggest concerns these
experts expressed was “meddling by countries,” and we can assume that
high on their list of meddlers was China. During the 2015 Lunar New
Year Celebration, at festivities hosted by the Beijing Internet Associa-
tion, the Cyberspace Administration of China (CAC) debuted a new
song to an audience that included media figures and Internet execu-
tives. Decked out in tuxedos and fancy red dresses, a choir made up of
CAC employees sang a slightly martial tune in praise of the glories of
China’s Internet. “Cyberspace Spirit” described the Chinese Internet
as “a beam of incorruptible sunlight, touching our hearts. Uniting the
powers of life from all creation.” The song finished with a rousing patri-
otic call to go out to the rest of the world. “An Internet power: Tell the
world that the Chinese Dream is uplifting China,” the chorus sang. “An
Internet power: I represent my nation to the world.” Videos of the per-
formance appeared online, but then some versions quickly vanished.!

The man behind both the triumphal spirit of the song and the
impulse to delete it was CAC head Lu Wei. Lu’s ascent up the ranks of
the Chinese bureaucracy has been rapid, as he moved from provincial
branches of Xinhua, the national news agency, to become its secretary
general and vice bureau chief. Promoted in 2011 to vice mayor of Bei-
jing and chief of the capital’s propaganda department, Lu moved up
again in April 2013, becoming head of the State Internet Information
Office, which regulates China’s Internet.

Lu’s work and thinking are essential to understanding China’s
approach to the Internet at home and abroad. From the moment
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Chinese users first went online a little more than two decades ago, poli-
cymakers and analysts have conceived of the Internet as a double-edged
sword, essential to economic growth and good governance but also a
major threat to domestic stability and regime legitimacy. Economic
development has been a priority; China’s first Internet white paper, pub-
lished in 2010, described the network’s “irreplaceable role in accelerat-
ing the development of the national economy.” Chinese officials have
also stressed the importance of the web in “supervision,” the online
exposure by Chinese users of official corruption and malfeasance. Posts
on Weibo, a Chinese social media platform that combines aspects of
Twitter and Facebook, give the central government insights into prob-
lems at the local level. Social media also play a role in “public opinion
guidance,” allowing Chinese officials to methodically disseminate the
right kinds of information. With these two uses in mind, Lu encouraged
government officials to join social media platforms: “Watch Weibo, open
a Weibo account, send Weibo messages, study Weibo,” he exhorted.?
While declaring that Chinese citizens enjoy full freedom of speech
on the Internet, the white paper also stated that the exercise of those
rights must not “jeopardize state security, the public interest, or the
legitimate rights and interests of other people.” The Chinese leader-
ship sees itself in ideological struggle with the West and cyberspace as
the “primary battlefield.” As the PLA Daily put it in May 2015, “Foreign
forces use this convenient tool of the Internet to build ‘value traps,’
implement a ‘cultural cold war,’ and foster ‘a fifth column,” befouling
leaders, vilifying heroes, mocking the system. . .. [A]ttacks against the
army may be said to have reached a state of unbridled brazenness,
making the Internet into ‘concession’ to peddle Western ideology.”
To mitigate these threats, the Chinese Communist Party has built
an Internet-management system that has two faces. On the exter-
nal side, a number of technologies colloquially known as the Great
Firewall filter and block offending material from outside China. In a
notable instance of the Chinese government exerting censorship out-
side China, Beijing appeared responsible for launching a distributed
denial-of-service (DDoS) attack on GitHub, a website that hosts code
for software programmers and that was also hosting a page from a non-
profit organization that helps Chinese users avoid the Great Firewall.

Beijing deployed what researchers from Citizen Lab and the University
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of California, Berkeley, called the Great Cannon, a tool that hijacked
the computers of visitors to Chinese websites and directed streams of
data at GitHub, knocking it offline for five days.

Within China, blacklists block certain phrases or words; in extreme
cases, the government can remove whole regions from the Internet,
as happened for ten months after riots in Xinjiang province in 2009.
A real-name registration policy requires Chinese citizens to sign up
for social media websites using their national identification numbers,
making anonymity for most users difficult. Chinese web and social
media companies are legally responsible for the illicit or harmful activ-
ities of their users—a policy known as intermediary liability—and so
they employ huge departments of employees to monitor and censor
their customers.

Lu has reinforced this system of control. In May 2013, the State
Internet Information Office announced a campaign against “online
rumors.” Big Vs—influential verified (hence the V) users of Weibo—
received notice that they faced up to three years of jail time if “defam-
atory” comments were forwarded more than 500 times or viewed more
than 5,000 times. The Big Vs often have millions of followers, so the
prospect of one of their posts getting forwarded more than five hun-
dred times and landing them in jail were high. Lu invited prominent
Big Vs to appear with him on television, where he harangued them to
be more positive in their posts. One prominent user, American busi-
nessman Charles Xue, was detained for eight months on what looked
like politically motivated prostitution charges.*

In February 2014, China announced the creation of a leading
small group for cybersecurity to be chaired by President Xi Jinping.
Leading small groups are ad hoc bodies that advise the Politburo and
implement decisions. They represent efforts to cut through the Chi-
nese bureaucracy, create consensus, and signal the high importance of
a policy issue. In the official announcement of the group’s formation,
President Xi clearly stated cyberspace’s strategic value: “Without cyber-
security there is no real national security.” Lu was named director of
the office of the leading small group and head of the newly formed
Cyberspace Administration of China.’

Lu’s mission expanded to not only maintaining and improving the

Great Firewall but also selling China’s vision of the Internet to the rest
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of the world. For much of Barack Obama’s administration, China had
taken an essentially reactive stance, criticizing US efforts to promote
an open, free, and global Internet. When then secretary of state Hil-
lary Clinton delivered three speeches on Internet freedom between
2010 and 2011, asserting that users must be assured freedom of expres-
sion and religion online, as well as the right to access the Internet and
thereby connect to websites and other people, Beijing responded to
the call for these four freedoms negatively and defensively. “Behind
what America calls free speech is naked political scheming,” read the
headline of one article in People’s Daily. “The United States,” the arti-
cle continued, “applies double standards in implementing freedom
of information: for those who have different political views or values,
it waves a ‘freedom fighter’s’ club and leads a crusade against them.”
Another article claimed, “One person’s Internet freedom is another’s
Internet imperialism.”®

Lu’s message to the rest of the world has been more positive, and
Beijing is now offering a viable alternative vision of Internet gover-
nance based on control. At a meeting of the World Economic Forum
in Tianjin, China, Lu told an audience of foreign and Chinese busi-
ness executives that the Internet, like a car, must have brakes. “Free-
dom and order are twin sisters,” Lu said, “and they must live together.”
Questioned at another meeting by foreign reporters about why China
blocked access to websites such as Facebook, Lu initially denied that it
did. But then he said that while China was “hospitable,” it could also

” «

“choose who can come to our home and be our guest.” “I can’t change

who you are but I have the power to choose my friends,” he said. “I
wish that all who come to China will be our real friends.”

Lu and others have dressed up this right to block Internet content
and control access to the domestic market, now a central principle of
China’s Internet diplomacy, as Internet (or cyber) sovereignty. Some-
times the diplomacy surrounding the principle has been ungainly. For
the first time, in November 2014, China organized an international
conference on cyberspace, the World Internet Conference in Wuzhen,
a historic town near Hangzhou and home to the headquarters of the
Alibaba Group, the massive Chinese e-commerce company that set the
record for the largest initial public offering ever, raising $25 billion.
Lu opened the meeting by telling participants, “We will strengthen
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communications and seek common ground while resolving differences
to establish a multilateral, democratic, and transparent international

”

Internet governance system.” “Join us,” he continued, “in building up a
peaceful, safe, and open and co-operative cyberspace.”

Despite highlighting the contradictions of the Chinese Internet—
attendees could access Facebook and Twitter freely, while those sites
remained blocked in the rest of China—the conference went smoothly,
with speeches from Internet executives and representatives of foreign
governments. The night before the closing ceremony, at around 11:00
p-m., however, the organizers slipped a draft document under partic-
ipants’ doors. A note accompanying the two-page memo explained,
“In light of the views of various sides, we have made this draft declara-
tion. If you want to make revisions to it, please contact the organizing
committee before 8 a.m.” The document contained nine points, which
included encouraging joint efforts on cybersecurity and fighting cyber
terrorism, developing the Internet economy, and enhancing connec-
tivity. It also called for respect for the Internet sovereignty of all coun-
tries. Not surprisingly, many of the participants balked at signing on to
a controversial document passed to them for input only after they had
gone to sleep. The conference ended with no final declaration.’

A few weeks later, Lu visited Washington, DC, and Silicon Val-
ley. The trip, at least in the eyes of the Chinese press, was a roaring
success. Pictures in Chinese newspapers show a buoyant Lu laughing
with Jeff Bezos of Amazon and riding in a self-driving car at Google.
During a stop at Facebook’s headquarters, Mark Zuckerberg showed
Lu a copy of Xi Jinping’s The Governance of China prominently displayed
on his desk. During his trip, Lu published a piece in the Huffington Post
characterizing the relationship between the United States and China
as one of “deep fusion and high stakes.” Lu wrote, “We should respect
each other’s cyber sovereignty, Internet governance, major concerns
and cultural differences.”"’

China is an outlier only in its size and ambition. Cyberspace does
not exist independent of politics, and nation-states have competing
visions of how the Internet should be managed at home and governed
globally. Some states, however, have more technological, economic,
military, and social resources at their disposal and thus are more likely
to achieve their vision than others.
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THE SOURCES OF CYBER POWER

Lu Wei and his colleagues are not shy in describing their mission
as transforming China from a big cyber country into a strong cyber
power. The almost daily stories about Chinese hackers breaking into
US networks give the impression that China rules cyberspace. Beijing,
however, sees itself as vulnerable. While China has the world’s larg-
est number of Internet users—more than 650 million—and a vibrant
domestic market, policymakers have significant concerns about Bei-
jing’s technological prowess, the coherence of its international strategy,
and its ability to respond to the growing sophistication of cyberattacks.

But what is cyber power for China or any other country? Here we
have to look at both words in the couplet. Norbert Weiner, a math
professor at the Massachusetts Institute of Technology, started and
named a field known as cybernetics, the study of the structure and pro-
cesses of regulatory systems. In the late 1940s, he introduced the term
“cyber,” from the Greek for “governing” or “steering.” Science fiction
writer William Gibson originally coined the term “cyberspace” in 1982
to capture a new virtual reality—“a consensual hallucination experi-
enced daily by billions of legitimate operators” who jack in through
computers and handheld devices. As used by governments and policy-
makers, the term has multiple meanings; one academic study found at
least twenty-eight definitions. Many—Ilike the Internet lawyer Jennifer
Granick—hate the word “cyber,” thinking it militaristic or outdated.
Gibson himself said he chose it because it “seemed evocative and essen-
tially meaningless.”"!

With Internet-enabled cars, thermostats, and other devices by the
thousands, there is in fact no separate cyberspace; the online world is
increasingly physically present. “The Internet will disappear,” Google
chairman Eric Schmidt said in January 2015, meaning that the online
and offline worlds will merge to such a degree that we will no longer
always be able to differentiate them."

Technology writer Timothy B. Lee once tweeted this editing rule:
“Never use the prefix cyber—unless you are William Gibson.” But gov-
ernments now widely use the concept of cyberspace to signal the new
global political challenges created by the interconnected world. The
United States has an International Strategy for Cyberspace, the UK

Foreign Ministry hosted an international conference on cyberspace,
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and China and Israel established a Cyberspace Administration and
National Cyber Bureau, respectively.'

The word is here to stay in policy circles, and I will use “cyberspace”
to mean the global network of interconnected information technolo-
gies and the information on it. While this suggests a distinction simply
between two layers, the technology and the information, in fact states
compete to exert authority and influence over three levels: the hard-
ware, the software, and the information. Nation-states lay new fiber-
optic cables and build massive data warehouses; develop malware and
subsidize national operating systems and search engines as substitutes
for Microsoft and Google; and use fake Facebook and Twitter accounts
to spread propaganda and disinformation.

As with other types of power, there are the great cyber powers, the
middling and lagging, and those that punch above their weight. The
strongest have four components: large or technologically advanced
economies; public institutions that channel the energy and innovation
of the private sector; adventurous and somewhat rapacious military and

intelligence agencies; and an attractive story to tell about cyberspace.

Size MATTERS

Economic and technological power is essential. States have an almost
unassailable advantage over competitors if their companies develop
the routers and servers that carry the Internet’s data, the phones and
personal computers that people use to communicate, and the apps
and web services that serve as gateways to the Internet.

US technology companies dominate the Internet economy. The
United States captures 35 percent of telecommunications revenues
globally and over 40 percent of net income generated online. In India,
the top twenty-five websites are US-based sites such as Google, Face-
book, Twitter, and LinkedIn; over 50 percent of the top twenty-five sites
in Brazil and South Africa are run by US companies. Google is the
leader in search, and its Android operating system is on three-quarters
of the smartphones being made in the world.

The shape and structure of the Internet give the United States a
great deal of gravity. A small number of Internet providers carry the
bulk of data over the “backbone,” and a majority of Internet data gets
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drawn into and routed through the United States, even if this makes
little geographic sense. An e-mail sent from Brazil to Peru, for exam-
ple, might travel to Brasilia, leave Fortaleza on the coast via submarine
cable, enter the United States through Miami, pass by California, and
then head back down the Pacific to Lima. Former National Security
Agency (NSA) director Michael Hayden put it bluntly when justifying
some of the NSA’s activities by telling the National Journal, “This is a
home game for us. Are we not going to take advantage that so much of
it [data] goes through Redmond, Washington? Why would we not turn
the most powerful telecommunications and computing management
structure on the planet to our use?”"*

There is a central paradox for the United States: economic and
technological sophistication are also sources of vulnerability. New
engines of economic growth and opportunity—the Internet of Things,
self-driving cars, smart cities—are open to destructive cyberattacks.
Progress brings greater exposure (or, if you prefer the jargon of
cybersecurity, attack vectors). As the Chinese economy becomes more
technologically advanced, Beijing will face the same challenge of
encouraging innovation while protecting technological systems, but
for now the United States is uniquely empowered and susceptible.

Even if a country is not recognized as a technology leader, market
size matters. The United States invented the Internet, but the future
of cyberspace is not American, at least in terms of its users. The global
distribution of power will shift. At present, Asia comprises 42 percent
of the world’s Internet population (the most by region), but it ranks
only sixth in terms of penetration rates at 21.4 percent, meaning that
an enormous, mostly young population has yet to be connected. China
is home to the world’s largest number of Internet users—649 million
in 2014—but little more than half of the population is online; 60 per-
cent of Internet users in China are under thirty. While Brazil has been
on the cutting edge of open-source (or free) software, the influence
it exerts over foreign companies and the governance of cyberspace
rests in part on the larger and growing number of Brazilian Internet
users. Indonesia and South Africa will have a similar sort of influence,
though they have, so far, been much less active than Brazil on the
global stage.



36 « THE HACKED WORLD ORDER

A SHARED MissioN
Critical to cyber power is a government’s ability to work with the pri-
vate sector. This interdependence is the source of nation-state capabili-
ties and vulnerabilities and is most prominent in defense; private firms
own the vast majority of telecom, energy, and transportation networks.
National cybersecurity “has to be a shared mission,” said President
Obama at a February 2015 cybersecurity summit in Palo Alto. “So much
of our computer networks and critical infrastructure are in the private
sector, which means government cannot do this alone.” A form of this
cooperative defense is on view in action every year, on April 7, when
Anonymous conducts #Oplsrael, a series of widespread attacks on Israeli
websites. Launched the day before Holocaust Remembrance Day, the
attacks try to “erase Israel from the Internet” in protest against Israeli
policies directed against the Palestinians. In response, S-74, a clandes-
tine hacking group in Shin Bet, the Israeli intelligence agency, report-
edly disrupts the attackers, and volunteers from a network of companies
and information technology associations also help defend websites.'?

Spying is also deeply intertwined with the private sector, and sig-
nals intelligence programs have been built on the back of private infra-
structure. Security expert Bruce Schneier writes, “Surveillance is the
business model of the Internet.” Google, Facebook, Twitter, and other
social media companies collect user data to personalize and develop
new products and, most importantly, to generate revenue through
marketing and advertising. The more information technology compa-
nies collected, the more attractive they became to the NSA and other
agencies as both targets and reluctant partners.'®

The private sector has itself become a potent force in intelligence
operations. CrowdStrike, Cylance, FireEye, Kaspersky, and Micro
Trend are just a few of the cybersecurity companies that have exposed
state-backed hacking programs from in the United States, China, Iran,
Israel, United Kingdom, and Russia. “Itis no longer spy versus spy,” one
senior intelligence analyst told me. “The private companies provide
all-source intelligence. And they raise the bar for operations. Nations
have to be better if they do not want to get caught by the companies.”"’

While security provides the most obvious illustration, the inter-
twining of business and government is also present in foreign and

trade policy. States secure the assistance of technology companies
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through law, money, or ideology; that is, they can force companies to
respond, buy them off, appeal to their better nature, or wield some
combination of these tactics. The United States, cooperating with its
European trade partners, has, for example, tried to use export-control
laws to prevent US companies from selling surveillance technology to
authoritarian regimes. It has also tried to shame them.

The challenge for governments wanting to harness the energy
and innovation of the private sector is that technology companies
increasingly do more business abroad than they do at home. Compa-
nies are critical to any solutions, but their economic incentives often
lead them to try and find the middle ground between governments.
This is especially true with the China market, where the private sector
will demand US action on Chinese cyberattacks behind closed doors,
but is unwilling to take a public stand in support of sanctions or other
actions against Chinese hackers.

Small, technologically advanced states have one advantage. It is
easier to create a shared mission, and the institutions needed to sup-
port that mission, when everyone knows each other. Personal ties and
familiarity help. While one Israeli expert complained to me that too
many security agencies were trying to have a say over cybersecurity pol-
icymaking, he also said that the “relationship paths between people
are much, much shorter than anywhere else.”

RaPAciousNEss WANTED
The third component of cyber power is adventurous and inventive
military and intelligence agencies. Forty-one nation-states have cyber
warfare doctrines; seventeen reportedly have offensive capabilities. It
is cheap and easy to break into machines, but much more difficult to
design an attack that creates real impact. That takes significant intel-
ligence, analysis, and research and development. While poorer states
can invest a relatively small amount in developing disruptive capacities,
those with the greatest resources will be at the cutting edge. By some
estimates, the United States spends three to four times more on cyber
offense than it does on defense."

In addition, the more intense the military competition, the more
rapid the innovation and development will be. Israel’s Unit 8200, dedi-

cated to cyber operations, is the largest unit in the Israel Defense Forces.
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As one Israeli official told me, “Security has been part of our DNA
from the founding of the state, and cyber is just the newest challenge.”
In 2013, an Iran expert and a cybersecurity specialist could publish a
report calling Iran a third-tier cyber power. Since then, sophisticated
cyberattacks designed to derail Iran’s nuclear program have appeared,
and Iran’s own attacks on neighbors and the United States have accel-
erated the development of Tehran’s own capabilities. Andretta Towner,
a senior intelligence analyst at the cybersecurity firm CrowdStrike, says,
“Iran is not a tier three cyber actor anymore, it’s emerging.”"

It is not enough, however, to recognize the military potential of
cyberattacks. A state also has to have the political will and creativity to
use them. It has to recognize the art of the possible and have a touch
of rapaciousness. I was once in a meeting where a former employee of a
three-letter agency—he did not get more specific—said that one prin-
ciple is essential to understanding cyberattacks: “If you can imagine it,
you can do it. It just takes time, money, and some effort.” This statement
may be slightly hyperbolic, but the steady stream of leaks from Edward
Snowden about the weakening of encryption, interdiction of servers
and routers, and reprogramming of firmware on hard drives bolsters
the argument that the US intelligence agencies indeed have expansive
resources and imagination. There appears to be no communication
platform that the NSA and CIA have not made the strategic choice
to try to exploit, and there must be many possible, but as yet unseen,
types of cyberattacks that disable or destroy adversary networks. Refer-
encing the famous quote from science fiction author Arthur C. Clarke
that “any sufficiently advanced technology is indistinguishable from
magic,” the information security researcher known as The Grugq put it
this way: “An unlimited black budget, thousands of dedicated people,
and decades of effort, is indistinguishable from magic.”*

THe CyBER StoriEs WE TeLL

The final component of cyber power is an attractive narrative of cyber-
space. Over the last two decades, the United States has advocated, often
in tandem with technology and Internet companies, for norms of open
access and free speech with minimal government interference and sur-
veillance. While the Internet originated in a defense-sponsored net-
work, the ARPANET, its rapid expansion is owed to private actors and
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a decentralized model of governance. Strong cybersecurity, especially
by companies and individuals, was deemed a value in itself and pro-
moted as an enabler of the free flow of information. The 2011 White
House International Strategy for Cyberspace condensed all of this into
one phrase, stating that the United States will work toward an “open,
interoperable, secure, and reliable information and communications
infrastructure.”

From the vantage point of much of the rest of the world, the Snowden
revelations exposed a high degree of inconsistency, if not hypocrisy, in
Washington’s stance. The United States promoted itself as the defender
of the open Internet at the same time that it engaged in extensive surveil-
lance. Global Internet freedom and national security are not mutually
exclusive, but they are not easy to reconcile. While the State Department
supported the development of and taught dissidents in Syria to use Tor,
a service that allows people to surf the web anonymously, the NSA was
trying to break it. Still, even if “open, interoperable, secure, and reliant”
does not fit well on a bumper sticker, the ideas remain potent.

While China has embraced the economic potential of the Internet
and the need for global cooperation in fighting cyber crime, its narra-
tive is not of an open, global platform but rather of one fragmented by
national jurisdictions and regulations. “We live in a common online
space,” Lu Wei told his guests at the Lunar New Year’s festivities. “This
online space is made up of the internets of various countries, and each
country has its own independent and autonomous interest in Internet
sovereignty, Internet security, and Internet development.” Many Afri-
can and Asian countries line up with China behind the idea of multi-
lateral governance of cyberspace and reassertion of sovereign power
over digital communications. They are also using technology from the
Chinese telecoms Huawei and ZTE to perform deep packet inspection
of Internet content. When you send or receive data, your computer
packages it in a packet with a header that tells Internet routers what it
is, who it is from, and where it is going. With deep packet inspection,
the Internet provider monitors the headings of the packets as well as
examines the content of the messages, scanning for sensitive key words
and blocking access to sites.*

Between these two positions, regions and countries can carve

out alternate stories. The European Union’s treatment of privacy as
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a fundamental right has translated into widely copied trade policies
and regulatory models. “We have a chance to be influential around the
world,” Giovanni Buttarelli, the European data protection supervisor,
told the Wall Street Journal. A “growing number of countries” are “look-
ing at us and are likely to follow the European approach.” In addition,
European diplomats have been instrumental in generating UN reso-
lutions and other international declarations that question the legiti-
macy of mass surveillance and promote the protection of online rights.
Brazil has leveraged domestic experience into international influence.
President Dilma Rousseff and others within Brazil have pointed to the
Marco Civil da Internet, a civil rights framework for domestic policy-

making, as a suitable model for the global governance of cyberspace.?

THE TRUE CYBER SUPERPOWERS

Few countries manage to put all four of the building blocks together.
China and the United States are the only true cyber superpowers, with
Russia standing just in the wings. China and the United States both
have large numbers of web users and competitive technology compa-
nies. Beijing and Washington have created new political institutions
and identified cyber as a strategic priority. Their cyber operations, for
the purposes of espionage and sabotage, have pushed the envelope of
what is acceptable in cyberspace. And both countries have tried to con-
vince others that their mode of governing the Internet should drive
the international conversation.

Russia meets all the criteria of a great cyber power but one. Cyber-
security experts often list Russian hackers as the best in the world.
Unlike the Chinese, they are stealthy, leaving no clues that they are in
a network. “I worry a lot more about the Russians” than the Chinese,
Director of National Intelligence James Clapper told a conference at
the University of Texas in 2014. Just over a year later, Clapper told Con-
gress, “The Russian cyber threat is more severe than we have previ-
ously assessed.”**

But Russia does not have a long game. It is losing the competition
to produce the technologies and services that are shaping cyberspace.
Kaspersky, the Russian cybersecurity firm, is the exception with 400
million users, $667 million in sales, and a record of exposing some of
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the highest-profile security incidents, including Stuxnet and the Car-
banak cyber crime ring. China’s Xiaomi is now the world’s third-largest
maker of cell phones and sold 60 million handsets in 2014. YotaPhone,
a dual-screen Russian phone, hoped to sell 1 million in the same year.
Telegram, a Russian mobile messaging app, has about 35 million users
compared to Tencent’s WeChat with 440 million. Chinese technologies
are used throughout Southeast Asia, Africa, and Latin America. Rus-
sia’s dream of a Silicon Valley remains elusive. Anticorruption officers
raided the offices of a tech incubator in April 2013, official and unof-
ficial statistics suggest an exodus of technology talent, and investment
has evaporated.®

Other states and political entities may be able to check two or three
of the four boxes. The United Kingdom, Germany, and France have
the potential to develop significant offensive cyber power but have so
far showed restraint. Israel has technological innovation and military
flexibility but is happy to follow the United States’ lead in Internet gov-
ernance. Estonia, the birthplace of Skype and dozens of technology
start-ups, punches above its weight. Its government is at the vanguard
in designing new domestic institutions for cybersecurity and in defin-
ing norms of international behavior.

North Korea and Iran also have outsized influence. Pyongyang has
no global technology companies, much less assured electricity for the
entire country, and only a small number of people are allowed access
to Kwangmyong (bright star), the officially sanctioned intranet at uni-
versities, government offices, and a small number of cafes in the major
cities. Perhaps a thousand political elites have access to the global
Internet, but North Korean hackers are not shy about launching dis-
ruptive and destructive attacks. Tehran is developing a technological
base and has used cyberattacks as an important part of its asymmetric
competition with the United States and its regional adversaries, Israel,
Saudi Arabia, and the Gulf states.

THE PACHINKO BOARD OF CYBERSPACE

The new international order, the hacked world order, is emerging
from the interactions of these powers. Since there is not a great deal of
historical precedent to draw on, analogies in the field are many and,
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like all analogies, imperfect. Cyberspace is the Wild West or a feudal
domain; cyber weapons are like improvised explosive devices, paintball
guns, or antiradiation missiles. I have sat through conferences where,
over the course of a day, speakers have compared cyber war to the first-
ever use of airpower in 1911 by the Italian army’s air corps against a
Turkish camp at Ain Zara, Libya; the dropping of the atomic bombs
on Hiroshima and Nagasaki; the 1960s arms race between the Soviet
Union and the United States; the Vietnam War; and the low-intensity
conflict against the Taliban in Afghanistan.

Discrepant analogies aside, the list of things states want from cyber-
space is fairly consistent. They want to increase access to information
and communication technologies to spark economic growth. They
want to protect their own information assets and citizens at the same
time that they exploit and sometimes damage those of other countries.
And they want access to the data of their own citizens for intelligence
and law enforcement. We can be certain, however, that the policy tools
they design to achieve these desires will not be the same. Technolog-
ical change and the empowerment of nonstate actors will affect and
be interpreted by states differently. And yet, patterns of behavior are
emerging.

Five fundamental questions about the uses and characteristics of
cyberspace determine the strategic culture of a country’s use of cyber
power: how a nation-state interprets threats, uses force, exerts influ-
ence, spurs innovation, and delineates the national good. These ques-
tions are the little pegs on a pachinko board that direct the falling
ball in one direction or another. Their answers define the American,

Chinese, and Russian ways of cyber statecraft.?

INTERNAL AND EXTERNAL HAZARDS

The first question is: What is the balance between internal and exter-
nal threats? All states see the underside of the Internet, the threat to
security and the rule of law. Yet some primarily defend against threats
to national security, whereas others conflate national security and
regime stability. Or, put another way, liberal democracies and authori-
tarian states both collect data to prevent terrorist attacks, but authori-
tarian regimes also classify certain types of content and information as

imperiling domestic stability and regime legitimacy.
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Both of these security concerns result in governments of all types
vacuuming up as much available data as possible. At the same time,
they result in different visions of borders in cyberspace. For the United
States the goal is to maintain the Internet as a global platform. The pro-
motion of this norm is both ideological and self-interested. The belief
is, as President Obama said in a town hall during a 2009 visit to China,
that the “more freely information flows, the stronger societies become.”
Individuals become more creative, governments more accountable, and
economies more competitive with an open Internet.

The focus on ideas, however, is only half of the equation. Or as the
scholar of Russia Stephen Sestanovich put it in another context, “For
the United States, the victory of its ideas has always been hard to sep-
arate from the spread of its influence and power.” The United States
reaps large economic, military, and intelligence advantages from keep-
ing the Internet as a global platform.?’

To be sure, even in the ideological realm, vision and reality often
clash. There are, in Silicon Valley’s favored phrase, degrees of friction.
Many liberal democracies prevent the flows of certain types of content,
and all advanced economies crack down on copyright violation and
piracy. France demanded information from Twitter about users who
violated French law by publishing anti-Semitic comments under the
hashtags #UnBonJuif (a good Jew) and #UnJuifMort (a dead Jew), and
Germany blocks neo-Nazi websites. India has asked Twitter, Google,
and YouTube to remove posts considered blasphemous or that might
incite communal violence.

Authoritarian states and those facing immense domestic pressure
revert to the position of gatekeepers. There is no gap between their
rhetoric and action because, for these states, the ability to control
information is a primary security concern. A July 2010 report from the
Chinese Academy of Social Sciences, Development of China’s New Media,
accuses the United States of using Twitter, Facebook, and other social
media sites to foment instability. Until 2012, Russia’s Internet devel-
oped relatively freely. As sentiment against President Vladimir Putin
gathered steam in the streets and online, the Kremlin saw the pro-
tests as part of an information-warfare campaign and began trying
to remove Western influence from the web. Sergei Smirnov, deputy
director of Russia’s Federal Security Service, told a regional security
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conference that the CIA and other secret services were using “new
technologies” to “create and maintain constant tension in societies.”
Russia’s 2013 National Security Concept warns of the serious danger
arising “from the desire of a number of countries to dominate the
global information domain space and to expel Russia from the exter-

nal and internal information market.”8

DisrupTION AND DESTRUCTION

The second question is: How do you use force and military power
in cyberspace? Much of what happens in cyberspace occurs in the
shadows, out of public sight. Government officials have spoken off
the record or on background about operations, but no government
has taken credit for a cyberattack, and we know as much about the
logic behind attacks that did not happen as about the thinking behind
those that did. The United States, for example, reportedly planned
to freeze Saddam Hussein’s bank accounts during the 2003 Iraq War
and take out air defenses in Libya in March 2011. In the case of Hus-
sein, policymakers feared that the potential for collateral damage—in
a spillover either to connected systems or to trust in the integrity of the
financial system—was too high. The restraint proved prudent in Iraq,
as cyberattacks against the telephone system did disrupt cell phones in
neighboring countries. There was also, more generally, an aversion to
providing justification for counterattacks on the United States.*

Policymakers are also reticent about what offensive cyber capabil-
ities they possess and how they might use them. When Defense Sec-
retary Philip Hammond announced that the United Kingdom was
“developing a full spectrum military cyber capability, including a
strike capability,” the reaction was shock, not because anyone doubted
that the United Kingdom would want digital weapons but because no
country had admitted it so publicly.*

Even without policy documents and statements, we can see that
states, large and small, are acting as if they live in a zero-sum world,
where offense overcomes defense and potential adversaries will almost
inevitably exploit vulnerabilities. Intelligence collection and force,
espionage and sabotage have become blurred. Offense in cyberspace
is considered the best defense. It is also a self-help world. While a num-
ber of states, including the United States, Russia, and China, talk about
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the need for international cooperation to develop acceptable norms of
behavior, their actions betray a strong skepticism that shared interests
or new treaties and agreements will dampen, much less eliminate, the
most dangerous competition.

States have used cyberattacks in two different ways. The first is like
Stuxnet. These digital strikes are surgical, precise, and, so far, rare.
They require exquisite intelligence and are more like special opera-
tions than carpet bombing. The vast majority of cyber conflicts will be
much more diffuse, a constant hum of low-level skirmishes that vio-
late sovereignty but fall short of armed attacks. They may entail an
attack on data at one company, as in the case of the hack of Sony, or
DDoS attacks on multiple banks in a country. States find these types of
attacks attractive because they are unlikely to provoke military retal-
iation but still have the potential to create useful political outcomes.
They prick, harass, overwhelm, and undermine.

Assistant Secretary of Defense Eric Rosenbach, the Pentagon’s
principal cyber adviser, calls where all of this happens “the space
between” “You have diplomacy, economic sanctions . . . and then you
have military action. In between there’s this space, right? In cyber,
there are a lot of things that you can do in that space between that can
help us accomplish the national interest.” This gives states a whole lot
of room to maneuver, to push the other side up to the point of violent
conflict.”

It is one thing for a US government official to recognize this space
in a speech. But the United States has an entire legal and bureaucratic
structure that recognizes a sharp distinction between war and peace,
between the powers granted to the military and intelligence agencies
during national security conflicts and legitimate activity during peace-
time. These dividing lines are blurred in other countries, particularly
in Russia, and Moscow is likely to straddle categories, building asym-
metric strategies that inhabit and exploit the “in-between” space. Putin
has relied heavily on what some have termed hybrid or “nonlinear”
war. He has used espionage, sabotage, economic coercion, and pro-
paganda, as well as special forces or militias. In Crimea, special forces
operated in concert with cyberattacks on politicians’ cell phones.
NATO and Ukrainian websites were knocked offline as the Russian

media portrayed the government in Kiev as fascist.
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DipLomATS AND TROLLS

The third question is: How do you exert influence in the digital
age? While behind-closed-door negotiations and secret consultations
remain important, states now actively engage publics and their diplo-
matic counterparts through social media. The era of one-way broad-
casting is over, and the pace and volatility of public messaging have
sped up greatly. Foreign ministries must converse in real time with a
wide range of audiences, from private individuals to nongovernmental
organizations to journalists.

Twitter, Facebook, and YouTube are now as much diplomatic tools
as the public statement and démarche. According to public relations
firm Burson-Marsteller, as of June 2014 83 percent of the 193 UN mem-
ber countries have a presence on Twitter, as do more than half of the
world’s foreign ministers and their ministries and two-thirds of heads
of state and government.*

Behind the social media engagements are competing theories of
influence and counterinfluence. For the United States and its part-
ners, the twin ideas of networks and narratives animate how diplomats
should communicate with foreign publics. Embassies and diplomats
have received greater autonomy to engage through social media and
to develop relations with civil society organizations. The strategy is to
increase global exposure to information that would help dispel ani-
mosity and anger toward the United States regarding its policies and
actions. It is also an attempt to forge narratives that undermine the
arguments and attractiveness of adversaries, especially radical Islamists.
Alberto Fernandez, former coordinator of the US State Department’s
Center for Strategic Counterterrorism Communications, describes his
office as engaging in the “war of narratives.”*

Narrative coherence and network flexibility may not, however, be
able to withstand a torrent of misinformation. In the battle for hearts
and minds, states may simply flood the zone under contention with
rumors, conspiracy theories, and falsehoods. The demand for speed
over accuracy on social media often results in bad information driving
out good in the marketplace of ideas. Narrative coherence has difficulty
standing up to dissembling. Hundreds of Russian trolls have certainly
adduced this, posting flattering comments about Putin on news web-

sites, tweeting abuse at critics, and maintaining fake Facebook accounts.
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SiLicoN VALLEY, BEIJING, AND BRUSSELS

The fourth question is: What model of technological competition is
best adapted for the future? Here there are three competing types:
Silicon Valley, Beijing, or Brussels. The Silicon Valley model stresses
innovation and entrepreneurship. The state funds basic research and
development, but companies and the private sector provide the main
engine of growth. Universities not only train the next generation of
scientists but act as significant sources of discovery and enterprise. The
state acts to keep borders open and competition level, and there is a
high degree of trust in the private market’s ability to self-regulate. The
ultimate goal, absolute gain, rests on the assumption that US compa-
nies will be the most competitive.

The Beijing model is mercantilist. The government defines crucial
long-term development goals and funds research in these areas. The
state intervenes to protect industries and build national champions.
While welcome, foreign investment is channeled and molded so as to
raise the competitiveness of domestic industries. There is a heavy focus
on relative gains and on technological autonomy. The 2006 Guide-
lines on National Medium- and Long-Term Program for Science and
Technology Development, for example, aspire to reduce the “degree
of dependence on technology from other countries to 30 percent or
less” by 2020. Noting the vulnerability that comes from relying on other
countries, especially the United States and Japan, the guidelines declare
that China should not purchase any “core technologies in key fields that
affect the lifeblood of the national economy and national security.”**

The Brussels model is more managerial than the Silicon Val-
ley approach and less interventionist than the Beijing one. The state
directs its efforts at social goals, managing inequality, promoting
social welfare, and, especially important in digital competition, pro-
tecting privacy. An overarching ambition of regulation is to create a
common market, to lower or eliminate trade barriers within the Euro-
pean Union, and to use the gravity of the European market and shared
standards to shape technological trajectories. “We are pursuing a dig-
ital vision for Europe,” said EU Commissioner for Digital Economy
and Society Gunther Oettinger. “Only in this way will we be able to set
standards in a globalized world, achieve market dominance, and at the
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same time secure our digital sovereignty.
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These are, of course, ideal types. China has tried to recreate Sil-
icon Valley locally; Europeans firms such as Nokia, Opera, F-Secure,
SoundCloud, Rovio, Raspberry-PI, Spotity, and Skype are innovative,
entrepreneurial technology leaders; and Washington has used security
concerns to block Chinese telecoms from domestic markets. But they
are the default models that policymakers fall back on.

THe SociaL CoNTRACT

The final question is essentially domestic but radiates back into the
international arena if only because data flows across national borders:
What is the balance between individual rights and state interests in the
digital age? Every society is confronting the question of what to do with
the massive amounts of data generated by cell phones, Internet usage,
and networks of cameras and sensors recording the physical world.
Within liberal democratic societies, there is an assumption that the
ubiquity and permanence of data will force a rewriting of the social
contract. States have legitimate security and law enforcement ratio-
nales for accessing data, but individual citizens also question whether
the benefits of giving ever-increasing amounts of data to the govern-
ment and companies outweigh the costs. While liberal democracies
will have different understandings about rights and responsibilities,
there will still be similar understandings about the individual’s rela-
tionship to the state and shared references to the need for some limits
on state power. These visions of the social contract, drawn from Brit-
ish philosopher John Locke and French Enlightenment thinker Jean-
Jacques Rousseau, emphasize the recognition of human rights online,
government transparency, and checks and balances.

By contrast, the narrative in one-party and authoritarian states
is primarily about how to optimize data collection to serve national
goals, including economic development and national security. Discus-
sions in the Chinese press about big data, for example, revolve around
two questions: How can the government and companies exploit what
many call the “new oil” for economic advantage, and what should the
Chinese government do to protect consumers from misuse of data
and criminal breaches? This concept of the role of the state echoes
Thomas Hobbes, whereby the state acts to defend and protect the
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national interest and, at times, violates individual rights, if necessary,
for state preservation.

The history of cyberspace and cyber conflict is short, but the
pace of history is rapidly accelerating. Whereas years or months once
separated notable cyberattacks, now they come almost weekly, if not
sometimes daily. In the onslaught, it is difficult to see any underlying
pattern. If history is one damn thing after another, the history of the
digital age seems little more than one damn cyberattack after another.

The hacked world order is, however, not completely chaotic. The
five fundamental questions identify the contours of the new world and
nation-states’ motivations. States alternate between political disruption
and destruction, platforms and gates, narrative construction and dis-
sembling, mercantilist and innovative intervention, and Hobbesian and
Lockean approaches to data and the public good. These approaches

are visible as states disrupt, destroy, steal, trade, and influence.
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Chapter 3

GUARDIANS OF PEACE,
LITTLE GREEN MEN,
AND THE ELECTRONIC

ARMIES OF THE FUTURE

ooooooooooooooooooooooooooooooooooooooooooooooooooooooo

uring Thanksgiving week in 2014, the employees of Sony Pic-
tures lost access to the company’s computer networks and

their e-mail accounts due to a massive hack. Management was
forced to communicate with employees through phone trees, personal
Gmail accounts, and old BlackBerry phones found in a storeroom and
speedily rushed into service. Writers worked on legal pads; the pay-
roll department cut checks on old machines. The hackers, operating
under the name Guardians of Peace (GOP), uploaded five unreleased
Sony films—including Fury, a World War II film starring Brad Pitt, and
a remake of Annie—to file-sharing Internet sites. The group not only
stole one hundred terabytes of internal data but also damaged two-
thirds of the company’s servers and computers. Sony Entertainment
CEO Michael Lynton told the Wall Street Journal, “It took me 24 or 36
hours to fully understand this was not something we were going to be
able to recover from in the next week or two.”

On December 1, the FBI announced that it was investigating the
breach and, eighteen days later, that the Guardians of Peace were
really North Korean hackers. Pyongyang had previously expressed
outrage over the Sony film The Interview, starring Seth Rogen and
James Franco. Six months before, a Foreign Ministry spokesman had
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called the movie, which depicts the assassination of supreme leader
Kim Jong-un, “the most blatant act of terrorism and an act of war that
we will never tolerate.” “If the United States administration tacitly
approves or supports the release of this film,” the spokesman contin-
ued, “we will take a decisive and merciless countermeasure.”?

The Kim regime’s ability to deliver these merciless countermea-
sures through cyberattacks is a bit of a paradox. Known as the Hermit
Kingdom due to its isolation from the outside world, North Korea is
popularly perceived as a technological backwater. The per capita gross
domestic product in South Korea is over $33,000; it is less than $2,000
in North Korea. A stark photo of the Korean Peninsula taken from
the International Space Station captures the country’s poverty: bright
lights illuminate South Korea and China; in between, darkness cloaks
North Korea. Internet access, allowed only to a small cadre of polit-
ical elites with special permission, is among the lowest in the world.
As of 2014, the entire country had only 1,024 Internet protocol (IP)
addresses—fewer than in a couple of New York City blocks.

The feebleness of the North Korean economy has not stopped the
regime from seeing cyberattacks as an important tool; they are cost-
effective, allow North Korea to attack targets away from the peninsula,
and operate (so far, at least) at a level that will not provoke military
responses. As Director of National Intelligence James Clapper put it,
“Cyber is a powerful new realm for them, where they believe they can
exert maximum influence at minimum cost, and this recent episode
with Sony has shown that they can get recognition for their cyber capa-
bilities.” Moreover, the lack of communication technologies within the
country means North Korea is relatively immune from digital strikes
itself. There just are not many targets for such attacks.’

Given the strategic and tactical efficacy of cyber offense, North
Korea is dedicating scarce resources to Bureau 121, an elite force run
by the Reconnaissance General Bureau, the military’s spy agency.
Defectors claim hackers are recruited at a young age, trained, and
given special privileges, housing, and higher status. “There is a
pyramid-like prodigy recruiting system,” says one defector, “where
smart kids from all over the country—students who are good at math,
coding and possess top analytical skills—are picked up to be grouped
at Keumseong High School.” After graduation, they go on to technical
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universities such as Kim Il-sung University and Kim Chaek University
of Technology. Some members of Bureau 121 are supposedly based at
Chilbosan Hotel in Shenyang, the capital of Liaoning province, China.
The website for the hotel boasts of a sauna, fitness room, karaoke, and
broadband Internet; one TripAdvisor reviewer raved that the “crown-
ing jewel is the in-house North Korean restaurant that can bring you
delicious Korean food right to your room.™

Four days after the FBI announcement, the Guardians of Peace
sent an e-mail to Sony employees and their families, threatening,
“What we have done so far is only a small part of our further plan.”
James Franco and Seth Rogen went on Saturday Night Live to make fun
of the hack. Rogen interrupted Franco during the monologue to tell
him, “It is much, much worse than we thought.” He announced that
the North Koreans had leaked embarrassing photos, while the screen
showed images of Rogen in pantyhose and of Rogen and Franco
recreating the Rolling Stone cover of John Lennon and Yoko Ono, with
Rogen in his underwear. The GOP continued to release batches of sto-
len data, including salaries, Social Security numbers, passwords, and
sales plans, as well as two years’ worth of the e-mail correspondence of
a number of Sony Pictures executives. E-mails making racially insensi-
tive comments about President Barack Obama, disparaging Angelina
Jolie and other actors, and highlighting the gender gap in pay for male
and female actors came to light. The costs of expunging the hackers
and repairing the damage from the hacks had reached $35 million by
March 31, 2015.°

As the December 25 release date for the movie approached, the
hackers threatened theaters with physical violence. In a note accompa-
nying another cache of released data, the Guardians of Peace wrote,
“Remember the 11th of September. We will clearly show it to you at
the very time and places ‘The Interview’ be shown [sic].” Despite the
Department of Homeland Security’s assurance that the threats had no
credibility, on December 17, after theater owners said they would not
show the film, Sony canceled the movie’s theatrical release. Two days
later, the FBI issued a press release concluding that the “North Korean
government is responsible” for the intrusion into Sony’s networks. This
was the first time the US government had explicitly and directly named
another government as responsible for hacking.®
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President Obama, in his end-of-year news conference, criticized
Sony for pulling the film. “I'm sympathetic,” said the president, “that
Sony as a private company was worried about liabilities, and this and
that and the other. I wish they had spoken to me first. I would have
told them, do not get into a pattern in which you’re intimidated by
these kinds of criminal attacks.” The president asserted that the
United States will “respond proportionally, and we’ll respond in a
place and time and manner that we choose. It’s not something that I
will announce here today at a press conference.”’

With bad publicity mounting, Sony reversed its decision and
released The Interview in select theaters and online with support from
Google and Microsoft. A few days after the president announced that
the United States would retaliate, North Korea disappeared from the
Internet. With no traffic coming from the country, Internet experts
said the event looked like a distributed denial-of-service (DDoS)
attack, and people began speculating that the United States was
behind it. The State Department refused to comment on the disap-
pearance, but State Department spokeswoman Marie Harf told report-
ers, “Some [responses] will be seen. Some may not be seen.” Speaking
a few months later, unnamed sources cut through the coyness. The
US government, according to these sources, had not crippled North
Korea’s Internet infrastructure; a group of individual hackers and vig-
ilantes had brought down the country’s network. The United States
did, however, launch precision computer attacks on targets used by the
leadership.®

On January 2, 2015, the United States levied economic sanctions
on the Reconnaissance General Bureau, the Korea Tangun Trading
Corporation, and the Korea Mining Development Trading Corpora-
tion (North Korea’s primary arms dealer and main exporter of ballistic
missiles and conventional weapons). The United States also reportedly
asked the Chinese government for help with North Korea, but public
statements from Beijing were noncommittal. Officials stated that while
China opposed cyberattacks and would engage in “constructive coop-
eration” with the international community, there was no proof North
Korea was behind the Sony hacks. Foreign Ministry spokeswoman
Hua Chunying said, “We need sufficient evidence before drawing any
conclusion.”
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A SMOKING GUN?

The Sony hack is almost too perfect as both narrative thriller and
parable. Ruthless tyrant with outlandish hair from one of the world’s
poorest countries hacks major company, causing millions of dollars in
damage, destroying computers, and creating a threat to free speech so
severe that George Clooney organizes a petition in support of showing
the movie (which no one in Hollywood will sign). The attack exposes
boorish behavior and crude language from studio executives and pro-
vokes a response from the president. All this over a sophomoric movie
by Seth Rogen and James Franco. At the same time, the hacks exposed
gaping holes in how the United States thinks about and responds to
cyberattacks, raising questions about when and how to identify an
attacker, what counts as evidence of an attack, what the threshold of an
attack is, and what role the government should play in defending the
private sector.

The first step in responding to an attack is identifying the culprit,
but almost from the moment North Korea was named as the primary
suspect behind the Sony hacks, doubters emerged within the cyberse-
curity community. As the information security researcher known as
The Grugq wrote, “The problem with attribution in the cyber realm
is that the evidence is entirely under the control of the attacker.” As a
result, “the attacker can mimic, spoof, falsify or remove any evidentiary
data available to the defense.” Even if the attacks could be traced back
to North Korea, it was difficult to know if the attackers were working
on their own or with support from government officials. Many hack-
ers freelance. In the earliest communication with the company, the
hackers did not seem very interested in Sony’s release of The Interview.
Instead, the first e-mail, signed by a different group than the GOP,
attempted to extort money from the company. The e-mails only began
mentioning the movie in later statements after the press had specu-
lated that North Korea was behind the attacks."

In fingering North Korea for the crime, the FBI released several
pieces of evidence. The malware employed in the attack used similar
lines of code, algorithms, and data-deletion methods as DarkSeoul,
a June 2013 attack on South Korean banks and television broadcast-
ers. In addition, North Korean hackers had previously used the Inter-
net infrastructure employed in the attack. In particular the code that
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deleted files communicated with IP addresses that North Korean hack-
ers had used before."

But to some doubters, these facts hardly amounted to a smoking
gun. Marc Rogers, a longtime hacker and director of security for DEF-
CON, the world’s largest hacker conference, remained skeptical: “We
don’t have any solid evidence that implicates North Korea, while at the
same time we don’t have enough evidence to rule North Korea out.”
Rogers argued that most malware is publicly available, and a huge
amount of code sharing goes on in the hacker underground. It is not
uncommon to see the same malware across different attacks, so Rogers
did not view as conclusive evidence that the Sony hackers had used the
same malware as was used in DarkSeoul. Moreover, as Rogers and oth-
ers noted, common criminals widely used the IP addresses allegedly
used by the North Korean hackers. The addresses were in Thailand,
Poland, Italy, Bolivia, Singapore, Cyprus, and the United States, and
anyone could exploit them and cover their tracks.

Further revelations eventually quieted the doubters. Responding
to critics, FBI director James Comey, in a speech at Fordham Univer-
sity, said that the North Korean hackers “got sloppy” and failed to use
proxy servers that would hide their identity. “Several times,” Comey
continued, “either because they forgot or because they had a technical
problem, they connected directly and we could see them.” Yet the most
convincing evidence the FBI had was not available to the general pub-
lic. The skeptics, in Comey’s words, “don’t have the facts that I have,
don’t see what I see.” As Comey explained, “We have a range of other
sources and methods that I'm going to continue to protect because
we think they’re critical to our ability—the entire intelligence com-
munity’s ability—to see future attacks and to understand this attack
better.”"?

Even if Comey intended to protect these other sources and meth-
ods, Edward Snowden’s revelations and other leaks to the press soon
revealed some of them. An Internet tapping system, known as XKEY-
SCORE, allows the National Security Agency (NSA) to trace a hacker’s
location or at least the location they used to launch an attack. Accord-
ing to a New York Times report published in early January 2015, the
NSA had also gained access to North Korean computers even before
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the Sony hack. In some cases agents sat on Chinese and Malaysian
networks that North Korean hackers liked to use and watched them
attack. This information in the New York Times built on a 2013 Wash-
ington Post story that the United States had placed “covert implants”
in tens of thousands of computers, routers, and firewalls around the
world. Three-quarters of these operations targeted potential adversar-
ies such as China, Iran, Russia, and North Korea, and the plan was to
extend the surveillance to millions of machines. This would have given
the United States some overview of North Korean actions."

The NSA also exploited South Korean intelligence in a process
called fourth-party collection, or, even better, “drinking from some-
one else’s milkshake,” which entails using the data other spies gather
from a third party—say, the NSA taking data Chinese spies have stolen
from the United Nations. The NSA noticed the South Koreans were
spying on the United States (allies spying on allies) and, in the course
of breaking into South Korean computers, found that they had also
been targeting the North Korean cyber espionage programs. While
the United States may have seen the initial spear-phishing e-mail to
Sony that got the hackers in, officials who spoke to the New York Times
said they did not realize how thoroughly the North Korean hackers
had mapped the company’s networks or the severity of the attack
planned."

The leaks and the Snowden revelations eventually settled the ques-
tion of whether the North Koreans were behind the Sony hacks, but
they damaged US ability to spy on potential adversaries. Pyongyang
(and Moscow and Beijing) certainly took countermeasures against
the NSA; information and insight were lost. The leaks did, however,
create one possible positive outcome: the suggestion of a degree of
NSA omniscience might deter attacks on the United States. In testi-
mony about six months before the Sony hack, Admiral Michael S. Rog-
ers obliquely acknowledged this possibility. His logic went like this: if
Snowden has convinced potential attackers that the NSA sees all, then
they will think the agency can attribute attacks to them and eventu-
ally retaliate. The Chinese and Russians at least would pause before
launching destructive attacks. Fears of omniscience, unfortunately,
had much less impact on the North Koreans (or the Iranians).'
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VANDALISM OR WAR?
Leaks and the “just trust us” approach to attribution are, however,
likely to have unintended consequences. If you are going to name a
nation-state and levy economic and legal sanctions, should you meet
some minimum level of attribution? Put another way, what happens
when Beijing says it has evidence that a contractor in Arlington, Vir-
ginia, broke into Chinese networks and that it is thus sanctioning Boe-
ing, but cannot reveal the most damning evidence? More generally,
is it possible to create a standard of attribution? Should the level of
attribution differ, for example, depending on the severity of the event?
Not only did US officials have problems in agreeing how to identify
those behind the Sony attack, but they had difficulty describing the
attack itself. In an interview with CNN a few days after his end-of-year
press conference, President Obama said he considered the hack not
“an act of war” but rather “an act of cybervandalism.” Senator John
McCain rejected the characterization: “It’s more than vandalism. It’s
a new form of warfare.” These sharply contrasting stances reflected
more than the domestic divide between the president and one of his
most vocal critics on national security matters. They revealed how the
Sony hack confounded previous categories because it existed in an
in-between space, one that US cyber policy had not really prepared for.
The Pentagon’s cybersecurity strategy, released in July 2011,
described two major types of threat. Along with network attacks that
disrupt the military’s ability to operate, the document warned that
“computer-induced failures of power grids, transportation networks,
or financial systems could cause massive physical damage and eco-
nomic disruption.” For at least twenty years, government officials and
cybersecurity experts had been warning of a coming cyber Armaged-
don that would arrive like a destructive bolt from the blue, causing
physical damage and death. Cybersecurity expert Winn Schwartau
used the phrase “electronic Pearl Harbor” in congressional testimony
in 1991, and numerous government officials have repeated it in differ-
ent forms ever since. Former secretary of defense Leon Panetta was
particularly fond of “cyber Pearl Harbor,” using the term multiple
times in 2011 and 2012. The White House’s 2011 International Strategy
for Cyberspace warns that the “United States will respond to hostile
acts in cyberspace as we would to any other threat to our country.” An
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off-the-record comment may, however, best sum up the US position.
One unnamed military official told the Wall Street Journal, “If you shut
down our power grid, maybe we will put a missile down one of your
smokestacks.”"’

The other threat, while less visible, could, in the Pentagon’s phras-
ing, be the “most pervasive.” “Every year,” the 2011 cybersecurity
document claimed, “an amount of intellectual property larger than
that contained in the Library of Congress is stolen from networks
maintained by U.S. businesses, universities, and government depart-
ments and agencies.” In his fifth State of the Union, President Obama
touched on both types of threats, mentioning “foreign countries and
companies [swiping] our corporate secrets” and enemies “seeking the
ability to sabotage our power grid, our financial institutions, our air
traffic control systems.”®

The Sony hack existed outside these two types of threat. It did not
cause death or physical destruction. The hackers stole data, but not to
advance the economic interest of a foreign company or government.
They meant to embarrass and hurt Sony. While it clearly damaged
Sony’s economic interests and reputation, the hack, unlike the wide-
spread theft of intellectual property for technology companies, did
not undermine economic security. Rather the goal was the coercion of
one company.

The Obama administration struggled in the early days of the cri-
sis to define the attack, leading to uncertain and confusing signals
to domestic agencies and foreign partners. What President Obama
described as cybervandalism was soon redefined as a threat to core
US values and national security. North Korea had launched a cyber-
attack that violated US sovereignty and was “an attempt to interfere
with freedom of expression,” in the words of Christopher Painter,
State Department coordinator for cyber issues. The joke version of this
point, circulated on the Internet, was a modification of the Motion Pic-
ture Association of America rating screen you see before a movie: “The
following MOVIE has been approved for AMERICAN AUDIENCES by
the Democratic People’s Republic of Korea.” If Sony had not canceled
the release of The Interview, there likely would have been no official US
response. Sony might have represented an extreme case of a company
falling prey to hackers, but it would not have been unique."
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Once Sony did withdraw the movie, the United States chose to act
not only to defend freedom of expression but also to prevent other
countries from thinking that they could launch cyberattacks to cre-
ate political outcomes. “Many nation-states, groups, and individuals
seem to have come to the conclusion that there is little price to pay
for engaging in these behaviors,” said Admiral Rogers. “Nation-states,
groups and individuals are going to watch how the U.S. responds to
this as a nation.”®

The North Korean hackers were innovative in targeting a private
company for national political interests. But they were not the first to
see disruptive cyberattacks as a useful tool of political coercion. Their
neighbors to the north had pioneered that tactic over the previous
decade.

THE FIRST CYBER CONFLICT

The first major cyber conflict began on April 27, 2007, at around 10
p-m., as the operators of Estonian government websites discovered they
were under attack.

Relations with Moscow had been tense since January, when the
Estonian government announced its intentions to move a statue com-
memorating World War II from the center of the capital, Tallinn, to
the outskirts of the city. The acrimony between the two countries had
historical roots. In 1918, Estonia gained its independence from Rus-
sia, but its freedom only lasted twenty-two years, as the Soviet Union
invaded in 1940. The Soviets deported tens of thousands from Estonia
and other Baltic states in June 1941. When the Nazis launched Opera-
tion Barbossa and invaded the Soviet Union, some Estonians initially
welcomed the Germans as a liberating force.

This bitter history swirled around the monument. Many Estonians
viewed the statue, a Red Army soldier, helmet in hand, mourning his
fallen comrades, as a symbol of the Soviet occupation. Russian politi-
cians, as well as the sizable population of ethnic Russians in Estonia,
saw the move as an insult to the memory of the 27 million who died
in the Great Patriotic War. Estonian policymakers cast the decision
to move the statue as a solution to a public-order problem: it would
reduce the clashes between war veterans, Estonia-born Russians, and
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more conservative, nationalistic Estonians who gathered in the shadow
of the “Monument to the Fallen in the Second World War” to argue
about the meaning of the war and share memories of the Soviet occu-
pation of Estonia. The move was also a clear effort to free Estonia from
the Soviet legacy and to align the country with Europe.?!

Throughout early 2007, Moscow made its displeasure about the
statue’s impending move known and exerted diplomatic pressure.
High-ranking Russian officials threatened a boycott of Estonian goods.
In the weeks before the scheduled move, Russian Foreign Ministry offi-
cials warned of serious consequences to the bilateral relationship.

The day before the move, 1,500 people gathered in downtown Tal-
linn to protest. After a small group tried to break through a police line
protecting the memorial, the protest turned violent. Demonstrators
threw rocks and bottles. The police responded with stun grenades.
Around three hundred people were arrested amid widespread vandal-
ism and looting. Estonian officials called the protests the worst riots
since the country declared its independence from the Soviet Union
in 1991. One defense official told me, “For the French those types
of riots might be a common weekend, but they were new to us.” In
Moscow, members of Nashi, a pro-Kremlin youth movement, blocked
off the surrounding streets and attacked Estonia’s embassy. Russian
Foreign Ministry officials responded with surprisingly vitriolic rheto-
ric, calling the statue’s move disgusting, blasphemous, inhuman, and
sacrilegious.?

That night the attacks on websites began. Hackers defaced the
sites of the Estonian president, Ministry of Foreign Affairs, Ministry
of Justice, and parliament. The website of the Reform Party, the lead
political partner in the coalition government, displayed a fake letter of
apology for moving the statue. Estonian prime minister Andrus Ansip
and other leading politicians were spammed (sent large amounts of
junk mail), and the e-mail services of the Estonian parliament had to
be temporarily shut down.

Around April 30, hackers stepped up the intensity and sophisti-
cation of their attacks. During the first wave, hackers in online chat
forums raged against the Estonians and provided information to oth-
ers on how to launch a ping attack, a simple request for a response

from a web server, repeated hundreds of times per second, eventually
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leading to a crash. The second wave was more like carpet bombing,
using networks of hijacked computers called botnets to launch attacks.
Some of these botnets included up to 85,000 commandeered comput-
ers and were located in Belgium, Canada, Egypt, Germany, Russia,
Turkey, the United States, Vietnam, and elsewhere. Websites that typ-
ically received 1,000 visits in a day became overwhelmed on receiving
more than 2,000 visits a second. The attacks broadened out, target-
ing media and banking sites. The Estonian news outlet Postimees Online
went down. Once blocked, the hackers quickly adopted new tools or
shifted the attacks to come from a new geographical location, maneu-
vering around walls as quickly as the Estonians built them.*

The attacks reached their apex around May 9, as Russia was offi-
cially commemorating the end of World War II and President Vlad-
imir Putin was declaiming that those who “defile the monuments to
the heroes of this war are insulting their own people and spreading
enmity and new distrust between countries and peoples.” At one time,
fifty-eight Estonian websites were down. The online services of Esto-
nia’s largest bank, Hansabank, were unavailable for ninety minutes on
May 9 and for two hours the next day. In order to deal with the mas-
sive amounts of data flowing in from abroad, Estonia had to tempo-
rarily disconnect itself from the outside Internet. The Internet within
Estonia was accessible, but Estonians living abroad were cut off from
their bank accounts and news services. Over the next week, the attacks
would stop and start; they concluded entirely on May 18 at 11 p.m. (12
p-m. Moscow time).**

While Estonian officials did not know that the removal of the statue
would be the trigger, they expected the use of cyberattacks against
them one day. As Lauri Almann, undersecretary in the Defense Min-
istry during the 2007 attacks, said, “We were expecting attack because
we were so dependent on IT [information technology].” After its inde-
pendence from the Soviet Union in 1991, the country embraced IT
and the Internet not only as key to economic development but also as
an emblem of what Estonia wanted to become—open, inclusive, and
Western, not Russian.

By most measures, few would have guessed that Estonia would
become a major technology player, a highly wired society, and the
home of Skype. At the time of independence, only half the population
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had a phone line. Still, there was some base to build on. The Insti-
tute of Cybernetics, founded in 1960, provided an important educa-
tional foundation, and Estonian programmers had played a significant
role in the Soviet space program and in developing software for the
Telegraph Agency of the Soviet Union, the organization that collected
and distributed news to Soviet newspapers and radio and television
stations. More importantly, newly independent Estonia recognized
communication technologies as a means to overcome its lack of phys-
ical infrastructure and leapfrog over a generation of legacy technolo-
gies. In 1996, the government declared its intention to make Estonia a
global test site for the information society.*

By 1998 all schools were online, and in 2000 the government
declared Internet access a human right. The country adopted a system
of e-governance that included cabinet meetings going paperless and
using a web-based document system. Since 2001, Estonians have been
issued national identification cards that provide digital signatures. At
the time of the attack, over 95 percent of bank transactions were con-
ducted via the Internet, health forms were stored in the digital cloud,
and Estonians could vote and file income taxes online. Yet the depen-
dence on the Internet was more than just practical or economic. As
Linnar Viik, a lecturer at the Estonian IT College, government adviser,
and founder of several software and mobile communication compa-
nies, put it, “For other countries, the Internet is just another service,
like tap water, or clean streets. But for young Estonians, the Internet
is a manifestation of something more than a service—it’s a symbol of
democracy and freedom.”*

Estonia’s vulnerability, on the economic, political, and psycholog-
ical levels, made it an easy target for cyberattacks. In the days before
and after the statue’s move, online Russian-language forums hummed
with calls for retaliation against Estonia. Estonian intelligence and
police officers closely monitored these discussions, which provided
information about targets, dates, and exact times for coordinated
attacks. Defenses, moreover, had been in preparation in the preceding
years. In 2006, for example, the government had signed a memoran-
dum of understanding with the banks and Internet service providers
(ISPs) to coordinate responses to computer attacks. The Estonian
Computer Emergency Response Team (CERT), established in 2006,
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had run emergency exercises in March 2007 right after national elec-
tions. These exercises tightened already strong links among people
working in IT across the government as well as between the govern-
ment and the private sector.

Estonia shared with Israel and Finland a great advantage in build-
ing cyber power: size. In a country with only 1.3 million people, most
government officials and IT specialists were already acquainted or
could be quickly introduced. The US embassy in Tallinn, in a cable
titled “Estonia’s Cyber Attacks: Lessons Learned,” argued that “Esto-
nia’s CERT, the [Government of Estonia’s] Cyber Defense Unit, and
private IT Security Managers all knew each other for years before the
crisis and were, thus, able to work closely together.”*

Estonia’s size also meant that it never believed it could deal with
the attacks alone. It had to seek help from the outside world. As Viik
told me, the “answer of how to solve the security problem was never
more, better technology. It was collaboration.” In a lucky coincidence,
two technical conferences were scheduled in Tallinn during the week
of May 3, bringing Estonian operators into close contact with European
and American experts. Hillar Aarelaid, head of CERT, had dinner with
Kurtis Lindqvist, head of Netnod, a Stockholm-based nonprofit that
runs Internet exchange points and one of the domain name root serv-
ers. Lindqvist would be instrumental in helping convince foreign ISPs
to block the botnets attacking Estonia. CERT contacted over one hun-
dred countries to ask them to block attacks, and American, Finnish,
German, Israeli, and Slovenian security experts also helped process
information, filter and block attacks, and provide bandwidth to divert
or remediate the attacks that continued to get through. As the attacks
dragged on for almost three weeks, observers from the US Department
of Defense, NSA, US Navy, and Secret Service arrived in Tallinn.*

The big question was how Estonia’s political and military allies
would respond to the attacks. Estonia’s president, foreign minister,
and defense minister all raised the emergency with European Union
and NATO officials. Estonia joined NATO in 2004 and thus came
under the Washington Treaty’s Article 5 mutual-security guarantee—
the alliance would treat an armed attack on any one member as an
attack on all and respond to defend the victim. While the cyberattacks
were not “armed” in the traditional sense, since they did not involve
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physical force or cause destruction or death, they were clearly designed
to exploit vulnerabilities to achieve political aims, especially as they
occurred in concert with diplomatic pressure from Moscow. Or as
Estonia’s minister of defense Jaak Aaviksoo put it, “The attacks cannot
be treated as hooliganism, but have to be treated as an attack against
the state.”*

None of the members of NATO believed that the attacks justi-
fied military action, though NATO sent technical experts to Tallinn
during the crisis. Senior officials told the press that they were taking
the attacks “very seriously,” since they went “to the heart of the alli-
ance’s modus operandi.” But throughout the crisis, NATO and EU
officials were very careful never to directly accuse Moscow of respon-
sibility for the attacks. Estonian officials were less circumspect. The
minister of justice asserted that some of the data packets in the flood
had been traced to IP addresses belonging to Moscow offices of the
Kremlin, and Prime Minister Andrus Ansip directly blamed the Rus-
sian government.*’

Besides the immediate political context of the attacks and Moscow’s
clear motive to support them, additional evidence suggested that Rus-
sian authorities were behind some parts of the attack. There were the
above-mentioned IP addresses and the fact that Russian hackers had
used the same botnets in previous attacks. The size and sophistication
of some of the attacks also suggested the need for some coordination.
On May 4, two routers belonging to the Estonian government and the
telecom company Elion were attacked and crashed almost immediately.
The addresses of these routers were not publicly available, and so a suc-
cessful attack on them required intelligence support. Two years after the
attacks, Sergei Markov, a deputy of the Russian State Duma, identified
the perpetrators of the attacks as members of the pro-Kremlin youth
group Nashi, a conclusion that a secret 2009 NSA study also reached.”

Despite breathless reporting about Europe’s first “cyber war,” the
lasting impact of the attacks was minimal. Estonia did not reverse its
decision to move the statue, and the attacks did not result in long-term
damage to critical infrastructure or the economy. Estonia was briefly
cut off from the rest of the world, but the Internet remained accessible
within the country. The damage of the attack was instead highly psy-

chological, putting Estonia’s digital vulnerability in stark relief.
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The attacks also accelerated the development of domestic institu-
tions, and Estonia used its experiences “on the front line” to develop
a diplomatic platform and promote itself as an international leader in
cybersecurity and Internet governance. Conflict served as a base for
cyber power. With regard to the workings and interworking of agencies
and ministries, Estonia found that ad hoc, informal processes worked
well, while the official responses to the attacks were often muddled and
confused. There was no consistent policy across the different minis-
tries. Decisions were made and policy justifications found afterward.
One Estonian bank official told me, “The technical means we found to
fight the attacks were not directly illegal, but stretched the definition.”
As a result, Estonia adopted a comprehensive cyber strategy in 2008.
The country also built on the spirit of voluntarism and collaboration
demonstrated during the crisis, developing the Cyber Defense League,
a unit of programmers, computer scientists, and software engineers
whose mission is to “protect Estonia’s high-tech way of life.” The unit is
part of Estonia’s Defense League, a volunteer reserve force that outnum-
bers the full-time military. By 2014, Estonia was spending €40 million a

year on cybersecurity, about .5 percent of the country’s spending.*

ESTONIA + MILITARY INVASION = GEORGIA

Ayear after the attacks on Estonia, cyberattacks accompanied conven-
tional warfare in the conflict between Russia and Georgia. Russia har-
nessed disruptive attacks launched by third-party hackers to military
force.

After the fall of the Soviet Union, a region in the Caucasus a little
bigger than Rhode Island known as South Ossetia, which had been a
special autonomous area within Georgia, declared its independence.
A separatist government ruled parts of South Ossetia, while other
sections of the region remained under Georgian control. A brief war
erupted in 1991-1992; the Russians brokered a cease-fire that included
stationing peacekeeping forces from Georgia, Russia, and Ossetia in
the region.

It was a tenuous arrangement, and when elected president in 2004,
Mikheil Saakashvili set returning South Ossetia to Georgian control
as an early priority. He also pushed for Georgia’s entry into NATO,
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triggering harsh warnings from Moscow. In 2006 residents of South
Ossetia overwhelmingly voted for independence from Georgia. In
the summer of 2008, Georgian and South Ossetian forces exchanged
fire, and more than 8,000 Russian troops conducted exercises on the
border. On the evening of August 7, the Georgian military entered
the South Ossetian capital, Tskhinvali, claiming to be responding to
bombardments by South Ossetian soldiers. The Russian response was
swift. The next day Russian tanks, artillery, and reconnaissance forces
entered Tskhinvali, and aircraft conducted airstrikes on Georgian
positions and the port city Poti. Russian ground forces moved into
Georgia, drawing close to the capital, Thilisi.

Two and a half weeks after the conflict ended, Russia recognized an
independent South Ossetia. The Five-Day War killed hundreds and left
thousands in temporary refugee shelters. Though not a very large mil-
itary conflict, it was significant in the Kremlin’s larger strategic think-
ing. Charles King of Georgetown University writes that historians will
look back at the conflict and “mark a time when Russia came to disre-
gard existing international institutions and began, however haltingly,
to fashion its own.” It was also an important test case for the use of
cyberattacks in a limited military conflict. As Eka Tkeshelashvili of the
Georgian National Security Council put it, “Russia invaded Georgia on
four fronts. Three of them were conventional—on the ground, through
the air, and by sea. The fourth was new—their attacks via cyberspace.”?

Even before Russian troops crossed over into South Ossetia, Geor-
gian government websites came under attack. At the end of July, hack-
ers took down the website of President Saakashvili for twenty-four
hours. Cybersecurity experts found Russian language and the message
“win+love+in+Rusia” embedded in the code. On the evening of July 7,
before Russian troops engaged in direct conflict, a large number of
governmental websites went down. Hackers knocked the country’s larg-
est commercial bank and media outlets offline and defaced the web-
sites of the Georgian president and Ministry of Foreign Affairs with a
collage of photos of Mikheil Saakashvili and Adolf Hitler. Forums used
by Georgian hackers were attacked in an effort to prevent retaliation.**

From the beginning, someone or some group appeared to be
coordinating the attacks. Yet, as with the Estonian case, no conclusive

proof linked the Russian government to the hackers. The Kremlin had
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obvious political and military motives to take down Georgian websites,
but the attacks were coordinated on public forums, available to anyone
with a computer and an Internet connection. Russian-language web-
sites such as StopGeorgia.ru distributed instructions on how to flood
websites and provided a list of targets. Users could download a utility
called DoSHTTP, enter a web address, and click the “Start Flood” but-
ton. When Georgia blocked access from Russian Internet addresses
to mitigate the attacks, forum administrators told users how to get
around the barriers by routing through Eastern European countries.*

Moscow denied responsibility. To show how “open the field is to
anyone with a grudge against Georgia,” technology writer and author
Evgeny Morozov described in a piece for Slate how he became a soldier
in the Georgia-Russia cyber war. Morozov visited a few sites, including
StopGeorgia.ru, and within an hour was participating in the attacks.
Moscow used the proliferation of these tools to shift attention to patri-
otic citizens who could have launched the attacks, ignoring the role
its propaganda played in tarring Saakashvili as Hitler and the Geor-
gian government as fascist and in stoking the nationalist anger that
motivated individuals to go online and find programs to attack. Yev-
geniy Khorishko, a spokesman for the Russian embassy in Washington,
said, “There are people who don’t agree with something and they try
to express themselves. You have people like this in your country.” Sud-
denly, the freedom to launch a cyberattack had become equated with
freedom of expression.*®

Again, there was enough circumstantial evidence to point the
finger at Moscow. Georgian National Security Council chief Eka
Tkeshelashvili told Wired, “There’s plenty of evidence that the attacks
were directly organized by the government in Russia.” Perhaps the
most persuasive argument of official involvement was that StopGeorgia
.ru went up with a full target list only a few hours after Russian troops
crossed the border. This would have taken some preparation and sug-
gests that the site’s organizers had been tipped off on the timing of the
military operations.”

A number of countries and companies worked to keep Georgia
online. The Polish and Estonian computer emergency response teams
offered support. Lauri Almann, Estonian deputy minister of defense,
helped Georgia come up with a response to the attacks. Tulip Systems,
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located in Atlanta, Georgia, and run by Nino Doijashvili, a Georgian
expatriate, hosted the websites of the Ministry of Defense and the presi-
dent. The website of the Ministry of Foreign Affairs was relocated to an
Estonian server. Blogspot, the Google blogging platform, hosted addi-
tional Georgian government websites as well as the news site Civil.ge.”

Georgia had successfully executed what two defense analysts called
a cyber “left hook™ “When Estonia experienced cyberattack, it essen-
tially defended in place; Georgia, on the other hand, maneuvered.”
The hackers wanted to limit the government’s ability to communi-
cate. Georgia partially mitigated the strategic impact of the attacks by
streaming its communications through the United States. While deft,
this move took place without US government approval and partially
drew the United States into the conflict. The DDoS attacks followed
the sites to the United States; Tulip’s chief financial officer told the
press, “We’re absolutely being bombarded.” Google, with much larger
infrastructure and bandwidth at its disposal, was barely affected.”

Compared to Estonia, Georgia was more dependent on Russia for
Internet connectivity. More of Georgia’s connections to the Internet
passed through Russia; Estonia could disburse traffic through high-
capacity data links to Finland, Sweden, and Latvia. Moreover, Estonia
had its own Internet exchange point (IXP), a key point of Internet
geography in which different network carriers interconnect. This
allowed Estonia to disconnect from the outside world but keep com-
munications running domestically. Without an IXP, Georgia had to
isolate itself from international attacks and cut off domestic traffic.
As Jason Healey, a cybersecurity researcher at Columbia University,
describes it, “Estonia made a deliberate sacrifice to jump offline; Geor-
gia was pushed.”’

Despite their intensity, the attacks on Georgia were not extremely
disruptive. Georgia was a much later adopter of communication tech-
nologies than Estonia. Estonia had fifty-seven users per one hundred
people in 2007; Georgia had only seven. Very few critical services like
finance and energy were connected to the Internet. The main impact
of the attacks was interruption of official and internal communica-
tions, hindering the Georgian government’s ability to coordinate its
response and handicapping Thilisi’s efforts to inform the world of its
side in the conflict.
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UKRAINE

One of the more important outcomes of the Georgian conflict was
that it taught Moscow that an international response was unlikely for
digital assaults that remained below a certain threshold. The Military
Doctrine of the Russian Federation, adopted in 2010, two years after
the Five-Day War, describes one characteristic of contemporary con-
flict as the “intensification of the role of information warfare.” The
modern military, according to the doctrine, must wage information
warfare “in order to achieve political objectives without the utilization
of military force.” If military force is used, the information and cyber
operations become tools to shape “a favorable response from the world
community.”*!

This description captures what happened during the Ukraine cri-
sis, which started after protests broke out in Kiev in response to Pres-
ident Viktor Yanukovych’s suspension of an association agreement
with the European Union in November 2013. The protests went on for
months, forcing Yanukovych to make concessions in a deal brokered
by Germany, Poland, and France but which Russia refused to sign off
on. Despite the deal, protesters continued to call for Yanukovych’s res-
ignation, and he fled the capital on February 21. The United States
and European Union quickly recognized a new government; Russia
denounced the interim president, Oleksandr Turchynov, as illegiti-
mate and condemned his appointment as a coup.

Nationalists in Crimea urged Moscow to defend them from the
“fascists” in the west of the country, and on February 26 pro-Russian
forces began seizing parts of the peninsula. Many of the forces carried
Russian-made guns, spoke Russian, and wore Russian-made uniforms
without military insignia. Moscow denied that these fighters were from
the Russian military; the Russian press referred to them as volunteers,
self-defense militias, or “polite men.” Ukrainians called them “little
green men” after the color of their uniforms. On March 16, Crimea
voted to secede from Ukraine, and the next day Putin recognized the
region as a “sovereign and independent state.” On March 18, Putin
acknowledged the little green men assisted Russian forces, and the
Russian Defense Ministry eventually issued a victory medal to soldiers

involved in the “return of Crimea.” The city of Belogorsk in Russia’s
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far east erected an iron statue of a masked soldier holding a kitten to
celebrate the annexation of Crimea.

The little green men were part of a strategy of hybrid war that
included irregular forces, Russian military exercises on the Ukrainian
border, diplomatic pressure, misinformation, and cyber operations.
Months before the involvement of Russian irregulars, as pro-Russian
and pro-Western protestors battled in Kiev’s Maidan Square, a com-
plex program known as Snake or Ouroboros, after the serpent in
Greek mythology that eats its own tail, targeted and siphoned data off
Ukrainian government networks. The program had bits of Russian
embedded in the code, and timestamps within the malicious software
show it was compiled during office hours in the GMT+4 time zone,
which includes Moscow. Of the fifty-six computer networks infected by
Snake globally, thirty-two were in Ukraine.**

Once the move to secession began, the little green men quickly cut
communications inside and from Crimea. Armed men seized a facility
run by Ukrtelecom JSC, Ukraine’s telecom provider, and severed land-
line, mobile, and Internet services. The cell phones of Ukrainian par-
liament members were interfered with, and the Ukraine government
website was knocked offline for seventy-two hours. On March 8, DDoS
attacks hit the National Security and Defense Council of Ukraine
and the Ukrainian state-run news agency Ukrinform. On March 16,
a group calling itself CyberBerkut, named after the security squads
used by former president Yanukovych, attacked NATO websites. For-
mer Ukrainian and Russian security personnel headed CyberBerkut.*’

Ukrainian hackers struck back, temporarily disabling websites for
the Kremlin, the Russian central bank, and Russia’s Foreign Minis-
try. OpRussia, a group that identifies itself with Anonymous, attacked
Russian business and government sites, including the websites for
the Russian air force, the Kamchatka region, and the Federal Drug
Control Service of Russia. The pro-Kremlin, English-language web-
site Russia Today was briefly hacked; the word “Nazi” was prominently
inserted into headlines describing Russian actions. Someone took over
the Twitter account of Russian prime minister Dmitry Medvedev and
sent messages saying that he was resigning out of shame over the gov-
ernment’s actions. Another message said, “Crimea isn’t ours. Please
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retweet.” The Ukrainian Cyber Troops, led by the Kiev-based hacker
Yevhen Dokukin, broke into two Russian Interior Ministry servers and
accessed closed-circuit television cameras in rebel-held areas of east-
ern Ukraine to monitor the movement of Russian troops and military
hardware.**

There was also a flare-up of cyberattacks from both sides around
the secession vote. A wave of forty-two DDoS attacks hit Ukrainian gov-
ernment websites during the vote. CyberBerkut broke into the com-
puters of the election commission, posting network maps, system logs,
and the contents of election commission members’ mailboxes. A day
after the vote, 132 separate DDoS blasts slammed Russian sites. As the
fighting continued in eastern Ukraine, and Russia and the West traded
diplomatic barbs, the two sides probed and tested each other. NATO
scrambled interceptor aircraft more than one hundred times. Four
Russian Tu-95 strategic bombers flew through the Baltic and Black
Seas to Portugal. Hackers, reportedly from Russia, breached unclassi-
fied networks at the White House.*

In the beginning phase of the conflict in Ukraine, Russia could have
inflicted a great deal more pain on Ukraine through attacks on finan-
cial, transportation, or telecommunications networks. Ukraine was
wired when still part of the Soviet Union, so Moscow has great access to
and influence over much of Ukraine’s telecommunications infrastruc-
ture (though the country does have good connections to international
networks). The low level of cyber activity may have been the result of a
crude deterrence. Moscow may have worried that Ukrainian hackers
could strike back, and so limited the scope of its own attacks. Ukraine
was a key part of the USSR’s technology and military complex and has a
sizable community of hackers, many with links to criminal enterprises,
as well as a large expatriate community of IT professionals. “Ukrainian
hackers are well-known in the world,” Valentyn Petrov, an information
security official at the Security Service of Ukraine, told the Washing-
ton Post. “Our country is a potential source of cyber threats to other
countries.”

More destructive attacks, however, would potentially have a polit-
ical cost. A full-scale cyberattack against Ukraine would be indis-
criminate; it could spread beyond Moscow’s control, affecting all

inhabitants, and so possibly alienate Russian speakers in Ukraine, a
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critical constituency for the Kremlin. Moscow could get what it wanted
with irregular troops, military exercises, and diplomatic pressure.*®

The limited use of computer attacks also makes sense if we place
cyberattacks within a larger strategy of information warfare conducted
through a mixture of rumor, innuendo, misinformation, and fact.
Cyber is not a superweapon; it is one tool among many. TV producer
and author Peter Pomerantsev describes a weakened Kremlin, unwill-
ing and unable to take on the West directly, that has “weaponized”
information, culture, and money. It uses information as a weapon
to confuse, divide, and subvert liberal democracies. Russia targeted
journalists in Crimea and blocked media that it saw as unfriendly to
Moscow’s narrative of the crisis. It spread rumors through official and
unofficial outlets. The effort to spread misinformation was so broad
that the State Department felt the need to issue a counter fact sheet,
“President Putin’s Fiction: 10 False Claims About Ukraine.”"’

Russian politicians and military leaders see themselves as victims
of information attacks from the Western media, nongovernmental
organizations, and the Internet itself. In their view, they are simply
fighting back. Dmitry Kiselev, host of Vesti Nedeli (News of the Week),
which airs on Russia-1, a state-owned channel, told an interviewer that
information wars have become “the main type of warfare.” In April
2014, President Putin was widely quoted as claiming the Internet to
be a “CIA project” and saying that a popular search engine in Russia,
Yandex, had come under Western influence. Cyberattacks were just
one means to manipulate information in a war that had many fronts.*®

As the conflict drags out, Russia’s calculus may change. Destruc-
tion may follow disruption. Since the West was not going to use mil-
itary force to defend Ukraine’s territorial sovereignty, it had to find
diplomatic and financial instruments to pressure the Kremlin. The
United States and its allies imposed travel restrictions on individuals
and financial sanctions on Russia’s largest banks, blocked the assets
of defense industries, and prohibited financing for and transactions
with energy companies. At a NATO conference in September 2014, the
alliance agreed to create a new response force and to deploy preposi-
tioned equipment and supplies along the eastern border with Russia.
NATO also increased fighter jet patrols over the Baltics and the num-

ber of ships in the Baltic, Black, and Mediterranean Seas.
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These moves were meant to reassure Poland, Estonia, Lithuania,
and Latvia, but the reality for the small countries on Russia’s border
was bleak. Putin allegedly told European Commission president José
Manuel Barroso, “If I want to, I can take Kiev in two weeks.” The time-
line for Estonia—a country of a little over 17,000 square miles right on
the border—would be even quicker. No matter how much it boosted its
conventional defenses, it could not stop a Russian military invasion.*

Estonia could not increase its physical geography to slow Russian
tanks down, but in the traditional language of military strategy, it
could create defense in depth on the Internet. Estonia increased in
size (and connections) in cyberspace. In May 2014, the government
announced a “digital country” initiative. Anyone who could pass a
quick background check and come up with $64 (€50) could become a
digital citizen of Estonia and receive an e-card allowing him or her to
open a bank account or an online business. Many of those who apply
are likely to be US or European citizens, and so an attack on Estonia’s
digital infrastructure would quickly become the concern of Washing-
ton, London, and Berlin.?®

Estonia also opened “digital data embassies,” databases and ser-
vices deemed vital to the state’s operation replicated in countries
friendly to Estonia. These embassies would be able to operate any-
where in the world no matter if Estonian territory were seized or
invaded and, again, create a web of responsibility with more powerful
friends. Jaan Priisalu, director-general of Estonia’s Information Sys-
tem Authority, argued that host countries “take responsibility for the
[physical] security of an embassy, so likewise they might also assume

responsibility for the security of the virtual embassy in the network.”!

NATO: NO WEAPONS OF ITS OWN,

NO STRATEGY TO USE THEM

While NATO responded to Russian incursions into the Baltic coun-
tries’ airspace and coastal waters with increased air and sea patrols,
the alliance also had to craft a response to the DDoS attacks and cyber
espionage. In November 2014, NATO conducted the largest cyber
war exercise in its history. More than 670 people from twenty-eight
countries participated in scenarios that included hackers taking over

[vww.ebook3000.con)



http://www.ebook3000.org

GUARDIANS OF PEACE, LITTLE GREEN MEN e 75

airborne warning and control system surveillance aircraft as well as an
attack designed to influence public opinion. One scenario involved a
made-up conflict taking place in the Horn of Africa; the participants
of the digital war game were in Estonia, and the target of the exercise
was unmistakably Russia.*

The Crimea crisis forced to the forefront a question that had been
simmering since the 2007 attacks on Estonia: How should the alliance
respond to cyberattacks on one of its members, especially those that
threaten vital interests but do not cross the threshold of an armed
attack? As noted before, under Article 5 of the Washington Treaty,
members would consider an armed attack against one to be an armed
attack against all. In 2007, Estonia asked for NATO assistance but did
not invoke the clause as attacks unfolded over April and May. Esto-
nian officials knew the alliance would not treat the DDoS attacks as an
armed attack. But when NATO met in June, a month after the attacks
on Estonia ended, a new cyber defense framework was high on the
agenda, and many were looking for greater clarity on the threshold for
cyberattacks.

The summit did bring some forward motion in cyber policy. NATO
created a Cyber Defence Management Authority to coordinate defense
and, in a tsarist-era military barracks in Tallinn, established the NATO
Cooperative Cyber Defense Centre of Excellence, a cybersecurity
research and training center. The question of what would constitute an
armed attack on allies in cyberspace, however, was put off.

In 2010, a group of experts led by former secretary of state Made-
leine Albright completed a document to help guide the development
of a new “strategic concept” for NATO. The group warned that the
“next significant attack on the alliance may well come down a fibre
optic cable.” To defend against this threat, the group wrote, “NATO
must update its approach to the defense of Alliance territory.” The
NATO Council, the political decisionmaking body within the alliance,
however, rejected the idea that a computer attack on critical infrastruc-
ture might be considered the equivalent of an armed attack. The dec-
laration from the 2012 NATO summit in Chicago only reaffirmed the
alliance’s commitment to “improv[ing] its capabilities to detect, assess,
prevent, defend, and recover in case of a cyberattack against systems of
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critical importance to the Alliance.
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When NATO leaders met again in the summer of 2014, the reluc-
tance to recognize that offensive cyber operations could have cata-
strophic effects had evaporated. The Ukraine crisis and the widening
recognition of the sophistication of cyberattacks had a bracing effect.
The summit document declared, “Cyberattacks can reach a threshold
that threatens national and Euro-Atlantic prosperity, security, and
stability. Their impact could be as harmful to modern societies as a
conventional attack. We affirm therefore that cyber defense is part of
NATO’s core task of collective defense.”*

The declaration did not say, however, under what circumstances an
attack would trigger collective defense. As Jamie Shea, deputy assistant
secretary general for emerging security challenges at NATO Head-
quarters, explained, the policy does not set any detailed criteria for
the activation of Article 5. Instead the alliance will decide on a case-by-
case basis, with judgment based on the impact of an attack.”

The declaration did nothing to change NATO’s ability to respond
to those threats. While the alliance has been improving its defenses,
NATO’s offensive capabilities are limited, though it could respond
through conventional strikes. “Our mandate is pure cyber defense,”
said former NATO secretary general Anders Fogh Rasmussen. “Our
declaration is a start but I cannot tell you it is a complete strategy.”
NATO has no weapons of its own. Some member states have weapons
but no strategy to use them in concert with NATO activities. According
to the New York Times, the United States and United Kingdom had not
even briefed NATO on the capabilities of the NSA, US Cyber Com-
mand, or UK Government Communications Headquarters.

In October 2014, criminal hackers, reportedly working at the
behest of the Kremlin, broke into unclassified networks at the State
Department and the White House. Another set of hackers exploited
zero-day vulnerabilities in Adobe and Windows, searching for informa-
tion on sanctions policy. US government officials reported a dramatic
jump in the number of attacks from Russia directed at government
agencies as well as attempts to steal intellectual property and busi-
ness plans from the financial and energy industries. One cybersecu-
rity company reported a rise from just dozens of attacks per month on
American companies to 10,000 intrusions in the first three months of
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2015 alone. These criminal hackers were apparently targeting US and
European companies in the wake of and as a response to sanctions.

While long known for being far stealthier than their Chinese
counterparts, Russian hackers no longer seemed to care if they were
uncovered. The Kremlin’s intention? To remind the White House of
two things: (1) if NATO is involved in conflict in Ukraine, Russia has a
way of reaching out to touch the United States at home; and (2) Mos-
cow has a method to retaliate for economic sanctions. If the sanctions
continue to hurt the Russian economy, the Kremlin seemed to be say-
ing, we have a way of hurting the US economy. The US government
engaged in its own signal sending, leaking to the press about the hacks
and the attackers. Washington’s message? We know who is behind
this, and do not think we will not respond if the attacks grow more
threatening.

In the hacked world order, disruptive cyberattacks (and espio-
nage, which I discuss in chapter five) will be prevalent. They already
accompany almost every outbreak of regional tension—Israel and
Hamas, Turkey and Armenia, Japan and China, China and Vietnam,
China and Philippines, and Korea and Japan. In many instances, these
attacks are the equivalent of a protest outside of an embassy, national-
istic expressions of anger that are little more than an annoyance for
the victim and often act as a safety valve for restless populations of the
attacker state.

In other instances, the cyberattacks will be more directed efforts
at political coercion, although so far they have had limited effect. Sony
eventually released the film, and Estonia moved the statue. Still, they
will remain attractive to Russia and others that have expansive views of
cyber conflict, especially if they can use proxies to launch the attacks
and retain plausible deniability. They are much less appealing to the
liberal democracies, which tend to both keep a tighter rein on offen-
sive cyber capabilities, keeping them within traditional military struc-
tures, and make a sharper distinction between war and peace, military
conflict and other forms of statecraft.

States will learn to live with these attacks, just as they have learned
to cope with and adapt to many other forms of low-intensity conflict.
The primary concern will be that these cyber conflicts will escalate
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and become ones that cause physical devastation or undermine the
integrity of sensitive financial data. The opportunities for and destruc-
tiveness of these types of attacks is only going to increase. More things
are being connected to the Internet—more sensors, medical devices,
consumer goods, and cars. If the hacked world order is going to have
any semblance of stability, the United States, Russia, and China will
need to do better than signaling through noisy cyberattacks and leaks
to the newspapers.
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Chapter 4

BREAKING THINGS AND
THE SEARCH FOR ORDER

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

he vast majority of cyberattacks so far have been disruptive.

They knock computers offline or interfere with communica-

tions. Increasingly, nation-state attackers destroy data. And
very rarely—only once as far as the public knows—do states try to
destroy things through digital assaults. But that is changing. Militar-
ies, not wanting to be caught flat-footed, are rushing to develop pow-
erful cyber weapons without any agreement on how and when they
might be used or even a deep understanding of the consequences
they might unleash. Cyberspace is “uncharted waters,” as President
Barack Obama observed after his June 2013 summit with China’s
President Xi Jinping: “You don’t have the kinds of protocols that have
governed military issues, for example, and arms issues, where nations
have a lot of experience in trying to negotiate what’s acceptable and
what’s not.”

ENTERING AND BREAKING

Charlie Miller really seems to enjoy what he does, and he is very, very
good at it. What he does is break into things. Forbes described him as
“probably the world’s most prominent Mac hacker.” In one month in
2010, he publicized twenty security vulnerabilities in Apple’s software,
and from 2008 to 2011, he won an annual hacking competition in Van-
couver called Pwn20wn (“pwn” is hacker speak for “to gain control” or
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“to own”) by finding vulnerabilities in Apple’s Safari browser and the
iPhone operating system.!

Miller was the first in his family to attend college, and after receiv-
ing a doctorate in math from the University of Notre Dame, he spent
five years at the National Security Agency. He first worked on mak-
ing and breaking codes but was eventually trained to hack. Asked in
an interview for his hometown St. Louis newspaper what he did while
still at the secretive intelligence agency, his answer reflected the lan-
guage of his former employer: “Executed numerous computer net-
work exploitations against foreign targets.” That is, he broke into
other countries’ computers. Like many skilled government hackers,
he left for the private sector, working at a computer security firm and
becoming a “white hat” hacker—someone who looks for vulnerabilities
before the bad guys find them.?

Miller later moved on to Twitter, but one of his hobbies, supported
by a grant from the Defense Advanced Research Projects Agency, is
demonstrating how to hack a car. Modern automobiles contain doz-
ens of computer systems that control everything from airbag deploy-
ment to oil-pressure monitoring and can run up to 100 million lines of
code. Herb Lin, who ran the cybersecurity program for the National
Research Council of the National Academies and is now at Stanford
University, once described his new car, with its three-hundred-page
owner’s manual, as “software on wheels.” Not only do cars run more
software (or vice versa), but their systems are increasingly intercon-
nected. The speedometer, brakes, and seatbelts all talk to each other
and to systems outside the car.

Working with Chris Valasek, the director of security intelligence at
a Seattle consultancy, Miller hacked the software running on a Ford
Escape and a Toyota Prius. (They didn’t bother showing that you could
hack into a car through Bluetooth, keyless entry, or diagnostic sys-
tems, because other researchers had already done that. Researchers
from the University of California, Santa Barbara, and the University of
Washington, for example, hacked into a vehicle using the emergency-
assistance system.) The two created false GPS and speedometer read-
ings, cut the power steering, and accelerated the Ford Escape. A video
on YouTube shows them gleefully jerking its steering wheel back and
forth from a laptop in the backseat. In July 2015, they raised the stakes,
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hacking a Jeep from ten miles away, blasting the radio, turning the
air-conditioning and wipers on, and slowing the vehicle to a standstill
as it drove along Interstate 64 outside St. Louis. A week later, Chrys-
ler recalled 1.4 million vehicles susceptible to attacks on the Ucon-
nect dashboard computer. (In August 2015, Miller and Valasek were
hired by Uber to work in Pittsburgh, where the company has based its
self-driving car and robotics research.)?

We might be tempted to see the hacking as a bit of a stunt. Cars are
still relatively hard to hack—it took Miller and Valasek a year to find
the Jeep’s vulnerabilities—and, unlike phones or PCs, which operate
on a few main operating systems, autos run custom software that differ
by make and model. Their connections to the Internet are limited and
infrequent. Moreover, as a former NSA hacker, Miller possesses skills
that few can match.

But this was more than a prank. The next generations of Tesla and
Audi, for example, are connected to AT&T networks, and the National
Highway Traffic Safety Administration is working on a vehicle-to-
vehicle communication program to allow cars to automatically relay
information wirelessly to one another to increase safety. In March
2015, Eric Evenchick, a twenty-five-year-old former intern at Tesla,
introduced the CANtact at the Black Hat Asia security conference.
The $60 device connects to a port under a car’s dashboard. Used with
free, open-source software, the CANtact makes hacking cars faster and
easier for amateurs. Evenchick did not build the tool for malicious pur-
poses, but to help hobbyists. “I wanted to build a tool I can get out
there, along with software,” Evenchick told Wired, “to show that this
stuff isn’t terribly complicated.™

Automobiles are not a unique case. They are a leading indicator
of the new vulnerabilities emerging as the Internet of Things—factory
equipment, robots, drones, kitchen ovens, office copiers, electrical
grids, hospital beds, medical implants, agricultural irrigation systems,
and thousands of other things fitted with sensors that collect data and
communicate with each other and with computers over the Internet—
spreads to every sector of the economy. Cisco Systems predicts that 75
billion devices will be connected to the web in 2020.°

These devices will be everywhere. As the Internet becomes more
enmeshed with the physical world, complexity multiplies, and the
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potential destructive consequences of an attack spike. Very few of the
new web-enabled devices have security baked in from the beginning,
and hackers will hijack them to do things they were not designed for,
creating numerous unintended outcomes. The network itself will
become a destructive weapon. Dan Geer, a computer security expert
and chief information security officer for In-Q-Tel, the CIA’s venture
capital firm, argues, “By now it is obvious that we humans can design
systems more complex than we can then operate.” “The more techno-
logic the society becomes,” Geer continues, “the greater the dynamic
range of possible failures.”

This vulnerability will be an almost irresistible target for nation-
states and for terrorists and criminals. Though Stuxnet is the only
known cyberattack to cause physical destruction, the idea that these
attacks could become more widespread is not science fiction. In 2007,
Idaho National Laboratory conducted a test in which hackers opened
and closed a diesel generator’s circuit breakers. The video of the test
shows the huge machine bucking three times and then black smoke
pouring out. After hackers entered the networks of a German steel
mill in 2014, the resulting unscheduled shutdown of the factory dam-
aged the blast furnace. In May 2015, an Airbus A400M military plane
crashed outside Seville, Spain, killing four of the six crew members.
Critical data had been accidentally wiped before the flight when the
software that controls the engines was being installed, and the soft-
ware failure caused three of the four engines to freeze.

Nation-states have huge budgets. They have large intelligence ser-
vices and can mobilize hundreds if not thousands of hackers to map
systems, break into computers and servers, and design destructive mal-
ware. What Miller and Valasek can accomplish in their spare time is
scary. That danger, however, is dwarfed by the destructive potential of
the United States, China, Russia, Israel, and a few others.

CYBER DETERRENCE AND THE GREAT POWERS

Facing the threat of a deadly attack and a growing sense of vulnera-
bility, the United States has followed a three-pronged strategy as much
as from a lack of better alternatives as from a deeply held conviction
that it will work. It has tried to deter attacks before they happen, in part
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through the buildup of offensive cyber weapons; talked with friends
and adversaries about international norms or rules of acceptable state
behavior in cyberspace; and shored up defenses at home through a com-
bination of legislative and executive actions. The success of these efforts
depends on the cooperation of allies; the ambitions, assumptions, and
maneuvering of adversaries; and the reactions of the private sector.

Over the last decade, the United States has struggled to create
a credible deterrent against cyberattacks. It has developed offensive
capabilities and increasingly spoken publicly about them. While the
Defense Department’s 2015 cyber strategy emphasizes the defensive
nature of Cyber Command, it also recognizes offensive missions. “If
directed by the President or the Secretary of Defense,” states the strat-
egy, “DoD must be able to provide integrated cyber capabilities to sup-
port military operations and contingency plans.” Washington has also
deployed diplomatic tools, economic sanctions, and law enforcement
in an effort to convince would-be attackers that there are costs to pen-
etrating US networks. Moreover, it has stressed denial—making it so
hard for the attacker to get in that the attack no longer seems worth
it—and resilience—the ability to recover quickly when an attack suc-
ceeds. As Deputy Secretary of Defense William Lynn III wrote in 2010,
“Deterrence will necessarily be based more on denying any benefit to
attackers than on imposing costs through retaliation.””

The results, so far, have been mixed at best. The great powers
appear deterred from committing destructive attacks on each other.
Former NSA director General Keith Alexander told the Senate Armed
Services Committee in 2013 that states like China and Russia would
think twice before launching a major digital assault on vital infra-
structure because “a devastating attack on the critical infrastructure
and population of the United States by cyber means would be cor-
rectly traced back to its source and elicit a prompt and proportionate
response.” Former defense secretary Robert M. Gates made the same
point in a speech at the Council on Foreign Relations: “Although attri-
bution can be difficult, eventually, we figure it out, where the attack
came from. And there’s a home address, if the Chinese, or the Rus-
sians, or somebody else does it to us.”®
While the absence of destructive attacks is notable, no one can be

certain if Moscow, Beijing, and Washington will continue to exercise
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restraint if vital interests are threatened. In addition, this is a very nar-
row deterrent leaving a great deal of room for maneuver. It does not
stop China and Russia from cyber espionage. Moreover, the limited
deterrence does not prevent the big powers from scoping the battle-
field. As Admiral Michael S. Rogers told a congressional hearing, “We
believe potential adversaries might be leaving cyber fingerprints on
our critical infrastructure partly to convey a message that our home-
land is at risk if tensions ever escalate toward military conflict.”

The tolerance for these fingers in networks depends highly on the
political context. For the defender, it is extremely difficult to distin-
guish espionage from attack preparations. As Mike Jacobs, a former
NSA director for information assurance, writes, “If you are engaged in
reconnaissance on an adversary’s systems, you are laying the electronic
battlefield and preparing to use it.” Forbearance is much less likely in
a time of crisis. The defender may assume that an attack will immedi-
ately follow preparation and feel pressure to respond quickly."”

This compression of decisionmaking time is exactly the opposite of
what you want in a crisis and could easily lead to mistakes and escala-
tion. During the “reset,” the effort to lessen tensions between Moscow
and Washington during President Obama’s first term and the presi-
dency of Dmitry Medvedev, the two sides took some first steps to reduce
the chance of miscalculations. They shared views on military uses of
cyber, regularized information sharing between their respective com-
puter emergency response teams, and established a crisis hotline. With
the return to office of Vladimir Putin, the conversations became tes-
tier and then stalled out over Ukraine, just when they were needed
most. Now the two sides have resorted to an indirect and dangerous
type of messaging. Leaks to the press in April 2015 about the hack-
ing of the White House and State Department mail systems, allegedly
by Moscow-backed criminal hackers, represented an attempt to signal
Russia about the need for restraint."

Things may be even worse in the Sino-US relationship. Several
years ago, I attended what’s called a track 1.5 meeting between Chinese
and US officials; officials meet with academics and think tankers out-
side formal channels. The US side asked the Chinese what they would
do if they saw a massive cyberattack coming out of the United States.
After some caucusing among themselves, the Chinese responded that
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they would call the Department of Defense (DoD) on the hotline. The
US side was nonplussed. There was no hotline between the Chinese
Ministry of Defense and the Pentagon, at least not one that operates
like they do in the movies. You couldn’t pick up the receiver, see a light
flash, and then hear a voice in China. Rather, calls had to be sched-
uled, often seventy-two hours in advance, and there was no guarantee
that anyone in Beijing would actually pick up the phone. In fact, that’s
exactly what officials did not do in April 2001 when a US spy plane
crash-landed on Hainan Island after a collision with a Chinese fighter
jet. Admiral Joseph Prueher, ambassador to China at the time, later
complained that no one in either the Foreign or the Defense Ministry
answered or returned his phone calls as the two sides tried to find a
way out of the diplomatic impasse.

Even when the two sides do manage to talk, they often speak past
each other. There are dueling exceptionalisms in cyberspace. In the
American version, the United States has a singular role in promoting
and preserving an open Internet, both because it created the network
and because it is uniquely committed to a foreign policy that expands
individual freedom and human rights. China regards itself as uniquely
peaceful since it believes it has never invaded another country. China
also contends that it is the biggest victim in cyberspace. In this view, the
Chinese see any criticism of Beijing’s actions as motivated by what they
call the “China threat school,” an attempt to stir up distrust, increase
the Pentagon’s budget, and contain China’s rise.

In April 2014, Pentagon officials briefed their Chinese counter-
parts on how the United States would use cyber technology to defend
itself and how it might conduct offensive operations against potential
adversaries, including China. The greater transparency was meant to
assure Beijing of Washington’s good intentions. Just weeks before the
briefing of the Chinese, Secretary of Defense Chuck Hagel had deliv-
ered a similar message. Speaking at General Alexander’s retirement
ceremony, Hagel claimed that the United States would not militarize
cyberspace and would “maintain an approach of restraint” to cyber
operations.'?

But with these briefings, the United States clearly intended both to
assure and to deter. Chinese defense planners, like their counterparts

everywhere, make decisions based more on a potential adversary’s
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capabilities than on its stated intentions. Moreover, there is often a dis-
connect between what policymakers and war fighters say. At the same
retirement event for General Alexander, Admiral Cecil D. Haney, head
of US Strategic Command, spoke of the US “capability to protect the
asymmetric advantages we have by operating in cyberspace and giving
us that assured access and the ability to deny others its use.” The plan
to deny others use of and access to cyberspace does not sound reassur-
ing to China.

Because China’s Internet infrastructure is relatively self-contained,
Chinese policymakers may have felt themselves comparatively less vul-
nerable to attacks. That confidence must have evaporated in the light
of Edward Snowden’s revelations about the NSA’s skills. Articles in the
Chinese press worrying about the exposure of industrial control sys-
tems to damaging attacks are now common. A shared sense of vul-
nerability is good motivation for the two sides to speak to each other.
Unfortunately, bilateral negotiations were suspended because of the
Department of Justice’s (Do]) indictment of five Chinese hackers for
cyber espionage (discussed in more detail in the next chapter).

During the Cold War, Washington and Moscow held numerous
exchanges so each side would understand the “red lines” for employing
nuclear weapons. The great powers need to develop a similar frame-
work for cyberspace. Washington, Moscow, and Beijing have an inter-
est in identifying legitimate targets and thresholds. At this point, all
would likely agree that a cyberattack with “kinetic effects” equivalent
to those of a conventional armed attack would be treated in the same
manner, allowing for individual and collective self-defense. One Cyber
Command officer once told me that Pearl Harbor and the September
11, 2001, terrorist attacks, both of which caused about 3,000 fatalities,
give an indication of what would push the United States to war, but
there will be no hard-and-fast rule here. Decisions to retaliate or not
will always be political, just like they are in conventional conflicts.

It will be necessary, but much harder, for the three to develop an
understanding about attacks below this threshold. China may consider
an attack that disrupts the stock market for a day or destroys the data
of several midsized banks in the Midwest a relatively restrained act of
signaling; the United States could see it as an escalation demanding

a response. Designating financial markets as off-limits for preplanted
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logic bombs—malicious software that goes off once predefined condi-
tions are met—or direct targeting during a conflict would be a small
step toward boosting confidence among all three parties, though an
agreement like this is unverifiable and may quickly fall by the wayside
if the parties come to blows.

The three powers also have a shared interest in preventing the pro-
liferation of sophisticated attack weapons among terrorists and crimi-
nals. Currently, terrorist groups have the interest but lack the capacity
to launch destructive assaults. In October 2015, an assistant secretary
from the Department of Homeland Security announced that hackers
from the Islamic State were trying to break into the power grid. They
were using unsophisticated tools, and one FBI agent summed up the
efforts as “Strong intent. Thankfully, low capacity.” But this will change
over time as terrorist groups either attract more talented hackers or
buy more advanced malware on black markets.

The United States can only accomplish so much. Talking to Mos-
cow and Beijing may help reduce the chances of destructive cyberat-
tacks on critical infrastructure; it will not end espionage. Other types
of cyber conflict among China, Russia, and the United States will not
cease, just as nuclear deterrence did not prevent numerous proxy wars
in Africa, Latin America, the Middle East, and Southeast Asia. As attri-
bution improves, states will become stealthier. The smart state will con-
tract the attack out, using a proxy or criminal gang. In fact, a fairly
stable standoff in cyberspace may encourage greater adventurism in
the areas of cyber espionage and in politically motivated attacks.

OFFENSE AND THE LITTLE POWERS
If the United States and the other great powers are settling into an
unsteady arrangement, Washington has clearly failed to deter smaller
states like Iran and North Korea from launching destructive attacks on
data and business operations. Even after the United States delivered a
warning in October 2012 that it could locate and hold them account-
able, Iranian hackers continued and eventually expanded their attacks
to include the probing of critical US infrastructure.

Moreover, less than two years after the warning, in February 2014,
hackers supported by Tehran and angered by owner Sheldon Adelson’s
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comments about exploding a nuclear weapon in Iran, shut down the
servers of the Las Vegas Sands Casino, wiped hundreds of computers
clean of data, and disabled the systems that monitor payouts at the
slot machines and gambling tables. Calling themselves the “Anti WMD
[weapons of mass destruction] Team,” the hackers posted on the casi-
no’s website pictures of Adelson with Israeli prime minister Benjamin
Netanyahu, employees’ personal information, and a warning stating,
“Encouraging the use of Weapons of Mass Destruction, UNDER ANY
CONDITION, is a Crime” (which means that Iran, not North Korea,
launched the first destructive attack on the United States).'?

Looking at this history of failed deterrence, many experts have
argued that as a response the United States should take the offensive.
“We focus[ed] primarily on the defensive piece initially. I thought that
was a sound investment,” Admiral Rogers told the Senate Armed Ser-
vices Committee in March 2015. “But I think now, we’re at a tipping
point.” Defense “will be both late to need and incredibly resource-in-
tense,” he continued, concluding, “We also need to think about how
can we increase our capacity on the offensive side here, to get to that
point of deterrence.” Shawn Henry, former executive assistant direc-
tor of the FBI’s cyber-crime branch once put it more colorfully: “You
can only be punched in the face so many times before you fall to your
knees. There needs to be more offense and less defense.”"*

Increasing offensive capacity alone will not increase deterrence.
You have to talk about your cyber weapons and your plans to use them.
As retired Marine Corps general and former vice chairman of the
Joint Chiefs of Staff James Cartright argued, “You can’t have some-
thing that’s a secret be a deterrent. Because if you don’t know it’s there,
it doesn’t scare you. We've got to get that done, because otherwise
everything is a free shot at us and there’s no penalty for it.” Senator
Angus King of Maine made the same point in March 2015. Alluding
to Dr. Strangelove or: How I Learned to Stop Worrying and Love the Bomb,
the classic movie on the absurdities of the Cold War, King argued, “If
you build the doomsday machine, you've got to tell people you have it.
Otherwise the purpose is thwarted.””

Yet talking is not enough. The visible use and testing of nuclear
and conventional weapons have made their physical effects well known
to all. The United States and the Soviet Union conducted a combined
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1,745 known underground and atmospheric nuclear tests between
1945 and 1991, along with countless launch exercises from submarines,
bombers, and missile silos. Offensive cyber capabilities, however, are
essentially invisible. You cannot march a cyber weapon in a parade or
detonate one over a Pacific atoll. The results of an attack are unpre-
dictable. It may be a dud, failing to have the expected impact. You
might be able to conduct a cyberattack in a test bed or under other
controlled circumstances, but potential adversaries may discount such
displays, convincing themselves that their systems are configured dif-
ferently and do not have the same vulnerabilities.

States will have to use digital weapons and then claim responsibil-
ity or at least demonstrate that they can and will use them. Even then,
cyberattacks are unlikely to succeed as a deterrent on their own. Look
at Iran. Based on the numerous leaks to reporters, public reporting on
malware by cybersecurity companies, and the Snowden revelations, it
seems likely no other country knows US cyber capabilities better. Iran
has endured a barrage of cyberattacks but continues to develop and
use its own cyber weapons.

With regard to states willing to come as close to the red line as pos-
sible, the United States will have to disrupt attacks before they happen
or reach US networks. In cybersecurity circles, this is often known as
active defense, an expansive and often vague term. Some use it to refer
to a second layer of defense consisting of real-time efforts to detect and
mitigate threats in one’s own networks after an attacker has managed
to get past the firewall and other security measures. Others have in
mind more offensive operations, like shutting down servers in Europe
being used to launch attacks. General Alexander told a congressional
committee in 2009, “My own view is that the only way to counteract
both criminal and espionage activity online is to be proactive.” Refer-
ring to a possible exploitation in which Chinese got inside critical US
computer systems, Alexander continued that he would “want to go and
take down the source of those attacks.” A third group uses the term to
mean combined prevention and disruption.'

A real-world example, cheered by some advocates of active defense,
captures some of the ambiguity. A Russian hacker was placing mal-
ware on Georgian websites and stealing sensitive and secret files. Geor-
gian security experts created a decoy file called “Georgian-NATO
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Agreement” embedded with its own spyware. Once the hacker opened
the decoy file, the camera on his computer began taking pictures and
sending them back to Georgia. The spyware also collected the docu-
ments on the hacker’s hard drive, including one, written in Russian,
containing a target list. The Georgians, however, did not damage the
computer the hacker was using."”

In several instances, Cyber Command officials have publicly stated
that they needed greater clarity on whether they had the legal author-
ity to conduct active defense operations. Cyber Command can do any-
thing it wants on its own networks but requires presidential approval
for operations on other networks. Snowden documents suggest, how-
ever, that some authorities exist for more aggressive activities. Some of
the documents discuss teams from the FBI, CIA, and Cyber Command
working next to the NSA with overlapping legal authorities for “any
kind of active operation that’s not defensive.” Unnamed US officials
described these actions to the Washington Post as “moving toward the
use of tools short of traditional weapons that are unattributable—
that cannot be easily tied to the attacker—to convince an adversary to
change their behavior at a strategic level.”"®

THE NARROW AND BROAD VIEWS OF CYBER ATTACKS
Active defense and deterrence require extraordinary levels of intel-
ligence gathering (which would seem to require ever-greater hacking
from the NSA). Deterrence in particular rests on perception and psy-
chological factors—what measures a defender is willing to take, what
cost a defender can impose on an attacker, and what the attacker hopes
to accomplish. During the Cold War, US nuclear strategists went back
and forth over what combination of targeted cities (known as coun-
tervalue targets) and missile, bomber, and submarine forces (counter-
force targets) would have the greatest likelihood of influencing Soviet
leaders. They made these decisions based on history, culture, and
decades-long experience negotiating with the other side. In the end,
they often still misjudged what the leaders across the table deemed
important.

Today, unpacking motivations and ambitions is even more diffi-

cult. The decisionmaking chain that connects political and military

[vww.ebook3000.con)



http://www.ebook3000.org

BREAKING THINGS AND THE SEARCH FOR ORDER « 91

leaders to the Chinese or Russian hacker sitting in front of a com-
puter is essentially unobservable to outsiders. What we know about the
development of US offensive operations is unlikely to help much and
may lead to mirror imaging, or the assumption that an adversary will
behave in a certain way because that is how the United States has acted
under similar circumstances. Already we can see different approaches,
with the United States adopting a narrow vision of cyber conflict that
stands in sharp contrast with the more expansive view in Moscow and
Beijing.

Since their beginning, first in units like the US Air Force’s 609th
Information Warfare Squadron, then in the Pentagon’s Joint Task
Force—Computer Network Operations (JTF-CNO), and now in
Cyber Command, offensive operations (not NSA cyber intelligence)
appear to be tightly controlled and legally prescribed. In an oral his-
tory, Major General James D. Bryan, the first commander of the JTF-
CNO, estimated that the group, which became operational in the fall
of 2000, was at “about a 70/30 split between defense and offense.” The
30 percent on offense was, however, taking up close to 70 percent of
Bryan’s time “because it was so sensitive and classified. . .. [E]very time
I turned around, somebody wanted to give me another polygraph to
read me onto a program.” The group only totaled 150 members."

Offense and defense were split between two groups, the Joint Func-
tional Component Command—Network Warfare and the Joint Task
Force—Global Network Operations, before Cyber Command absorbed
both in 2010. Cyber Command is currently set to grow by the end of
2016 to 6,200 military, civilian, and contractor personnel, but the total
number of Chinese and Russian cyber operators is likely to be much
larger.?

After years of silence, the Pentagon has gradually become relatively
more forthcoming, acknowledging the existence of cyber weapons but
providing few details. In July 2011, the Defense Department released a
strategy that institutionalized war fighting in cyberspace. It declared
the military would treat cyber like air, sea, space, and land as a domain
of warfare in which the United States would equip, train, and fight.
The 2015 version goes further, stating that there “may be times when
the President or the Secretary of Defense may determine that it would
be appropriate for the US military to conduct cyber operations to
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disrupt an adversary’s military related networks or infrastructure so
that the US military can protect US interests in an area of operations.”
In other words, the United States might attack other countries. Of the
three types of troops that make up Cyber Command—national mis-
sion forces, cyber protection forces, and combat mission forces—the
first two focus on defense, the last on offense. The combat mission
forces will help commanders in regional commands—for example, in
the Pacific or Afghanistan—plan and execute attacks. By 2018, there
will be 133 teams: 13 national mission forces, 68 cyber protection, and
27 combat mission (plus 25 in support and analysis).”!

Transparency has also been forced on the Pentagon. Leaked by
Snowden and published by the Guardian, the October 2012 Presiden-
tial Policy Directive (PPD) 20 argues that offensive cyber operations
“can offer unique and unconventional capabilities to advance U.S.
national objectives around the world with little or no warning to the
adversary or target and with potential effects ranging from subtle to
severely damaging.” PPD 20 instructs the military and intelligence
agencies to identify targets of “national importance” where cyberat-
tacks offer a “favorable balance of effectiveness and risk as compared
to other instruments of national power.” The United States can hold
these targets back in case it needs them in a conflict. The risks to bal-
ance against the effectiveness of digital assaults include judgments
about whether the attacks will provoke retaliatory strikes against the
United States, destabilize the Internet, or create undesirable norms of
international behavior.*

The president tightly controls the authority for offensive oper-
ations, according to PPD 20. Any operation with “significant conse-
quences,” defined by the memo as causing “loss of life, significant
responsive actions against the United States, significant damage to
property, serious adverse US foreign policy consequences, or serious
economic impact on the United States,” requires specific presidential
approval. We can also surmise from some of the design decisions in
Stuxnet that there is considerable legal oversight of US offensive oper-
ations. As noted earlier, the malware was designed to attack only one
specific installation so that it would not create collateral damage. It
also had a “kill switch” command embedded in the code. On June 24,

2012, Stuxnet stopped functioning.*
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The Russian and Chinese views of cyber operations are more
encompassing and less restrictive. Their hackers are on a much lon-
ger leash, if leashed at all. Russian defense planners refer not to cyber
operations but rather to information warfare in which cyber plays a
part. A 2011 document, the first official public statement of the Rus-
sian military’s role in cyberspace, describes information warfare as a
confrontation involving attacks that damage “information systems,
processes, and resources,” undermine “the political, economic, and
social system,” and create “massive brainwashing of the population
for destabilizing the society and the state.” It also calls on the Russian
military to establish a system of effective deterrence, collect informa-
tion on threats, and develop countermeasures to prevent and resolve
military conflict. The document makes no mention of offensive cyber
activity, but the assumption that information warfare is a constant
during hostilities and peacetime runs through it and other Russian
strategies. This means that Russian leaders, in effect, consider a whole
range of what looks like malicious activity to the United States to be an
expected part of everyday competition.*!

The Russian definition of cyber competition is more expansive
than that of the United States, and pinning down who the operators
are in the Russian system is much harder. Unlike the United States,
Russia relies on criminals, patriotic hackers, and other proxies, as seen
in the conflicts with Estonia, Georgia, and Ukraine. In early 2012, Rus-
sian deputy prime minister Dmitry Rogozin announced plans to create
a new service in the Russian military. “We are discussing the creation
of a cyber command,” he said. “Russia is following the U.S. and NATO,
which established cyber commands long ago.” Initial outlays for Rus-
sian cyber forces were reported to be $500 million, but the Kremlin
will have political and tactical reasons to continue outsourcing hack-
ing even as it builds capacity in the military.”

The use of third-party hackers also provides a useful smokescreen
for Beijing. Officially China maintains that it has no cyber troops, but
the most recent version of The Science of Military Strategy, an author-
itative study by a research institute of the People’s Liberation Army
(PLA), admits the existence of three types of these forces. First, PLA
network warfare forces carry out attacks and defense. Second, special-
ists in the Ministry of State Security (the equivalent of the CIA) and
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Ministry of Public Security (their FBI) have the authority to conduct
attacks. Finally, “external entities” can be organized for digital assaults.
For both Russia and China, the structures of cyberattack will be more
complex than for the United States.*®

This detour into the thicket of Russian and Chinese doctrine and
organization serves as a reminder that the punishment for hackers
will not be one-size-fits-all. Even if someone in the CIA or NSA under-
stands what Xi Jinping wants for China when he talks about the “China
Dream,” the relationship between the small leading group on cyberse-
curity and the hackers, the intelligence agencies, the PLA, state-owned
enterprises, and other actors is opaque at best. In some instances, it
may make sense for the United States to sanction a state-owned enter-
prise and threaten economic interests. Directly taking over a com-
puter in Zhongnanhai, the central leadership compound, might focus
the mind of a high-level Chinese official. Cyberattacks that threaten
regime stability, perhaps by weakening the control over information,
may garner the most attention. The drop of the Shanghai stock mar-
ket by 64.89 points on the twenty-third anniversary of the Tiananmen
Square massacre (which occurred on June 4, 1989) may have been a
weird coincidence or a very savvy psychological operation, revealing to
the Chinese leadership their vulnerability to a disruptive attack.?”’

Disruption and punishment do not have to come through cyberat-
tacks. Criminologists talk of two types of deterrence, specific and gen-
eral. In the specific model, offenders realize the consequences of their
behavior and do not commit another crime. General deterrence tar-
gets potential lawbreakers; they see what happens to drug dealers, for
example, and decide not to engage in the same behavior. Washington
may make attacks more or less visible depending on whom it hopes to
deter. A retaliatory strike discussed by neither Washington nor the vic-
tim will be a specific deterrent. An attack that creates destruction for
all to see and attribute will be both a specific and a general deterrent,
as will openly levied diplomatic, economic, and financial measures.

In fact, financial and trade sanctions may become the go-to tool
for deterring cyberattacks, as they have for so many other US foreign
policy objectives. The general appeal of sanctions—they offer a seem-
ingly proportional response and are more palatable than either mil-

itary intervention or inaction—explains why the United States used
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them against North Korea after the Sony attacks. In April 2015, Pres-
ident Obama issued an executive order that laid the groundwork for
more active use of economic sanctions against Chinese, Russian, Ira-
nian, and North Korean hackers, as well as nonstate actors. Declaring
“significant malicious cyber-enabled activities” a “national emergency,”
the order enables the Treasury secretary to sanction individuals and
entities with punishments that could include freezing their financial
assets and barring commercial transactions with them. This was a big
step, a concrete effort to raise the cost of hacking, although how often
the government will deploy such sanctions remains to be seen.*

RIGHT AND WRONG IN CYBERSPACE

Even if ineffective, as they often are, sanctions against another coun-
try also send a message about what the rules of the hacked world order
should be. At the most obvious level, by sanctioning PLA hackers, the
United States would signal to friends and adversaries the importance
of the idea that states should not steal intellectual property for the
benefit of their own companies. But the tools themselves are also an
exercise in rule setting, a sign that Washington believes visa restric-
tions, economic fines, and criminal indictments, not cruise missiles or
destructive cyberattacks, are appropriate, proportional responses to
cyber espionage.

The fight over these rules, also called norms, is the second part
of the US strategy in cyberspace. Cyberspace rules tend to be fuzzier
than treaties, but they have important consequences. They allow states
to justify certain types of behavior and draw the lines between what is
and is not acceptable with strategic interests in mind. Under the right
circumstances, norms can help nation-states regulate the outbreak
and intensity of conflict.

The United States and Russia met secretly in 1996 in Moscow to
discuss an agreement on disarmament in cyberspace, and for many
years Moscow has submitted to the United Nations draft treaties on the
issue. These drafts called for the banning of logic bombs and decep-
tion in cyberspace. Russian diplomats also wanted potential treaties to
cover what they called “information terrorism”—that is, any use of the
Internet that might threaten domestic stability.
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After the 1996 meetings, US diplomats spent most of the next
decade and a half vocally opposing the idea of treaties for cyberspace.
The resistance from the United States and many of its friends in Europe
and Asia was both ideological and practical. The Russian definition
of information security would consider hacktivists who circumvented
censorship technology and promoted the free flow of information to
be terrorists. US diplomats were also deeply skeptical of the applica-
bility of traditional arms-control approaches to cyberspace. Intercon-
tinental ballistic missiles can be counted, nuclear facilities inspected,
short-range missiles positioned away from borders, and biological and
chemical weapons prohibited. These measures are clearly not possible
for code sitting on a personal computer, smartphone, or thumb drive.
The most strenuous method of testing a network’s defenses is to attack
it, so states will continue to develop and test new offensive code. More-
over, as the country with the most advanced digital assault capabilities,
the United States was likely to see itself as the party with the most to
lose from any arms-control agreement.*

But Washington has supported one international treaty that it
thinks should be expanded, though it deals with law enforcement. The
Council of Europe’s Convention on Cybercrime (also known as the
Budapest Convention) criminalizes computer crimes such as fraud
and child pornography and prohibits illegal access and interception,
data and system interference, and intellectual property theft. States
that sign the treaty agree to cooperate in the investigation and prose-
cution of crimes, though they can opt out if the request infringes on
sovereignty, security, or other critical interests—fairly broad catego-
ries. As of September 2015, forty-five countries have ratified the treaty,
but China and Russia are among the scores that have not. Claiming
the treaty violates state sovereignty, Russia opposes a provision that lets
foreign investigators work directly with network operators and avoid
government officials, while countries like India and Brazil do not like
that they were not part of the convention’s creation and are skeptical of
its European provenance.

In Washington’s view, the absence of new international treaties
does not mean that there will be a free-for-all in cyberspace. A large
body of international law, state practice, and precedent, known as

international humanitarian law or the laws of armed conflict, already
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lays out the conditions under which states can resort to military force
(jus ad bellum) as well as how they should fight (jus in bello)—whom
they can attack, what types of attacks are justified, and how to treat
noncombatants.

According to Washington, these rules, developed over centuries of
warfare, apply to cyberspace. In 2012, Harold Koh, then legal adviser
to the State Department, delivered a speech at Cyber Command in the
form of ten questions and answers. Koh first asked, “Do established
principles of international law apply to cyberspace?” He answered yes:
“Cyberspace is not a ‘law-free’ zone where anyone can conduct hostile
activities without rules or restraint.” Koh then ticked through many
fundamental questions related to the laws of armed conflict: Can a
cyberattack constitute a use of force? Can states invoke the right of
self-defense in response to a cyberattack? Should the principles of pro-
portionality, neutrality, and distinction apply in cyberspace? Are states
legally responsible for action taken by proxies? Koh argued that the US
government answered all these questions in the affirmative.*

Koh then recognized three difficulties, or what he called “unre-
solved questions,” in applying laws developed for conventional battle-
fields to cyberspace. First is the question of effects. While it is easy to
see how malware that causes a dam to fail and creates a flood that kills
several hundred people is similar to destroying the dam with a missile,
some cyberattacks do not have a parallel in the physical world. Destroy-
ing or manipulating the data of a stock exchange could cause serious
economic and political disruptions without physical effects. Some might
think that such an event constituted an armed attack, others that, while
not an armed attack, it could still be considered a use of force.

Regardless of legal interpretations, policymakers will determine
whether to consider an attack as armed or a use of force based on the
political or military context. The United States would likely consider
an attack that turned traffic lights red a nuisance. But a former Israeli
government official told me that, given the country’s dependence on
mobilizing reserves for defense, analysts had imagined scenarios—
say, another war across the Lebanese border—in which a Hezbollah
cyberattack made the already horrendous traffic in Tel Aviv worse. The
Israelis concluded that they would consider Hezbollah’s turning all the
traffic lights red as an armed attack.”
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Koh'’s second unresolved question had to do with how to separate
legitimate military targets from civilian ones, an extremely difficult
challenge given how intertwined information and communication net-
works are. It is easy to imagine an attack that cuts power to a mili-
tary base doing the same to a neighboring hospital. As in conventional
war, weaker parties are likely either to pretend to be civilians or to
hide among them, increasing the chances that a strike will cause col-
lateral damage. Third, Koh noted that while legal tools exist to help
deal with the attribution problem, particularly the use of proxies, the
solutions are likely to be technical and political, not found in interna-
tional law. Koh concluded his speech by noting that such challenges
are not unique to cyberspace. “These questions about effects, dual use,
and attribution are difficult legal and policy questions that existed
long before the development of cyber tools, and that will continue to
be a topic of discussion among our allies and partners as cyber tools
develop.”

Because so much cyber activity happens below the level of armed
attacks, states need additional guidelines besides international law.
One of the more important discussions about international principles
has been happening since 2005 as a small group of experts gather to
discuss cyber threats at the United Nations. The group, which includes
representatives from China, Russia, and the United States, signed an
expert report in 2013 agreeing that international law applies in cyber-
space and that states are responsible for and must act against cyberat-
tacks that come from within their territories. In 2015, the same group
agreed that during peacetime states should not attack each other’s crit-
ical infrastructure or target each other’s cyber emergency responders
and that they should assist other nations investigating cyberattacks.

Despite this apparent consensus, Moscow and Beijing are deeply
skeptical of US efforts. Both take the push for norms as evidence that
the United States does not want to constrain itself with binding arms
treaties. Speaking of the development of offensive capabilities in the
West, Dmitry Rogozin, deputy prime minister for defense and space
industry, argued that it came as no surprise that “the U.S. has no
strong motivation to sign any global treaties on not using cyber weap-
ons, especially not with Russia, which potentially could be the object of

cyberattacks.”*
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Almost immediately after signing the 2013 expert report, Beijing
began backtracking. Chinese officials, when referring to international
law, stressed the importance of sovereignty without mentioning the
laws of armed conflict. During the 2015 meeting of the UN group,
China’s representative proposed taking out all references to interna-
tional law in the upcoming report. Chinese officials explained to me
that they were sure the United States wanted other countries to accept
the applicability of the laws of armed conflict to cyberspace so that it
would be free to attack China. Beijing saw the application of interna-
tional law as a sure sign of the militarization of cyberspace.

Unfortunately for Washington, the Snowden disclosures severely
handicapped US efforts at persuasion by exposing a gap between
action and rhetoric. While many opposed whatever Washington said
for ideological and geopolitical reasons, others more sympathetic are
now inclined to ask if the United States disproportionately benefits
from an open and global Internet. They also wonder if Washington’s
commitment is simply utilitarian, to be jettisoned once it no longer

furthers US economic, political, and military objectives.*

SELF-HELP

Deterrence and rule definition are slow, uncertain processes. In the
short term, states have to help themselves—they have to shore up
defenses at home. In the United States, at least in short hand, the divi-
sion of duties has been as follows: the Defense Department protects
military networks (the .mil suffix); the Department of Homeland Secu-
rity (DHS) defends government networks (.gov) and critical infrastruc-
ture, with assistance from the NSA and Cyber Command if needed;
and the private sector (.com, .org, .edu, .net) is essentially on its own.
Demarcating these boundaries has not been easy because most of the
infrastructure of cyberspace is in private-sector hands. There is also
fear that government intervention will stifle innovation and that the
need for control and access to data will trump privacy concerns.

The difficulty of drawing the line between the government’s
responsibility to protect domestic networks and the private sector’s
obligation to invest enough to defend itself spans liberal democracies
in the hacked world order. With a state-owned economy and close
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ties to the private sector, Chinese leaders have more tools on hand
to mobilize companies, and the legal barriers to intervention are low
or nonexistent. In the United Kingdom, however, there has been con-
siderable debate about whether the Government Communications
Headquarters or the Cabinet Office should lead cybersecurity strat-
egy and how best to facilitate cooperation with British firms. German
chancellor Angela Merkel created the Nationaler Cyber-Sicherheitsrat
(National Cyber Security Council) in 2011 to strengthen cooperation
within the government and with the private sector. Israel experienced
a long-running battle between its internal intelligence service, Shin
Bet, and the civilian National Cyber Bureau. “Shin Bet would not toler-
ate any other organization taking any security role,” one Israeli official
told me, “but also really doesn’t want to be responsible for defending
all of the civilian economy.”**

As policymakers become more alarmed about the possibility of
destructive cyberattacks, however, they are redrawing the lines. When
news of the Sony attack first began to leak, many in the cybersecurity
community had little sympathy for the company, which had long known
it was a target for hackers. The hacker collective Anonymous brought
down the company’s PlayStation network and stole the personal details
associated with 77 million accounts in 2011; over the next six months,
there were twenty-one major cybersecurity incidents, including a breach
at Sony Entertainment that resulted in the theft of passwords and home
addresses for over 1 million accounts. Some of the documents the North
Korean hackers leaked revealed substandard cybersecurity practices.
A file named “Passwords” stored thousands of passwords; many Excel
spreadsheets, Word documents, PDFs, and zip files contained unen-
crypted passwords for Sony Pictures’ internal computers. One firewall
and 148 routers and servers went unmonitored by the security team.*

These failures appear to bolster the argument for why the bulk
of responsibility for defending against attacks on the private sector
should remain with the private sector. Surely companies cannot expect
the government to step in when they have not done the minimum to
protect themselves. Saying that the government will eventually save
the day encourages companies to continue to underinvest in their own
defense, perpetuating the problem. But Matthew Green, a research
professor at Johns Hopkins University, cautions against drawing a
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direct line from Sony’s negligence to firmly placing the responsibil-
ity on private actors, given that the attacker was a nation-state: “Even
working and monitored Intrusion Detection Systems are hardly a silver
bullet when it comes to detecting sophisticated attacks like this one.”

In other words, nation-states will always win against companies. If
we accept this point and believe there exist threats, backed by nation-
states, to the nation’s critical infrastructure and the competitiveness
of the US economy, we cannot legitimately expect the private sector to
defend itself. The goal of policy, then, is to find the sweet spot where
companies invest more in protecting themselves from common threats

and the government has a clear idea of when to step in.

LONG-RUNNING DEBATES AND LITTLE PROGRESS

The United States set the fundamental outline of its cyber defense
strategy in the late 1990s. Since then there has been a frequent rehash-
ing of old debates. Three questions keep circulating: Who should take
the lead in defending the private sector—the NSA, a civilian agency,
or businesses themselves? How do you best encourage public-private
cooperation, particularly sharing between the government and pri-
vate companies of reports of successful penetrations, Internet protocol
addresses used by attacking computers, hacker techniques, and other
threat information? And what role should regulation play in ensuring
that private companies invest in adequate security?

Released in May 1998, Presidential Decision Directive 63, the first
national cybersecurity strategy, served as a preliminary answer to these
questions. It focused on critical infrastructure protection, public-
private partnerships, and threat sharing. The 2003 National Strategy to
Secure Cyberspace also concentrated on defending critical infrastruc-
ture and better public-private coordination of the preceding policies.

In the last days of his administration, President George W. Bush
launched the Comprehensive National Cybersecurity Initiative (CNCI).
The directives establishing it were classified, reflecting the high (and
mostly unnecessary) degree of secrecy surrounding cybersecurity plan-
ning. When evaluated after President Obama declassified an outline
of the plan’s twelve objectives, the program did truly appear compre-
hensive. The initiative covered education and cybersecurity awareness,
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research into “leap-ahead” technologies, and development of deter-
rence strategies, though sections on developing offensive cyber weapons
remained classified. It also described an effort to deploy an intrusion-
detection system across federal networks, known as Einstein. And the
CNCI, once again, called for better coordination between the govern-
ment and private sector regarding critical infrastructure defense.”
Indicating the high importance his administration gave to cyber-
security, President Obama ordered a sixty-day review of plans and pro-
grams, including the CNCI, just a month after his inauguration. In a
May 2009 speech, the first a president had devoted entirely to cyber-
security, he announced the results of the review and called the cyber
threat “one of the most serious economic and national security chal-
lenges we face as a nation.” The president announced a new approach,
one starting from the top, “with a commitment from me.” The coun-
try’s digital infrastructure would “be treated as [it] should be: as a stra-
tegic national asset. Protecting this infrastructure will be a national
security priority.” President Obama also raised the issue of privacy.
“Let me also be clear about what we will not do,” he said. “Our pursuit
of cyber security will not include—I repeat, will not include—mon-
itoring private-sector networks or Internet traffic. We will preserve
and protect the personal privacy and civil liberties that we cherish as

Americans.”®®

CYBERSECURITY TURF WAR

The headline of the new administration’s approach was the appoint-
ment of a “cyber czar,” a cybersecurity coordinator in the White House.
Filling the position was unexpectedly difficult, reflecting the limits of
the job. The position, eventually placed within the National Security
Council and the National Economic Council, lacked budget author-
ity and bureaucratic influence over the DHS and DoD behemoths.
The initial frontrunner for the job was Melissa Hathaway, who had
launched the CNCI under Bush and shepherded the sixty-day Obama
cybersecurity review process. Hathaway had come to the White House
with former national intelligence director Mike McConnell, and so her
ties to the previous administration may have been a handicap. There

was also reporting that Hathaway alienated some of the president’s
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economic advisers by advocating for regulation of private firms and
utilities to ensure they secured their networks. Several people turned
down the job—the Washington Post reported that thirty had inter-
viewed for it—until Howard Schmidt, a former director of information
security at Microsoft who also had extensive government experience,
finally accepted the position in December 2009.%

During the first months of the Obama administration, bureau-
cratic turf battles over cybersecurity and the protection of the pri-
vate sector began to emerge in public. While Homeland Security was
legally the lead agency, there were doubts about its ability to fulfill its
responsibility. The NSA had a much bigger budget and a deeper well
of technological expertise. Specific statutes set forth the legal author-
ity for the FBI's and NSA’s roles in cybersecurity, but DHS authorities
rested on a patchwork of presidential directives and policy memos.
Most damaging, confidence in the DHS among the private sector was
(and remains) low. “DHS will never own the cyber mission,” according
to former representative Jane Harman (D-CA). “The bottom line prob-
lem is that the private sector doesn’t trust DHS.” Given these weak-
nesses, it was not surprising when Director of National Intelligence
Dennis Blair testified in February 2009 that the NSA should take over
cybersecurity responsibilities. “The National Security Agency has the
greatest repository of cyber talent,” he said. “There are some wizards
out there at Fort Meade who can do stuff.™’

Many within DHS balked at the pace of change, and turnover was
high as a number of officials resigned, including Rod Beckstrom, head
of DHS’s National Cyber Security Center. In his resignation letter,
Beckstrom expressed frustration at the lack of funding and at bureau-
cratic impediments. Moreover, he cautioned, “the NSA currently dom-
inates most national cyber efforts.” He viewed this concentration of
network security and monitoring power in one government agency as
a threat to the democratic process. In a follow-up interview, Beckstrom
also warned that the predominance of the NSA hindered cooperation
with the private sector. “In intelligence environments like the NSA,
you seek out and gather information, and then you classify it,” he said.
“It’s the opposite of collaboration.”

In an effort to reassert the civilian side of the cybersecurity equa-

tion, prominent White House and DHS officials tried to reframe the



104 « THE HACKED WORLD ORDER

debate. Howard Schmidt announced, “There is no cyberwar,” adding,
“I think that is a terrible metaphor and I think that is a terrible con-
cept.” Senior DHS officials argued that while conflict and exploita-
tion were certainly present, cyberspace was “fundamentally a civilian
space—a neighborhood, a library, a marketplace, a school yard, a
workshop.” Security should be distributed to different agencies and
private actors, and DHS had an important role to play.*

While the NSA and DHS officially came to an uneasy truce, the
intelligence agency keeps pushing for a greater role. A memorandum
signed by Homeland Security Secretary Janet Napolitano and Defense
Secretary Robert M. Gates spelled out responsibilities, where the NSA
would provide technical expertise in case of an attack on critical infra-
structure and the DHS would direct operations. Individuals from DHS
were stationed at Fort Meade, while experts from the NSA went to
the operations center at Homeland Security. General Alexander and
then admiral Rogers have been very careful in their public statements
to stress that NSA and Cyber Command support DHS in defending
government and critical infrastructure. Still, if stopping cyberattacks
requires seeing them in real time, then there are reasons to believe the
NSA’s role will only grow larger.*

THE GOVERNMENT AND INFORMATION SHARING:

BETTER AT TAKING THAN GIVING

While the DHS and NSA maneuvered over who would play the lead
role in defending critical private-sector networks, the larger ques-
tion about government responsibilities shifted continually. In a 2013
speech, White House cybersecurity coordinator Michael Daniel tried
to clarify, describing the government’s role in what he called the “new
normal”—persistent intrusions, violations of privacy, thefts of busi-
ness information, and degradation and denial of service to legitimate
entities trying to do business or get their message out on the Inter-
net. In almost all cases of the new normal, as Daniel described it, pri-
vate companies were responsible for their own network defense; the
government’s job was to help them protect themselves. Some cyber-
attacks would provoke a government response, just as the federal gov-
ernment reacted to a devastating flood or tornado. But Daniel did not
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say precisely where the threshold lay. The Defense Department’s 2015
strategy tried to further narrow the scope of the US military’s response
to include those attacks that cause “loss of life, significant damage to
property, serious adverse U.S. foreign policy consequences, or serious
economic impact on the United States.” It estimated that these made
up 2 percent of all attacks.**

My Council on Foreign Relations colleague Rob Knake, a former
National Security Council official, calls the approach laid out in the
Daniel speech the Home Depot model: You can do it; we can help. A
primary form of help the government can offer is information shar-
ing. The logic is relatively straightforward. DHS, NSA, and Cyber
Command collect a huge amount of malware and data on hacking tac-
tics, techniques, and procedures. Private companies have a wealth of
information about the attacks they face. Sharing data between the gov-
ernment and the private sector and among private companies would
prevent attackers from using the same techniques against hundreds of
organizations. It would force hackers to up their game.

Yet the information does not flow like it should. The intelligence
agencies have typically been more interested in taking information
from than sharing it with the private sector, primarily because they
do not want to compromise secret sources and methods. “Government
only inhales, it never exhales,” says Jason Healey. “It will take all the
information, but it will find any excuse to not share.” For private com-
panies, the benefits of reporting a breach are abstract and the poten-
tial financial losses from a drop in stock price or investor confidence
real. Antitrust and privacy regulations make companies hesitant to
share information. They want liability protection before they pass user
data to the government. In addition, private companies often have
competitive reasons not to share. For AT&T, Verizon, and other tele-
coms, as well as for the specialized cybersecurity companies, threat
intelligence is a product to offer to customers.*

Despite widespread support by industry and both political parties,
information sharing legislation has been remarkably difficult to pass.
The Cyber Intelligence Sharing and Protection Act (CISPA), for exam-
ple, passed in the House in 2012 but never moved on to the Senate
(in any case, President Obama threatened a veto). Opposition to the

bills, mainly from the privacy and civil liberties communities, revolved
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primarily around how broadly or narrowly to define cyber threats, the
role of the NSA, the sharing of threat data with law enforcement agen-
cies, and the process for redacting or minimizing private user data.
Reenergized by the Sony attacks, Congress tried again in 2015. Two
bills, the Protecting Cyber Networks Act in the House and the Com-
puter Information Sharing Act in the Senate, reenacted the debate
over CISPA, with supporters arguing that private companies need
liability protection to share threat information and critics decrying a
perceived lack of privacy protection and the introduction of new sur-
veillance powers.

In the face of legislative gridlock, President Obama issued two exec-
utive orders. The first, on October 2013, instructed the DHS, DoD, and
DoJ to increase the “volume, timeliness, and quality of cyber threat
information shared with U.S. private sector,” including warnings to
companies being targeted. This order merely directed the government
to do what it was already authorized to do. The second, announced at
Stanford in February 2015, created a special portal at DHS for sharing
classified threat intelligence with the private sector. It also promoted
new organizations that will link businesses from the same geographic
locations or sectors of the economy to resolve security issues and share
threat information.*

To be sure, information sharing is no panacea. It will help with
much of the background noise and with fairly low-level criminal and
some state-based attackers. But it will not do much to protect criti-
cal infrastructure from sophisticated state-backed hackers since they
are likely to exploit unknown vulnerabilities. The DHS cannot share
threat intelligence on an attack it has never seen before. As Jeff Moss,
founder of the Black Hat and DEFCON hacker conferences, argued,
“Information sharing allows better and faster bandaids but doesn’t
address the core problem.” But for low-level attacks, Band-Aids are at
least something.*”

FROM KILL SWITCH TO VOLUNTARY FRAMEWORK
The story of the effort to design cybersecurity regulation plays out
in the same desultory fashion as that of information sharing. Cyber-

attacks generate what economists call negative externalities—costs
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imposed on unrelated third parties due to individuals’ or companies’
economic activities. For any one firm, underinvesting in security often
makes economic sense. The chances of sustaining a destructive attack
seem low, and the investment needed to prevent one almost always
exceeds the potential direct and liability costs it would incur. Benja-
min Dean, a researcher at Columbia University, found, for example,
that the actual expenses stemming from the high-profile breaches of
Target, Home Depot, and Sony amounted to less than 1 percent of
revenue, and with insurance payments and tax deductions, the total
cost was even less. When firms underinvest, however, the costs often
get passed on to others. After hackers stole information on 106 million
accounts from Home Depot and Target, banks and credit card com-
panies absorbed most of the costs. What is true of theft in the retail
sector is even more the case with critical infrastructure. If hackers
were to take down the power grid for an extended period, the costs
would spread to companies throughout the economy as every business
suffered.*

In the face of these potential costs to society, the government must
find ways to increase private investment in cybersecurity. Requiring
adherence to standards—in the same way that business owners and
building contractors must conform to the fire code—would seem
the most direct way to do this. But what seems straightforward is not.
Both the causes of most fires and the best practices for fire preven-
tion are well known. Hackers by contrast are constantly developing
new methods, and so industry fears that government regulations are
doomed to lag behind the evolving threat and will ultimately gener-
ate check-list security—top-down, one-size-fits-all standards that are
costly to implement and stifle innovation. As Bruce Josten, a lobbyist
for the US Chamber of Commerce, wrote in a letter to senators in ref-
erence to a potential cybersecurity bill, such legislation “could actu-
ally impede U.S. cyber security by shifting businesses’ resources away
from implementing robust and effective security measures and toward
meeting government mandates.” That Chinese hackers had penetrated
its network two years before—a thermostat communicated with an
Internet address in China, and a printer put out pages with Chinese
characters—did not smack of irony to the chamber or soften its oppo-

sition to comprehensive cyber legislation.*
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Over the last five years, cybersecurity proponents have gradually
narrowed what they hope to accomplish in the face of opposition from
industry and congressional conservatives hostile to the idea that gov-
ernment has any positive role to play in the economy. Two bills—one
introduced by Senators Joseph Lieberman (I-CT) and Susan Collins
(R-MA), the other by Senators Jay Rockefeller (D-WV) and Olympia
Snowe (R-ME)—became exemplars of cybersecurity legislation’s ability
to generate heat and outrage, yet fail to accomplish much to make the
country safer. Both bills, addressing what their authors thought was
missing in a potential response to a catastrophic attack, would have
authorized the president to declare a national cyber emergency if the
energy or communications grids were knocked down; they would then
require companies to follow an emergency plan developed by DHS,
which might include the government ordering the disconnection of
certain networks from the Internet.

These plans to empower the president to shut down Internet traffic
generated huge opposition. Critics protested against what they called
Internet “kill switches” and described the bills as threats to free speech
and Internet access. Proponents warned of attacks that could kill thou-
sands. The White House argued the provisions were unnecessary; Sec-
tion 706 of the Communications of Act of 1934 gives the president the
power to suspend or amend “any facility or station for wire communi-
cation” in the event of “war or a threat of war, or a state of public peril
or disaster or other national emergency.”

Further drafts of the Protecting Cyberspace as a National Asset
Act (the Lieberman-Collins bill) and the Cybersecurity Act (the
Rockefeller-Snowe legislation) removed or severely limited the kill-
switch provisions. The debates, dominated by those at the extreme
ends of the spectrum, did little to advance the goal of making critical
infrastructure industries safer. By August 2012, the legislative efforts
had died. Even a watered-down version of the Cybersecurity Act, which
set voluntary standards, failed to make it out of the Senate.

In response, in an October 2013 executive order President Obama
called for development of a “cybersecurity framework”—a voluntary
set of cybersecurity best practices developed by the National Institute
of Standards and Technology with help from the private sector. Work
is under way, and once the practices are identified, DHS will work
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with the Department of Energy and other agencies, as well as industry
groups, to ensure their implementation. The government has worked
to identify the best set of incentives, such as tax breaks, federal research
grant money, and legal protections for participants, to push companies
to join the voluntary program. To be truly useful, these programs will
require even greater transparency and direction from the government
since the objective is to have companies spend more money not just on
defense but on the types of defense that actually work.

Executive orders have a note of finality to them, but actually they
are more like bookmarks. They indicate that Congress has failed to
reach a consensus on what should be done. Some have criticized execu-
tive orders, saying that they do not go far enough and, in particular, do
not provide liability coverage to companies sharing information (only
Congress can do that). And since the next administration might not
renew them, they create uncertainty in terms of business investment.

This uncertainty, unfortunately, is the big takeaway from the
short history of the federal government and cybersecurity. After two
decades, what the private sector can expect from government and what
it should be prepared to do on its own remain undetermined. All that
is clear is that the threats and the demands on government to do more

are growing.

Even as the government was reorganizing and restructuring to fos-
ter information sharing and cybersecurity, the private sector was act-
ing on its own. In October 2014, Microsoft, Cisco, Symantec, FireEye,
and six other firms cooperated to expose a Chinese hacking group
that was targeting Fortune 500 companies, journalists, environmental
groups, and government agencies worldwide. During the same week
in February 2015 that President Obama announced his threat-sharing
initiative, Facebook, with Dropbox, Pinterest, Tumblr, Twitter, and
Yahoo as early partners, announced it was setting up, without govern-
ment involvement, a platform for companies to submit threat informa-
tion about common attacks. Over six months, ThreatExchange signed
up over ninety companies, but no federal agencies. As of September
2015, government agencies were not participating in ThreatExchange,
and they will not “until there is legislation that clearly defines how
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information from sharing platforms can be used by these parties,”
Mark Hammell, manager of Facebook’s Threat Infrastructure team,
told the Christian Science Monitor.”

The current division of responsibility for cybersecurity between
the government and the private sector is not firmly set, especially in
the liberal democracies. A destructive attack could easily result in a
shift toward greater government intervention, with the intelligence
agencies in the lead. Or in response to future revelations about NSA
surveillance, the technology companies may chart an even more inde-
pendent path, pursing legal and technical measures that stress their
autonomy from Washington.

The needle could be pushed in one direction or another by other
events as well. Countries and companies face persistent threats from
nation-state attackers looking to steal intellectual property, business
strategies, and trade secrets. Everybody is spying on everybody else.
There is little cost and much to gain, and states will continue to con-
duct cyber espionage for a very long time. How states respond to this
threat to their own companies could not only draw the public and
private sector closer together, but also remake international trade
relations.
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Chapter a

EVERYBODY SPIES

oooooooooooooooooooooooooooooooooooooooooooooo

CHINESE HACKING EXPOSED

On June 26, 2014, the FBI unsealed an indictment against Su Bin, a
Chinese national living in Canada for hacking into the networks of US
defense contractors. Working with two unnamed conspirators, Su had
allegedly targeted and exfiltrated data related to the C-17, a military
transport aircraft, as well as the F-22 and F-35 stealth fighter jets. Two
days later, the Royal Canadian Mounted Police arrested Su. His two part-
ners remained in China. As of September 2015, Su remained in Cana-
dian custody, and none of the allegations against him have been proven.!

According to the affidavit submitted by Special Agent Joel Neeman,
Su and the others began targeting Boeing in Orange County, Cali-
fornia, in early 2009. In January 2010, the two unnamed conspirators
e-mailed Su a list of file names from the company’s computers related
to the C-17. By August 2012, the two hackers claimed to Su that they
had stolen 630,000 files related to the aircraft, which included detailed
drawings of the plane, measurements of wings, fuselage, and other
parts, outlines of the pipeline and electric wiring systems, and flight-
test data.

As with many hacks, the attacks, according to the affidavit, began
with spear-phishing e-mails. The hackers had the names, e-mail
addresses, and phone numbers of Boeing employees. Using that infor-
mation they crafted e-mails that appeared to come from colleagues or
business acquaintances and contained an infected PDF attachment or

m
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bad link, much like the ones I regularly receive from Richard Haass
imposters. A recipient’s opening the document or clicking the link
established a connection with another computer controlled by the hack-
ers. From that command-and-control computer, the hackers installed
malware that allowed them to gain access to other computers on Boe-
ing’s networks.

These multiphased attacks, often called advanced persistent
threats, are in fact less advanced and much more persistent. Once
users start checking who e-mails are from and not opening anything
they are not expecting, the effectiveness of the attacks goes down. But
if the attackers try you enough times, varying their tricks, you might
eventually make a mistake. The hackers trying to break into the com-
puters of Kevin Mandia, head of Mandiant, a cybersecurity company
that exposes Chinese attacks, tried multiple avenues, including fake
e-mails from clients, customers, and journalists, among others. They
also sent him fake invoices from the car service he frequently used. In
that case, an operative may have followed Mandia to public events and
watched what limo he got into afterward.?

Su Bin, who headed Beijing aviation company Lode Tech, appar-
ently did the spying for money. Su was allegedly selling the informa-
tion to Chinese aeronautic companies. In an e-mail to his partners, he
asks for their patience regarding payment, promises a big payout soon,
and complains that Chinese aircraft companies are “too stingy.” But
the hackers’ greed overlaps with their patriotism and Chinese strate-
gic needs. The hackers explicitly boast in their e-mails of their contri-
bution to China’s military modernization. The state-controlled Xi’an
Aircraft Industrial Corporation is developing its own military cargo
jet, the Y-20, and some of the data from the C-17 may have helped
accelerate progress on the plane. Although the hackers complained
that it was hard to get data out of Boeing’s networks—they had to
bundle it differently and change the file formats—the operation only
took a year and cost 2.7 million renminbi, or less than $450,000. Con-
sidering the C-17 is the third most expensive plane that the Depart-
ment of Defense has ever developed, with research and development
(R&D) costs of $3.4 billion, the hackers were clearly not far off in
bragging that their hack showed “cost effectiveness and enormous
achievement.”
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While the Chinese government may have benefited from the
hackers’ work, there was little indication that it directed their alleged
actions. Some hackers may work independently and sell information
to state-owned enterprises; the Chinese government or military may
instruct or directly employ others.

In May 2014, just a month before Su Bin’s indictment, the Depart-
ment of Justice charged five Chinese hackers with stealing the business
plans, internal deliberations, and other intellectual property of West-
inghouse Electric, United States Steel Corporation, and other com-
panies. Online three of the hackers went by the names UglyGorilla,
WinXYHappy, and KandyGoo; in the real world they are known as
Wang Dong, Wen Xinyu, and Gu Chunhui.

The DoJ’s explosive claim was that Wang, Wen, and the three oth-
ers were members of the People’s Liberation Army (PLA) General
Staff, Third Department, Unit 61398, located in Shanghai. They sought
competitive gain, or, as former Attorney General Eric Holder put it, “to
advantage state-owned companies and other interests in China, at the
expense of businesses here in the United States.” This was a watershed
event: the first instance of charges against an alleged state cyber actor.*

The indictment incensed the Chinese government. Senior Chinese
military officials felt particularly burned because the announcement
came on the second day of General Fang Fenghui’s meeting with Joint
Chiefs of Staff chairman General Martin Dempsey. According to the
Chinese, General Fang, chief of the PLA’s General Staff, had received
no advance warning that the indictments were coming. One Chinese
officer told me that Fang was preparing a “beautiful report” for Presi-
dent Xi Jinping on the benefits of cooperation and exchange between
the two militaries when Dempsey called to tell him of the indictment.
Not surprisingly, he never delivered the report.’

For elite hackers, UglyGorilla and partners left a lot of online
tracks. Security analysts consider the Chinese particularly noisy in
networks, especially compared to the Russians. UglyGorilla posted to
Chinese online bulletin boards and social media sites using the same
e-mail addresses and accounts, making it easier to track him. He also
showed off, seeding malicious code with his hacker handle and leav-
ing the initials “UG” in the logs of thousands of compromised com-

puters. Chen Ping, who targeted US telecommunication and satellite
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companies and is allegedly part of another PLA hacker group, Unit
61486, posted pictures of his girlfriend, birthday parties, and his office
in a PLA building to photo-sharing sites. The indictments and arrests
were just the beginning of the US government’s struggle to find an
effective policy response to a pervasive threat to national and eco-
nomic security.’®

WHAT Acencies Have Not BEeN HAckep?

Units 61398 and 61486 are two of approximately twenty Chinese cyber
espionage groups that go after political and military intelligence, as well
as information that will bolster China’s economic competitiveness (cyber-
security companies looking to garner press attention for their reports
and products often give these groups much more expressive names,
such as Putter Panda, Comment Crew, and APT 1). According to a Wash-
ington Post report and numerous other studies, Units 61398 and 61486
and other groups have stolen information from over two dozen Defense
Department weapons programs, including the Patriot missile system and
the US Navy’s new littoral combat ship. In response to a question about
attacks on defense contractors, Lieutenant General Vincent Stewart,
director of the Defense Intelligence Agency, told a congressional hear-
ing, “I do not believe we are at this point losing our technological edge,
but it is at risk based on some of their [Chinese] cyber activities.””

While China has been modernizing its military for over two
decades, Chinese defense planners worry about a conflict with what
they often call a technologically advanced adversary, by which, of
course, they mean the United States. The conflict could break out over
Taiwan or a collision between the two navies in the South China or
East China Seas. Chinese defense spending is now estimated at over
$130 billion a year (the United States still spends more than four times
that amount), but the PLA is untested, not having fought in a conflict
since its 1979 war with Vietnam. In the same time, the US military has
taken part in at least eight major conflicts and numerous deployments
of more limited forces. China hopes stealing military secrets will offset
US technological and operational advantages.

The $400 billion F-35 is already the most expensive weapon pro-
gram ever, and China’s attacks have forced contractors to redesign spe-

cialized communications and antenna arrays for the stealth aircraft
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and to rewrite software to protect systems vulnerable to hacking.
Department of Defense officials say that the most sensitive flight con-
trol data were not taken because they were stored offline, but the fuse-
lage of China’s second stealth fighter jet, the J-31, bears a suspicious
resemblance to that of the F-22 and F-35. US Pacific Command’s Admi-
ral Samuel Locklear jokingly told a reporter, “Chinese military equip-
ment looks surprisingly similar to American weapons.”®

After the 2014 revelation that hackers had gained access to the
computers of the US Transportation Command, the organization that
provides transportation and distribution of goods to war fighters all
over the world, Senator Tom Coburn (R-OK) asked Obama adminis-
tration witnesses at a hearing, “Can you tell me which departments of
the federal government haven’t been hacked?” He then answered his
own question: “The fact is, they’ve all been hacked.”

In July 2014, media reported that Chinese hackers had gained
access to the servers of the Office of Personnel Management (OPM),
which contained the personal information of tens of thousands of fed-
eral employees. A little less than a year later, the OPM hack was revealed
to be even worse than first acknowledged. The hackers compromised
22 million records, including security background checks and data
on intelligence and military personnel, as well as the fingerprint data
of 5.6 million people. Chinese hackers gained access to Standard
Form 86, which includes information perfect for blackmail—records
of financial trouble, drug use, alcohol abuse, and adulterous affairs.
The records would also allow Chinese counterintelligence agencies to
identify spies working undercover at US embassies around the world.
China’s Ministry of State Security reportedly combined medical data
stolen from Anthem insurance, travel records from United Airlines,
and OPM security files to create a more complete picture of US offi-
cials. “This is not the end of American human intelligence,” said Joel
Brenner, former senior counsel at the National Security Agency, “but
it’s a significant blow.” In September 2015 the Washington Post reported
that CIA agents had been removed from the US embassy in Beijing as
a cautionary measure."

The United States is not the only target of this massive espionage
network. In search of military secrets, the hacker units have broken
into computers belonging to BAE Systems, Britain’s biggest defense
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company; Japan’s Mitsubishi Heavy Industries, which manufactures
weapons for the Japanese Self-Defense Force; India’s Eastern Naval
Command and Defence Research and Development Organization;
and, between 2009 and 2011, Elisra Group, Israel Aerospace Indus-
tries, and Rafael Advanced Defense Systems, the companies responsi-
ble for building the “Iron Dome” missile shield, which protects Israel
from rocket attacks from Gaza and Lebanon."

Electronic spies are also on the lookout for political information.
Chinese hackers have targeted the offices of the Dalai Lama; Tibetan
exile centers in Brussels, Dharamsala, London, and New York; and the
embassies, foreign ministries, and other government offices of Ger-
many, India, Indonesia, Romania, South Korea, Taiwan, and others.
China-based actors allegedly stole documents from the Japanese Agri-
culture, Forestry, and Fisheries Ministry related to trade negotiations
over the Trans-Pacific Partnership. They hacked the computers of the
2008 Barack Obama and John McCain campaigns and of the UK For-
eign Office, House of Commons, and Ministry of Defense. Chinese
hackers reportedly accessed the computers of former Australian prime
minister Julia Gillard and ten federal ministers, including the foreign
minister and defense minister.

In July 2015, Secretary of State John Kerry told CBS News that it
was “very likely” the Chinese and Russians were reading his emails,
and that he writes all of them with that threat in mind. As even the
highest levels of the US government failed to keep hackers out, civil
society groups and the private sector seemed doomed to be penetrated
and exploited by state-backed attackers.'?

I KNow WHAT You THINK ABouT ME

Digital spying is a tool to shape political narratives as well as to gather
information on agencies, institutions, and individuals who might influ-
ence the debates on topics of importance to Beijing. The government
wants to know what will be said and decided before it becomes public.
In the days and weeks after the radical Sunni Islamic State in Iraq and
Syria (ISIS) seized Iraq’s largest oil refinery, for example, Chinese hack-
ers targeted Middle East experts at the Brookings Institution, Center
for Strategic and International Studies, Council on Foreign Relations,
and other think tanks for an understanding of how the United States
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might respond and what effect that may have on Chinese investments
in the Iraqi oil industry.

Hackers have penetrated the Gmail accounts of dozens of civil
society organizations, human rights activists, and journalists in the
United States, China, and Europe. As Citizen Lab, an interdisciplin-
ary lab that researches information technology, security, and human
rights at the University of Toronto, notes, the threats to these groups
can be as high as they are for the private sector and governments, but
activists lack the resources to protect themselves. Tibetan groups find
that each mode of communication they use—Skype, Twitter, Gmail,
WeChat, KakaoTalk—gets penetrated, increasing their exposure to
detention and physical harm. Tibetans report being in the middle of
Skype conversations and hearing the click computers make when cap-
turing and recording a picture of the user looking at the screen. Pre-
venting breaches and getting the hackers out of systems once they are
discovered also entails financial costs. The Chinese are, in effect, able
to reach across borders and intimidate activists. Even though Tibetan
monks promoted an education campaign to reduce vulnerability to
spear-phishing that played off Buddhist teachings and called for Tibet-
ans to “detach from attachments,” the end result is what Citizen Lab
calls “malware fatigue,” the feeling among targets that a threat has
existed forever and cannot be escaped.”

When in October 2012 the New York Times published a story on
the wealth of the family of Wen Jiabao, China’s former prime minis-
ter, hackers attacked the newspaper. Bloomberg followed in June with a
series looking at the business empires of the families of other Chinese
leaders, including the new Communist Party chief, Xi Jinping, and the
computer networks of Bloomberg, the Wall Street Journal, and the Wash-

ington Post were all attacked."

MOSCOW TIME AND NEVER ON RUSSIAN HOLIDAYS

Stories of Chinese hackers may dominate the US press, but of course
China is not the only country that spies. In March 1998, the Defense
Department detected serious attacks on its networks. Dubbed “Moon-
light Maze” by US officials, the operation lasted for almost three

years and affected computers at the National Aeronautics and Space
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Administration, the Departments of Energy and Defense, and several
government research agencies. The attacks, which occurred from 8
a.m. to b p.m. Moscow time and never on Russian holidays, were even-
tually traced to Internet servers located twenty miles from Moscow.
The Kremlin greeted US complaints with denials of involvement."

In 2008, someone put an infected USB thumb drive into a military
laptop at a US base in the Middle East. The drive contained sophis-
ticated malicious computer code, allegedly developed by Russia, that
uploaded itself onto a network run by US Central Command, which
oversees operations in Afghanistan and Iraq. This classified network
was “air-gapped”—that is, not connected to the rest of the Internet and
so thought to be protected from remote attacks. It was not immune,
however, to curiosity (or stupidity) or the desire for convenience. You
find a thumb drive, you wonder what’s on it, and you stick it into your
computer. Or, if you need to transfer large files between unconnected
networks, you use a thumb drive and thereby close the air gap. After
infecting one computer, the code downloaded itself to another thumb
drive, and the process started again. The breach was considered so
serious that Admiral Mike Mullen, chairman of the Joint Chiefs of
Staff, briefed both President George W. Bush and Defense Secretary
Robert M. Gates on the incident.'®

The response to the attack, an operation code-named “Buckshot
Yankee,” was a milestone in US cyber policy, laying the bureaucratic
groundwork for military power. The Joint Task Force—Global Network
Operations was responsible for defending the DoD networks, but in
the course of the operation DoD officials discovered that the NSA had
much of the technical capabilities to analyze, reverse engineer, and
stop the malware. To address this gap, the NSA merged with the mili-
tary side of cyber. This blending of offensive and defensive capabilities
with intelligence is central to how the United States thinks of cyber
power. In addition, the Pentagon elevated the role of cyber in the mili-
tary and created US Cyber Command.

In October 2014, several cybersecurity companies, along with
Google and US intelligence agencies, revealed sophisticated malware
that targeted NATO, the Organization for Security and Co-operation
in Europe, the governments of Hungary, Poland, and Georgia, the
European Commission, and European defense contractors. The tool,
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alternately called Sofacy, Sednit, or Sourface, encrypted stolen data
and sent it out through the e-mail server to avoid monitoring. Oper-
ating since 2007, the malware could change itself to avoid detection,
insert itself into a USB thumb drive to infect computers not connected
to the Internet, and stop itself running when it recognized that it had
been reverse engineered, a sign that it had been detected. Security
researchers found Russian-language settings within the program."”

THE UNITED STATES: COLLECT IT ALL

China spies. Russia spies. The United States, however, may be the
farthest-reaching, most invasive, and accomplished spy of the great
powers. Documents taken by Edward Snowden reveal the outcome of
the convergence of two phenomena: the global terrorist threat and the
evolution and pervasiveness of digital technologies.

AbpicTED TO DATA

The president and other policymakers (and their Chinese and Rus-
sian counterparts) have become addicted to data and as a result more
demanding of their intelligence agencies. Every day the president
receives an intelligence briefing, and up to 75 percent of the informa-
tion contained in the report comes from cyber spies, according to Mike
McConnell, director of national intelligence under President George
W. Bush. Moreover, the FBI, Department of Homeland Security, and
other customers want more access to secret intelligence.'

At the same time, there is now a wealth of digital information
available to the NSA and its main partner, the Government Commu-
nications Headquarters (GCHQ). Collecting information used to be
time-consuming and expensive. Intelligence agencies could only follow
and search the homes, tap the phones, and intercept the mail of a lim-
ited number of high-value targets. Now intelligence agencies can go to
Google, Facebook, and cell phone carriers and gather huge amounts
of data with little effort. Moreover, falling storage costs and rising com-
putational ability mean that the intelligence agencies can amass, store,
sort, and analyze data from large populations. Without much hyper-
bole, we can say that the NSA now has the ability not only to spy on
a suspect in Lahore, but to reap much of the Internet data that flows
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from Pakistan. The goal becomes, in the words of one PowerPoint slide
released by Snowden, “Collect it All,” “Process it All,” “Exploit it All,”
“Partner it All,” “Sniff it All,” and “Know it All.”

The United States has three means of accessing digital informa-
tion: establishment of legal authorities that compel technology com-
panies to create and retain the digital records of their customers and
to turn that data over to the state; interception and collection of data
made possible by the United States’ position at the center of the global
Internet; and computer exploitation and other “close access” efforts to
place vulnerabilities in servers, computers, and other devices.

Section 215 of the Patriot Act authorizes the NSA to collect the
metadata—the time and number but not the content—of millions
of phone calls within the United States. The data is stored and, with
a judge’s permission, can be analyzed for links to foreign terrorists.
Executive Order 12333, signed by President Ronald Reagan in 1981
and amended three times since, allows for collection of metadata and
content outside the United States for foreign intelligence purposes.
The data of US citizens collected “incidentally” can be retained. While
metadata does not contain private information, the holder who col-
lects enough of it will have a very good picture of what the user is
doing—perhaps better than could be gleaned from the content of a
few recorded phone calls.

Under a program known as PRISM, the NSA, with permission
from a secretive court established by the 1978 Foreign Intelligence Sur-
veillance Act (FISA), can request data on specific foreign individuals
from the major technology companies under a strict gag order. The
court comprises eleven judges appointed by the chief justice of the US
Supreme Court without any confirmation from the executive or legisla-
tive branches. Revisions to the law in 2008 allowed for mass acquisition
of data for the purpose of fighting terrorism or espionage. Collection
is limited to targets outside the United States, or, put another way, who
the NSA is 51 percent sure are not US citizens. In 2012, the FISA court
considered 1,856 NSA applications for electronic surveillance and
physical searches for “foreign intelligence purposes.” It denied none
but requested modifications on forty. In 2013, the government filed
1,655 cases; the court again denied none and requested modifications
on thirty-four.”
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The first news stories on PRISM portrayed the NSA as having a
direct line to company data and the companies as willing partners, but
there is no direct link, and there was considerable pushback. Yahoo,
for example, initially resisted participation in PRISM, arguing that the
requests required a warrant and were overly broad, violating the US
Constitution. The court ruled against the company, and Yahoo had to
comply with the demands or face fines of up to $250,000 a day.?

The PRISM program collects data “downstream,” or at the com-
panies themselves. Another slide released by Snowden suggests that
the NSA also actively gathers data “upstream,” targeting data travel-
ing on undersea cables and other communication infrastructure. The
NSA and GCHQ also reportedly tapped into the fiber-optic lines con-
necting Yahoo and Google data centers in an operation code-named
“MUSCULAR.” The companies have data centers in Europe, Asia,
and South and North America and can shift data from one center to
another on private cables to speed up services for users. Heat-sensitive
cameras, round-the-clock guards, and biometric verification of iden-
tities protect the centers themselves, but tapping the lines gave NSA
access to real-time data.”

These programs are the dragnet. The NSA has also allegedly
worked to undermine encryption. During the 1990s, encryption—the
use of mathematics to scramble and encode data—moved out of the
shadows and slowly shifted from the purview of governments and spy-
masters to commercial markets. Private companies started to develop
encryption of their own for use in online sales and other transactions.
It is now ubiquitous; we all see it when we visit a website and the pad-
lock appears in our browser’s URL bar. It protects credit cards, mobile
phone communications, and health records. But as these codes began
entering markets, the NSA and FBI started worrying about terrorists
and criminals “going dark,” using encryption to blind the seeing eye of
intelligence and police agencies. There were also national security con-
cerns that US companies might end up selling encryption technologies
to countries that the United States wanted to spy on.

In the ensuing debate, the NSA tried to extend its authority over
private and public cryptography, but Congress put the official power
in the hands of the National Institute of Standards and Technology
(NIST), the federal agency that works with the private sector to develop
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and define standards, technologies, and measurements. NIST, how-
ever, was not well positioned to go toe-to-toe with the NSA. NIST’s bud-
get, roughly $850 million in 2014, pales in comparison with the NSA’s,
estimated at $10.8 billion, as does its technical expertise. The NSA
threw its weight around and apparently tried to weaken encryption on
two fronts, by undermining the standards and mathematical processes
that are the basis of encryption and by inserting “backdoors”—hidden
vulnerabilities that let outsiders monitor a computer—into software
and hardware.

Encryption requires a random-number generator. The random
number makes it almost impossible for an attacker to know how a
message was encoded and thus makes it difficult to break. The NSA
and NIST promoted the use of a generator, Dual_EC_DRBG, which
computer science researchers thought insecure almost as soon as it
was publicized. In 2006 a number of papers showed the generator was
extremely slow, and in 2007 Dan Shumow and Niels Ferguson, com-
puter science researchers who worked for Microsoft, discovered that
Dual_EC appeared to come with a secret key that would allow some-
one to decrypt the code that it had helped create. Despite this and
other public warnings about its insecurity, NSA continued to vouch for
Dual _EC_DRBG and allegedly paid the cybersecurity company RSA
Security $10 million to include the algorithm in its popular BSAFE
software library, used to increase security in personal computers and
other products.*

The NSA also seems to have worked with software companies to
build access points into their products. It told companies in the late
1990s that if they wanted to export products, the NSA would have to
get a look at them first. According to documents released by Snowden,
the NSA forced transparency on technology companies through court
orders to hand over their encryption keys. Microsoft, for example,
allegedly helped the NSA gain access to web chats on the new Outlook
.com portal. In addition, the NSA targeted hardware. NSA technicians
introduced backdoors into intercepted routers and other pieces of
equipment, which were then repackaged and shipped to the custom-
ers. Leaked photos show a team carefully unwrapping the tape around
a Cisco router to implant a beacon. The NSA spends around $250 mil-

lion a year on these efforts to break encryption.*
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The NSA also relies on zero-day exploits. Before the Snowden dis-
closures, many security experts assumed the government was sitting on
zero days to use for attacks instead of sharing them with the public so
that vulnerabilities could be patched and the security of all improved.
A report produced about six months after the first Snowden revelations
revealed the assumption to be correct. Appointed by the president, the
members of the President’s Review Group on Intelligence and Com-
munications Technologies acknowledged that the government was
exploiting these vulnerabilities and argued in favor of disclosing them,
in most cases, to the public. The remaining zero days should only be
used for “high priority intelligence collection.”*

In April 2014, an unnamed government source told the New York
Times that President Obama had decided that most vulnerabilities
should be revealed, though a large loophole remained: sensitive zero
days could be stored for possible use for “a clear national security or
law enforcement need.” In a blog post explaining the White House
policy, Special Assistant to the President and Cybersecurity Coordina-
tor Michael Daniel struck a similar balance. While he argued that the
review process “is biased toward responsibly disclosing the vulnerabil-
ity,” Daniel described the national security benefits to holding on to
some zero days. “Disclosing a vulnerability can mean that we forego an
opportunity to collect crucial intelligence that could thwart a terrorist
attack, stop the theft of our nation’s intellectual property, or even dis-
cover more dangerous vulnerabilities that are being used by hackers or
other adversaries to exploit our networks.”*

Daniel insisted in an interview with Wired that the NSA was not sit-
ting on a large number of zero days. “The idea that we have these vast
stockpiles of vulnerabilities stored up—you know, Raiders of the Lost Ark
style—is just not accurate.” But the NSA is thought to be perhaps the
largest purchaser of zero days from defense contractors, information
security firms, and individual researchers. Vupen, a French security
firm, sold exploits under a subscription plan. The NSA reportedly has
2,000 zero days on hand designed for China alone and in 2013 spent
$25 million on software vulnerabilities from private contractors. Vast
may mean different things to different people, and it seems certain
that the US government retains a significant number of zero days for
national security reasons.*
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THE NSA’s ENGINEERING FEAT: HACKING HARDWARE

Undermining encryption, installing backdoors, and buying zero days
rends the fabric of trust that is the basis of the Internet, heightens US
companies’ suspicion, and drives a wedge between Silicon Valley and
Washington. The United States also conducts more focused cyber espi-
onage on friends, enemies, and potential adversaries. Given the global
nature of US security interests, it appears that almost every country,
except the members of the Five Eyes alliance—the intelligence-sharing
agreement among Australia, Canada, New Zealand, the United King-
dom, and the United States—is a potential NSA target. Within the
National Security Agency, the Tailored Access Operations (TAO)
group is the top operational unit, designing custom-fit implants and
gaining access to the hardest targets. TAO specialists reportedly
broke into and read e-mails sent over BlackBerry’s supposedly safely
encrypted e-mail servers. By the end of 2013, according to a report
in the Washington Post, the NSA controlled at least 85,000 implants in
machines around the world. The budget for this program, code-named
“GENIE,” totaled $625 million and resulted, according to one former
government official, in the NSA having access to 2 petabytes of data
an hour, or nearly 2.1 million gigabytes, the equivalent of hundreds of
millions of pages of text.?”

The United States also apparently has developed its own malware.
Flame targeted approximately 1,000 computers in Iran, Sudan, and the
Middle East. At twenty megabytes, Flame was much larger than other
malware and twice as large as Stuxnet, was designed to work for a lim-
ited time in a limited geographical region, and contained some of the
same code as Stuxnet. Set loose sometime in 2006, the malware was
modular, meaning that its designers could add functionality as time
went on. One module called Shredder instructed a breached computer
to remove all traces of the infection, one stole documents, another
recorded key strokes and screen shots, and still another used Blue-
tooth to filch data and audio from smartphones or other Bluetooth-
enabled devices in the vicinity. An additional module connected to
Flame, Wiper, erased data and forced Iran to disconnect networks at
the oil ministry and the Kharg Island oil terminal.*®

In 2015, Kaspersky Labs exposed a spy ring it called the Equation
Group for its strong reliance on encryption and other obfuscation
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techniques. The details and techniques of the operations revealed
patience, an impressive level of skill, and a huge budget. The group tar-
geted at least forty-two countries, with Afghanistan, India, Iran, Mali,
Pakistan, Russia, and Syria at the top of the list. Most impressively, the
group hid spyware deep within hard drives made by Western Digital,
Seagate, Toshiba, and other manufacturers. Hiding malware deep in
the firmware, in a hard drive’s operating system, which launches every
time the computer is turned on, was a real engineering feat. The mal-
ware created a secret vault that could survive the wiping and reformat-
ting of the drive. In effect, the infection was impossible to remove.
Although Kaspersky Labs did not come out and say who it thought was
behind the Equation Group, a former NSA employee confirmed that
the spyware was one of the agency’s most highly prized programs.*

The United States has impressive capabilities, many derived from
its position at the center of the Internet and the strength of its technol-
ogy sector. Building, launching, and maintaining spy satellites, planes,
and ships to conduct signals intelligence is expensive. During the Cold
War, the United States conducted risky operations to tap submarine
cables in the Barents Sea and the Sea of Okhotsk. Deep-sea divers,
entering the water from nuclear subs, attached listening pods that
recorded magnetic waves from the cables. The competition between
the United States and the Soviet Union to develop surveillance and
spying technologies spurred each to new heights. China and other
states fell behind.*

Economic EspioNAGE: CHINA IN A CATEGORY ALL ITs OwWN

The diffusion of communication technologies has radically remade
spying. Computer networks allow technologically inferior countries,
small states, and even individuals to conduct surveillance operations
that were once solely the purview of big states. The development of
cyber espionage tools and the movement of information online has
somewhat leveled the field. Cell phones and computers are now ubiqui-
tous, and so countries no longer need the capability to build and deploy
bugging devices globally. In 2013 and 2014, security firms revealed sev-
eral Iranian campaigns, one that controlled 16,000 systems located in
the United Kingdom, the United States, and other locations around
the world and another that breached the networks of airlines, energy
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companies, defense firms, and the US Navy—Marine Corps intranet. As
Alex Karp, CEO of Palantir Technologies, put it, “Software and tech-
nology has democratized espionage.”®

The democratization of spying is more than a national security
concern. Since much cyber espionage targets commercial secrets,
business plans, research results, and other intellectual property, it is
a steady strain on our national economic health. Many countries are
perpetrators. The Office of the National Counterintelligence Execu-
tive (ONCIX) names France, Israel, and Russia, among others, as states
collecting economic information and technology from US companies.
During the 1980s and 1990s, Air France’s business class seats were
rumored to be bugged, and Pierre Marion, former director of France’s
Directorate-General for External Security, said with regard to spying
on the United States, “In economics, we are competitors, not allies.”*?

But the ONCIX places China in a category all its own: “Chinese
actors are the world’s most active and persistent perpetrators of eco-
nomic espionage.” China is so relentless because it does not want to
get caught in a technology trap, where Chinese producers dominate
the labor-intensive, low-value end of production and continue paying
expensive royalties to European, Japanese, and US patent owners. If
Chinese companies continue to rely on technology from outsiders, in
the view of the Global Times newspaper, part of the Communist Party—
run People’s Daily Group, they run the risk of “perpetually remaining
second-tier manufacturing specialists that lack the innovation needed
to become true global technology leaders.”**

In support of the move from “made in China” to “invented in
China,” Beijing has committed significant resources to science and
technology. The twenty-year plan for science and technology develop-
ment envisions China becoming an “innovative nation” by 2020 and a
“global scientific power” by 2050. Scientific R&D funding has increased
by 12 to 20 percent annually for each of the last twenty years, and China
passed Japan in 2010 as the world’s second-largest spender on R&D. Of
all degrees awarded by Chinese universities in 2011, 41 percent were in
science, technology, engineering, or math, almost three times the rate
in the United States. Chinese scientists now stand behind only their US
colleagues in the number of science and technology journal articles
published annually and will likely overtake them within a few years.
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But Beijing is displeased, or at the least impatient, with the quan-
tity and quality of innovation produced by this staggering investment.
In addition, a sense of historical grievance, at least among some Chi-
nese policymakers, derives not only from the history of aggression by
European imperial powers and Japan, known as the century of humil-
iations, but also from Western efforts to deprive China of access to
critical technologies during the Cold War and after the Tiananmen
Square massacre. As a result, covert efforts—industrial espionage
directed at high-technology and advanced manufacturing companies
to raise economic competitiveness—accompany the overt science and
technology programs.

Much of this is old-fashioned industrial spying, people walking out
the door with secrets. In the case of American Superconductor, which
developed software that controls the flow of electricity from wind tur-
bines, an employee allegedly stole source code and helped Sinovel Wind
develop a copy. The Chinese firm, the largest manufacturer of wind
turbines in China, offered the employee a $1.7 million contract, an
apartment in Beijing, and “girlfriends.” Once Sinovel had access to the
source code, it no longer needed to do business with American Super-
conductor. It stopped making purchases, and American Superconduc-
tor soon had to announce it had lost its biggest customer, responsible
for close to $210 million in revenue. In other cases, employees have
sold to Chinese firms the secrets of the white pigment chloride-route
titanium dioxide developed by DuPont, files from Motorola Solutions,
and the chlorinated polyethylene process from Dow. In May 2015, the
Department of Justice indicted six Chinese professors and engineers
for stealing microelectronic designs on behalf of Beijing.**

The relationship between cyber and traditional commercial spying
mirrors that between cyber and traditional political espionage: it is
easier, happens at a much greater pace, and produces a greater haul.
In 1791 Treasury Secretary Alexander Hamilton proposed to Congress
a scheme to offer money and other inducements to British engineers,
German mechanists, and the like to move to America in order to
increase the “extent of valuable acquisitions to the population, arts,
and industry.” Japanese engineer Iwama Kazuo helped Sony build its
first transistor in 1954 by sending letters filled with technical details
he had observed on the factory floor or gathered in conversation with
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his counterparts from Western Electric. Industrial age espionage hap-
pened over years and decades; cyber espionage takes place over hours
and days.

Two Kinps oF CoMPANIES
Cybersecurity experts often quip that there are two kinds of compa-
nies: those that have been hacked and those that do not know it yet.
A third party, often law enforcement, discovers somewhere between
70 and 80 percent of data breaches. In 2013, federal agents, often the
FBI, notified more than 3,000 US companies that their computer sys-
tems had been hacked. Many victims do not have a sense of the threat,
why they are attractive targets, or what valuable data they have stored.
They fail to monitor their own networks and so do not see what comes
in and goes out. According to Mandiant, attackers were present on
a victim’s network an average of 205 days before being discovered (a
drop of only 24 days from 229 in 2013 and an additional 14 from 243 in
2012). One attacker was in a network for six years and three months.*
Even if aware of a hack, companies have few incentives to go public
with the knowledge. According to a Bloomberg News report, in March
2009 the FBI informed Coca-Cola that it had been hacked. The attack-
ers stole sensitive files related to the planned $2.4 billion acquisition of
China Huiyuan Juice Group. The deal collapsed, and Coca-Cola never
publicly disclosed the loss of information. While Coca-Cola’s reticence
may have been China specific, driven by fear that that the Chinese gov-
ernment would punish the company for going public, most CEOs are
allergic to disclosures that can damage stock prices or reputations.*®
Unlike hacks involving credit cards, Social Security numbers, and
other personal data, which companies must report under state breach
laws, commercial firms face few legal requirements to disclose the
theft of intellectual property. Federal securities law requires compa-
nies to report “material” risks that could affect investment decisions,
but the term is vague enough that many do not know how to relate it
to cyber threats or simply choose not to report. One study found that
nearly 40 percent of Fortune 500 companies failed to disclose cyberat-
tacks in their public filings. In October 2011, in order to create more
transparency, the Securities and Exchange Commission issued new

guidelines on how and when publicly traded companies should report
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hacking incidents and cybersecurity threats, but a Reuters investiga-
tion of 2,000 filings found that most companies adopted “boilerplate”
language to describe the events and risks, and some hacked companies
did not even do that.”’

Even with this reluctance to disclose, the list of US companies
reportedly hacked is long: Adobe, Boston Scientific, ConocoPhillips,
Disney, Dow Chemical, DuPont, ExxonMobil, General Dynamics, Gen-
eral Electric, Google, Intel, Johnson & Johnson, Juniper Networks,
Marathon Oil, Sony, Symantec, and Yahoo, to name just a few. Hack-
ers looking for corporate secrets, business strategies, and intellectual
property have also targeted small, tech-driven start-ups and law firms.

China-based hackers are not interested only in American technol-
ogy. The intelligence services of Germany and Britain warned busi-
nesses in their respective countries of the threat of Chinese hacking.
Stefan Kaller, head of the department in charge of cybersecurity at
the German Interior Ministry, told a meeting of European law enforce-
ment agencies, “Seventy percent of all major German companies are
threatened or affected” by cyberattacks. The British internal intelli-
gence service, MI5, reportedly warned of PLA and Ministry of Public
Security officers socializing with British business people at conferences
and trade fairs and giving them cameras and thumb drives containing
malware that could enable remote access to the recipients’ computers.*

WHAT IT ALL CosTs

The strategic impact of cyber espionage on US (or German or Brit-
ish) competitiveness is unknown, and assessments have varied widely.
Or as ONCIX has put it, estimates from the academic literature on
the losses “range so widely as to be meaningless—from $2 billion to
$400 billion or more a year.” When he called such theft the “greatest
transfer of wealth in history,” former NSA head General Keith Alex-
ander estimated the actual cost to US companies at $250 billion in
stolen information and another $114 billion in related expenses. A
2013 private commission, chaired by Dennis Blair, former director of
national intelligence, and Jon Huntsman, former ambassador to China
and Republican presidential candidate, argued that the annual “losses
are likely to be comparable to the current annual level of U.S. exports
to Asia—over $300 billion.” A study by the Center for Strategic and
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International Studies and cybersecurity firm McAfee estimates the cost
to the entire global economy of all cyber theft, including the theft of
intellectual property and crimes like bank fraud and credit card scams,
to be over $400 billion annually. The same study estimated costs to the
US economy to be around 0.64 percent of gross domestic product.*

The failure of companies to report breaches makes it difficult to
develop a clear metric of what the costs really are. Much of the data
on intrusions comes from surveys with the victims self-reporting the
degree of damage. Damage might mean the cost of developing the
stolen information or loss of future revenues and profits. Security
firms that benefit from the perception of hacking as a widespread and
serious problem often conduct these same surveys. In addition, it is
extremely difficult to estimate the value of stolen intellectual property.
Should it be valued based on the investment in R&D or the product’s
potential market share?*’

There is also a question of how important the theft is to Chinese
innovation. What is China doing with all of the intellectual property it
is stealing, and should we not start to see it paying off in more competi-
tive Chinese companies? It is not obvious how much of the stolen infor-
mation Chinese firms will actually be able to use. Converting it into a
finished product and economic gain often requires a great deal of tacit
knowledge not contained in a blueprint or database.

The one public case in which a firm seems to have suffered irrevo-
cable damage is the hacking of telecommunications equipment man-
ufacturer Nortel, which may have spanned ten years. Hackers stole the
passwords of top executives, including the chief executive, and exfil-
trated R&D reports, business plans, and employee e-mails. Brian Shields,
former senior systems security adviser at Nortel, told the Canadian
Broadcasting Company that Chinese hacking was a “considerable factor”
in the company’s collapse. “When they see what your business plans are,
that’s a huge advantage. It’s unfair business practices that really bring
down a company of this size.” At the same time, Nortel’s problems pre-
dated the hacking. It first missed sales targets in November 2000, and by
2002 half of the company’s 90,000 workers had been laid off.*!

It is also important to consider how much technology is already
lost through legitimate technology transfers, indigenous innovation,
and other policies designed to force technology transfer, and China’s
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failure to protect intellectual property rights. Is the damage from
cyber espionage significantly greater? GE reportedly lost technology
to China-based hackers, but whether it was worth more or less than
the technology GE voluntarily transferred to the Chinese state-owned
enterprise involved in an avionics joint venture is unclear.

NAMING AND SHAMING

Fully measuring the costs of the theft may be difficult, but policy-
makers and business officials take it seriously all the same, especially
when it infringes on the potential for innovation. For years, the tar-
geting of Canada’s energy and natural resource companies, including
PotashCorp and Telvent, was an open secret. Canadian officials said
little. But in July 2014, Corinne Charette, Canada’s chief information
officer, announced that a “highly sophisticated Chinese state-spon-
sored actor” managed to hack into the computer systems at Canada’s
National Research Council, the government’s premier science and
technology research organization. Foreign Affairs Minister John Baird
had a “full and frank” discussion about the issue with his Chinese
counterpart, Wang Yi. The July announcement was the first time the
Canadian government explicitly accused China of cyber theft.**

Naming and shaming became the center of the US response to
Chinese cyber espionage. Until 2013, Washington had been reluctant
to name China directly. The sequence of events went something like
this: The media would report the hacking of a US company and then
quote an unnamed official who would say that the sophistication of the
attack suggested nation-state backing. The official would not speculate
on the record which state it might be, and so the reporter would call
me or one of my colleagues at another think tank, and we would say,
“It was China.”

The hesitancy of US officials to name China directly in part
stemmed from an unwillingness to risk the larger bilateral relation-
ship. Washington needed (and continues to require) Beijing’s coop-
eration to deal with numerous difficult challenges, including climate
change, the global recession, and North Korea’s and Iran’s nuclear
programs. Some also may have hoped that an overall good working
relationship would be useful in convincing Beijing to ratchet down the
pace of attacks.
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More to the point, however, the United States feared that it could
not provide proof of Chinese cyber espionage without disclosing its
own capabilities. In September 2011, at a lunch with a senior US gov-
ernment official working on China, I asked why the United States did
not respond more vocally and visibly to Chinese attacks. Obviously
annoyed by the suggestion that Washington was making cyber issues
less of a priority compared to the pursuit of other goals, he argued
that it was difficult to present evidence of Chinese hacking without
revealing American capabilities. He also told me I had no idea of the
types of signal intelligence he was privy to on China. The implication
was that the United States got as much as, if not more, from hacking
China as the Chinese did from hacking the United States.

A 2011 report released by Snowden states that the NSA is able to
“tap into Chinese SIGINT [signals intelligence, the intelligence gath-
ered from electronic signals transmitted from communications sys-
tems, radars, and weapons systems] collection,” and another report
showed the NSA infiltrating the computer of a high-ranking Chinese
military official and accessing information regarding targets in the US
government. One slide described the NSA exploiting five computers
used by Chinese hackers and even tracked a bill for renting websites
and other hacking infrastructure to the Third Department of the PLA’s
General Staff Department, a unit responsible for SIGINT operations.*

Sometime in 2013, however, the calculus on public disclosure
changed, and I, along with the other think tankers, was cut out of the
loop. Government officials began calling out the Chinese government
and military. In February 2013, cybersecurity firm Mandiant released
a report contending that Unit 61398 of the PLA was behind attacks on
141 companies, including 115 in the United States. Around the same
time, the Department of Homeland Security provided Internet ser-
vice providers with the Internet addresses of hacking groups in China.
In March 2013, National Security Advisor Tom Donilon spoke of the
“serious concerns about sophisticated, targeted theft of confidential
business information and proprietary technologies through cyber
intrusions emanating from China on an unprecedented scale.” Two
months later, the Defense Department went further and, in a sharp
break from the past, ascribed blame for cyberattacks to the Chinese

government and military, saying, “Numerous computer systems around
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the world, including those owned by the U.S. government, continued
to be targeted for intrusions, some of which appear to be attributable
directly to the Chinese government and military.”**

When President Barack Obama and President Xi Jinping met for a
two-day “shirt sleeve” summit in California in June 2013, in his public
comments President Obama spoke diplomatically, noting that cyber
espionage was not unique to the US-Chinese relationship. Privately,
Obama was more forceful, warning Xi that the hacking could severely
damage the bilateral relationship.*

Naming and shaming put cyber on the summit agenda but had
little effect on Beijing. Not surprisingly, the Chinese denied respon-
sibility for cyber espionage. President Xi suggested the presence of
cybersecurity on the agenda resulted in part from “increased media
coverage” and noted that China was also a victim. In response to US
claims, Chinese sources listed the Internet protocol addresses for the
attacks against China, with the majority originating from Japan, the
United States, and South Korea.

Soon after the summit ended, Snowden revealed himself in Hong
Kong as the source of the NSA leaks. He also told the local press that
the NSA had hacked mainland Chinese targets, including universi-
ties and telecommunications companies. The Chinese press quickly
jumped on the allegations, highlighting the perceived hypocrisy of the
US government’s claims about China. By the end of the year, state-
owned media were referring to the United States as “the real hacking
empire” and the “matrix.” Much of the air went out of the US cam-
paign. While Treasury Secretary Jack Lew and National Security Advi-
sor Susan Rice mentioned cyber espionage in some public speeches,
there was little doubt that the revelations had, at least temporarily, viti-
ated the diplomatic pressure on Beijing.

Even as the naming and shaming was happening, many wondered
what the US government would do if (and when) the strategy proved
ineffective. After being named responsible for the New York Times hack
in February 2013, Unit 61398 temporarily curtailed its activities. Yet
other groups seemed to pick up the slack, and the overall level of cyber
espionage stayed the same. The Chinese government kept up a steady
stream of denials, counteraccusations, and claims of victimhood. More-

over, by September, Unit 61398 was back in the game again, hacking
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at its previous rate. Throughout these months, members of Congress
searched for ways to raise the cost to China by pursuing a trade case in
the World Trade Organization, levying economic sanctions and travel
restrictions on individuals or entities suspected of conducting cyber
espionage, and blocking Chinese companies that benefited from espi-
onage from US markets.

The Obama administration’s next step was the indictment of Ugly-
Gorilla and the other PLA hackers. The wanted posters printed by the
Justice Department may have looked good on TV, and the indictment
may have signaled to Beijing that Washington still took the issue seri-
ously, but the gestures were merely symbolic. The hackers will never
see the inside of a US courtroom, and Beijing will certainly never
cooperate in the investigation. An editorial in the Wall Street Journal,
arguing that the indictments will accomplish little, called them “useful
as a way to educate the public about the growing espionage threat.”®

A larger sense of futility with the US effort stems from the prob-
lem of definitions. The United States wants to stop attacks on private
industry resulting in intellectual property theft but leave the NSA free
to conduct political and military espionage. President Obama, for
example, distinguished between good and bad hacking: “Every coun-
try in the world, large and small, engages in intelligence gathering. . . .
There is a big difference between China wanting to figure out how can
they find out what my talking points are when I'm meeting with the
Japanese which is standard . . . and a hacker directly connected with
the Chinese government or the Chinese military breaking into Apple’s
software systems to see if they can obtain the designs for the latest
Apple product. That’s theft. And we can’t tolerate that.” In essence,
the United States would like to limit Chinese pilfering of intellectual
property from American companies but is not particularly interested
in any discussions that might constrain US intelligence gathering in
cyberspace. As General Michael Hayden, former director of the CIA
and NSA, put it: ““You spy, we spy, but you just steal the wrong stuff’
That’s a hard conversation.”’

This distinction raises at least two problems. First, others are
unlikely to believe that the United States does not spy for economic
reasons. Snowden asserted that the United States was spying on Swiss

banks, Chinese telecoms, European trade negotiators, and Petrobras,
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the Brazilian energy company. Wikil.eaks posted documents in June
2015 alleging that the NSA intercepted the communications of French
corporations for deals over $200 million in telecommunications, elec-
trical generation, gas, oil, nuclear and renewable energy, and environ-
mental and health-care technologies. Officials have admitted that the
United States might spy on trade negotiators for national economic
interest. They distinguish between gathering strategic economic intel-
ligence for policymakers and giving intelligence to a private firm. In
a public statement, Director of National Intelligence James Clapper
insisted that these types of activities were designed to enhance security
and protect national interests; the intelligence community does not
steal “trade secrets of foreign companies on behalf of—or give intelli-
gence we collect to—U.S. companies.” The line between national inter-
est and helping companies in the aggregate, on the one hand, and
stealing trade secrets for specific companies, on the other, looks pretty
thin to the rest of the world.*®

Second, many states, especially those like China that have devel-
oped a form of state capitalism at home, do not see a difference
between public and private actors. Chinese firms are part of an effort
to modernize the country and build comprehensive power, no matter
whether they are private or state owned. Stealing for their benefit is for
the benefit of the nation.

The fallout from the indictments has come to look like a digital
trade war. Chinese policymakers have long believed that US technol-
ogy products have backdoors that allow the United States to bypass
security protections and directly access data. In 2003, to assuage secu-
rity concerns, Microsoft shared part of the Windows source code with
China and fifty-nine other countries, and China has promoted Linux
products over Microsoft ones for at least a decade to promote local
competitors and boost security. Linux is open-source, which means the
code is available to all.

In 2008, Microsoft unintentionally heightened Chinese distrust
when it created a program that temporarily blackened computer
screens on detecting a pirated version of Windows. The blackout screen
could be turned off but returned every hour with a reminder to buy
legitimate products. The intrusion incensed Chinese users, and many
Chinese policymakers suddenly faced the unpleasant truth that a US
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company was controlling computers inside their country. Writing sev-
eral years after the screens had gone black, Tang Lan, an information
security expert at the China Institute of Contemporary International
Relations, argued that the incident “exposed China’s online vulnera-
bility to high-tech intrusion from overseas.”

According to an April 2012 article in Qutlook Weekly, 90 percent
of China’s microchips, components, network equipment, commu-
nications standards, and protocols, as well as 65 percent of firewalls,
encryption technologies, and ten other types of information security
products, rely on imported technology. Foreign producers also domi-
nate the market for programmable logic controllers—devices used to
control manufacturing and other industrial processes. As a result, an
article in the military newspaper China Defense asserted, “all core tech-
nologies are basically in the hands of U.S. companies, and this pro-
vides perfect conditions for the U.S. military to carry out cyber warfare
and cyber deterrence.”

In the wake of the Snowden revelations and the PLA indictments,
Beijing increased its focus on the security of the products it purchased
from Microsoft and others. China Economic Weekly, owned by the Com-
munist Party’s official newspaper, People’s Daily, ran the headline “He’s
Watching You” under the image of a helmeted head from a World War
II-era US propaganda poster but inscribed with the NSA logo. The
article warned of “eight guardian warriors”—Cisco, IBM, Microsoft,
Oracle, Intel, Qualcomm, Apple, and Google—that “have seamlessly
infiltrated China.”!

Many of these companies would soon find Chinese policymak-
ers throwing up new barriers to doing business in China. Banks were
encouraged to swap out IBM servers for Inspur, a local brand, and gov-
ernment workers in a northeastern city replaced Microsoft Windows
with NeoKylin, a China-developed operating system. Chinese officials
in Shanghai and other cities were told to ditch their Apple iPhones for
Huawei phones. After photos circulated on the web of Peng Liyuan,
China’s First Lady, taking pictures with an iPhone 5 on a trip to Mex-
ico, she was seen a year later with a Nubia, a handset made by the Chi-
nese firm ZTE.™

Along with the push for local technology alternatives came aggres-
sive investigations of Qualcomm and Microsoft by Chinese regulators.
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The National Development and Reform Commission scrutinized
Qualcomm for over a year for allegedly abusing its market position
and overcharging local handset manufacturers for use of its patents.
In July and August 2014, roughly one hundred regulators from the
State Administration for Industry and Commerce raided Microsoft’s
offices in Beijing, Shanghai, Guangzhou, Chengdu, Liaoning, Fujian,
and Hubei. Despite the relatively small size of its official business in
China, Microsoft was charged with violating antitrust regulations for
bundling its Windows operating software with Microsoft Office and for
incompatibility issues with other software.?

Just in case the investigations did not send the message clearly
enough, China began hacking foreign companies. During the rollout
of the new iPhone 6 in October 2014, Chinese consumers who thought
they were using iCloud, Apple’s online storage service, confronted
what is known as a man-in-the-middle attack; attackers managed to
decrypt the communication between the user and the iCloud server
and put themselves between two parties who believed they were talking
to each other over an encrypted channel. Because the attack came
from servers that only the government or state-owned telecommuni-
cations companies could access, the Chinese authorities were widely
believed to be involved. The hack probably signaled China’s displea-
sure with the iPhone’s new encryption methods, which would make
data on the phone unreadable to anyone but the user, including Apple
and the government.

Then, in January 2015, things got even worse. The seemingly indi-
vidual response of specific ministries and local governments became a
blanket threat to foreign companies doing business in China. Beijing
circulated regulations that would force foreign technology companies
supplying Chinese banks and other critical sectors to turn over secret
source code, submit to invasive audits, and build backdoors into hard-
ware and software. According to the draft, 75 percent of technology
products used by banks had to be classified as “secure and control-
lable” by 2019, and the end result would be a “cybersecurity review
regime” to assess all Internet and information technology products
across the economy. Alarm among US technology firms ran so high
that eighteen business associations sent a letter to Xi Jinping and mem-
bers of the Central Leading Group for Cyberspace Affairs, arguing
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that only “commitment to an open market and global trade” could
achieve the technological innovation needed to protect against bad
actors. The banking regulations were suspended, but on July 1, 2015,
the National People’s Congress passed a new law calling for a national
security review of the technology industry and foreign investment.>*

Chinese officials justified the acceleration and intensification of
pressure on US firms by pointing to the Snowden revelations and to
what they saw as the similar actions of the US government in blocking
market access to Chinese companies. Most of the US efforts and the
Chinese pique have centered on Huawei, the largest telecommunica-
tions equipment manufacturer in the world. While it has built up a
fairly robust business in second-tier markets, supplying providers like
LEAP Wireless and Clearwire, it has been blocked from a number of
larger deals in the United States that would have opened America’s
Internet backbone up to Huawei products. Bill Bishop, an American
observer of Chinese technology and social media, calls what the Chi-
nese government has done to US technology companies “being Hua-
wel’d”—that is, being cast as suspicious and shut out of the market. As
one senior Chinese Foreign Ministry official told me, “If you do this to
Huawei, what do you expect us to do?”*

For some Chinese policymakers, the issue is not just tit for tat. The
United States’ apprehension about the alleged security threat posed
by Huawei in itself proves that foreign companies are a danger. The
United States was so far ahead of China, the thinking went, that if
Washington was hesitant to have foreign suppliers in their computer
and telecommunication networks, then there must really be something
to worry about.

Ren Zhengfei, a PLA engineer who had been demobilized, founded
Huawei in Shenzhen in 1987. The company originally sold equipment
imported from Hong Kong and, excluded from coastal markets reserved
for more connected companies, sold its own products in the poorer,
more rugged Chinese interior. It applied this strategy of “using the coun-
tryside to encircle the cities,” borrowed from Mao Tse-tung’s strategy
of guerrilla war, in developing markets as well. In Africa, for example,
Huawei sold products for 5 to 15 percent less than Ericsson and Nokia
Siemens and supplied all of the services—engineering, tower and base
construction, and networks supplies—that telecoms demanded. The
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company slowly moved into more developed markets in Europe. Huawei
has filed for over 49,000 patents and employs more than 120,000 people;
total revenues topped $38 billion in 2013. In order to remain techno-
logically competitive, it has established twenty R&D centers around the
world, including in Bangalore, Dallas, and Santa Clara.”

Other controversies have surrounded the company. Cisco and
Motorola sued the company for allegedly stealing software designs and
infringing on patents. The company claims it has no connections to the
Chinese government, but it has participated in numerous government
infrastructure plans and received R&D and financial support from
policy banks like the China Development Bank. The security angle,
however, has been the darkest cloud hanging over the company. Hua-
wei has vociferously denied colluding with the Chinese government.
As the company’s US spokesman Bill Plummer said in 2012, “Huawei
is a $32 billion independent multinational that would not jeopardize
its success or the integrity of its customers’ networks for any govern-
ment or third party. Ever.” Asked if the Chinese government had ever
requested assistance in intelligence gathering, Ren responded, “There
is no way we can penetrate into other people’s systems, and we have
never been asked to do so.” “Why would I want to take someone’s
data?” Ren asked. “Who would give me money for it?”>’

A widely quoted 2005 study by RAND scholars, however, argued
that Huawei had links to the Chinese military. According to the report,
Huawei helped the PLA replace its antiquated analog communication
system with digital communications via fiber-optic cable, satellite,
microwave, and encrypted high-frequency radio. A 2012 congressional
study came to a similar, if heavily qualified and circumstantial, con-
clusion: “The combination of recent infusions of cash, regular appear-
ances at PLA defense industry events, and working relationship with
various government research institutes on projects with dual use appli-
cations suggests that an ongoing relationship between Huawei and the
Chinese military and Chinese political leadership may exist.” Repeated
assurances from Ren and other executives of the company’s indepen-
dence have landed on deaf ears. I was once at a conference of Chinese
and American experts on Chinese technology development at which
every American was as confident that Huawei some had connections
to the PLA as every Chinese was sure that it did not. Other US security
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analysts worry that even if Huawei is an independent, private company,
once it gained access to strategic networks through commercial bid-
ding, it would not be able to refuse demands from the PLA or the Min-
istry of State Security for access to the communication infrastructure.”
The lack of trust in Huawei has limited its business opportunities
in the United States. Government officials opposed a bid from Huawei
and Bain Capital to buy 3Com, a computer equipment maker, in 2008.
A year later US objections derailed Huawei’s efforts to buy patents and
hire employees from a computer-services company, 3Leaf. In 2010 then
commerce secretary Gary Locke called the head of Sprint Nextel to
express “deep concerns” that Huawei might win a contract to upgrade
the mobile phone carrier’s network. Sprint Nextel instead awarded the
contract to companies from France, Sweden, and South Korea.™
Suspicion of Huawei ran so high that the NSA reportedly cre-
ated backdoors into the company’s equipment. A project code-named
“SHOTGIANT” attempted not only to find connections between the
company and the PLA but also to conduct surveillance on countries
that normally avoid buying US technology products, according to doc-
uments released by Snowden and published by the New York Times and
Der Spiegel. “If we can determine the company’s plans and intentions,”
an analyst wrote, “we hope that this will lead us back to the plans and
intentions of the PRC.” It is unknown what the NSA discovered.®
Huawei’s problems were not limited to the United States. The
Indian Department of Telecom told mobile operators not to import
Huawei equipment, and Australia blocked its participation in a
national broadband network. After senior British intelligence offi-
cials expressed concern about Huawei gear in the national network,
the company established a unit in 2010, overseen by a former head
of GCHQ), to inspect equipment before installation. Situated outside
Banbury, Oxfordshire, the Cyber Security Evaluation Center is staffed
and funded by Huawei. In 2013, after a parliamentary committee
raised concerns about the independence of the center, the government
announced that it would increase GCHQ oversight and that the intelli-
gence agency would direct all senior appointments. A follow-up report,
issued in March 2015, found the evaluations to be consistently of high
quality and that the center operated with “sufficient independence

from Huawei headquarters and any other body.”®!
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In November 2011, the US House Select Intelligence Committee,
chaired by Mike Rogers, started an investigation of the threat posed
to US cybersecurity by Huawei and ZTE, another Chinese telecom-
munications company headquartered in Shenzhen. Huawei executives,
including Ren Zhengfei, traveled to Hong Kong to answer questions
from the committee. The final report was thin on details and filled
with complaints about the Chinese firms’ refusal to answer the commit-
tee’s questions or their contradictory and confusing responses. Huawei
did not do itself any favors in its testimony. During one hearing, for
example, Charles Ding, corporate senior vice president and Huawei’s
representative to the United States, claimed he had no knowledge of
the term “national champion,” which describes companies given finan-
cial and other support by the government because of their strategic
importance to the economy. Since Huawei itself had earlier provided a
slide using the term, the committee did not find Ding credible.®

While the Select Intelligence Committee referred to a classified
annex that “provides significantly more information,” the actual report
provided no direct evidence of spying. Most of the security vulnera-
bilities it highlighted about Huawei applied also to Cisco, Juniper, or
any other company that manufactures in China. Still, the report con-
cluded that Huawei and ZTE “cannot be trusted to be free of foreign
state influence” and must be blocked from “acquisitions, takeovers, or

mergers” in the United States.

States rarely attack in cyberspace, but they almost always spy. Espi-
onage is as pernicious as it is pervasive. In pursuit of information for
political, strategic, and economic gain, states are more than willing to
undermine the trust required for the Internet to function.

Spying used to have a relatively low impact on foreign relations.
Moscow, London, and Washington followed a set of unstated rules on
how to treat each other’s intelligence agents, sometimes expelling dip-
lomats after a dramatic incident or when spying reached unacceptable
levels. In September 1971, for example, after a defector revealed plans
for a sabotage campaign in the United Kingdom, Britain expelled
ninety Soviet diplomats and did not allow fifteen already outside the
country to return. London announced that it would not prepare for
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the European Security Conference proposed by the Soviet Union until
the crisis was resolved. But this type of diplomatic break was the excep-
tion; espionage was kept out of the public eye.

The idea of PNG’ing a person—declaring a diplomat persona non
grata—and sweeping the fallout from espionage under the rug looks
quaint today. By the time President Obama welcomed President Xi to
the White House for a state dinner in September 2015, cyber espio-
nage was at the top of the diplomatic agenda. In the weeks before the
meeting, officials suggested that the United States would sanction Chi-
nese individuals or entities that benefited from cyber theft, and a num-
ber of presidential hopefuls called for Obama to cancel the summit or
downgrade it to a working meeting.

The threat of sanction appeared to rattle China. At the conclusion
of the summit, the United States claimed that the two sides had agreed
that “neither country’s government will conduct or knowingly support
cyber-enabled theft of intellectual property, including trade secrets
or other confidential business information, with the intent of provid-
ing competitive advantages to companies or commercial sectors.” It
remains to be seen if China will follow up on the agreement or if it will
rely more on hacking groups, criminals, and other proxies that allow it
to deny that it “knowingly supported” cyber espionage. Only days after
President Xi had left Washington, Director of National Intelligence
James Clapper, asked by Senator John McCain whether he was optimis-
tic about the agreement, responded, “I personally am somewhat of a
skeptic. It will be our responsibility to look for the presence or absence
of their purloining of intellectual property and other information.”*

Cyber espionage is unavoidable at a diplomatic level because the
scale of the spying is so much larger, gathering up the data of millions
of people and the intellectual property of thousands of companies. And
you cannot expel someone sitting at a computer in another country.
Moreover, spillovers created by responding to uncovered espionage can
no longer be contained. Even if a nation-state does not confront the
presumed attacker and limits itself to improving cybersecurity at home,
policy decisions inevitably have an impact on the competitiveness of the
private sector and the rights and responsibilities of individual users.
This intertwining of espionage, trade, and privacy characterizes the
hacked world order and has come into view most clearly in Germany.
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Chapter b

THE BATTLE OVER DATA

SECURITY, PRIVACY, AND TRADE POWER

oooooooooooooooooooooooooooooooooooooooooooooooooooooooo

n the hacked world order, disclosures of espionage may have as

much of an impact on trade as they do on diplomatic relations.

Driven by a potent mix of ideology, strategic necessity, economic
competition, and historical memory, Berlin’s responses to Edward
Snowden’s revelations demonstrate this most clearly. German policy-
makers have alternatively been shocked by what they see as a breach
of trust by the National Security Agency (NSA) and clear-eyed about
the importance of the alliance with Washington and their dependence
on US intelligence capabilities. A strong vein of economic interest also
runs through Berlin’s pronouncements. Officials have suggested new
trade and data-collection policies in a principled defense of privacy as
a human right and have also been willing to exploit the outrage about
the disclosures to punish US companies and promote German com-
mercial interests.

When the news broke, in the summer of 2013, that the NSA and the
Government Communications Headquarters (GCHQ) had been col-
lecting the phone and e-mail metadata of millions of European users,
the initial official reaction was fairly muted. Governments through-
out the continent suggested that the surveillance had been fairly nar-
row and constrained by legal limits. Ronald Pofalla, then minister of
the Chancellery and Angela Merkel’s coordinator for the oversight
of German intelligence agencies, tried to calm the public by stating
that there had not been “million-fold violations of basic liberties in
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Germany.” Berlin had written assurances from the US and UK govern-
ments that the collection procedures were “within rights and law in
Germany.” Cooperation and coordination between intelligence agen-
cies in Europe and the United States were close, and the metadata and
other information shared constituted an essential pillar of transatlan-
tic security.!

As the revelations continued, however, this public insouciance
began to melt, especially in Germany. Many of the programs suggested
the United States was spying on European officials for reasons that
had little to do with antiterrorism. Surveillance threatened to become
an election issue. The opposition Social Democrats questioned
whether Merkel’s government could truly be ignorant of the extent of
NSA and GCHQ programs. After Der Spiegel published allegations that
the Bundesnachrichtendienst (BND), the German foreign intelligence
agency, had exchanged information with the NSA, Peer Steinbriick,
the Social Democratic candidate for chancellor, called on Merkel to
“lay all her cards on the table.” Forced to act but clearly not seeing the
issue as a major irritant, Merkel sent German intelligence and inte-
rior ministry officials to meet with their US counterparts in search of
greater clarification.?

In October, new revelations surfaced that the NSA had tapped the
phones of Chancellor Merkel, her aides, and other political elites. (In
June 2015, WikiLeaks posted documents purporting to show that the
NSA had monitored the communications of high-level French officials,
including Presidents Francois Hollande, Nicolas Sarkozy, and Jacques
Chirac.) This time the outrage among the political class was markedly
higher, and the scandal became known as Handygate. Handyis German
for cell phone, and Merkel, an early adopter of mobile phones and tex-
ting, was known in the German media as “Handy-Kanzlerin,” or “mobile
phone chancellor.” Moreover, born in the former East Germany, Merkel
was extremely sensitive to privacy issues. Merkel phoned President
Barack Obama and reportedly told him, “This is just like the Stasi,” the
East German internal state security and surveillance service. The White
House assured Berlin, “The United States is not monitoring and will not
monitor the communications of Chancellor Merkel.” German commen-

tators quickly noted that the guarantee did not extend into the past.’
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These pledges did not placate Merkel, and while she continued
to push the issue bilaterally, Germany internationalized its grievance
against US surveillance. Merkel found a partner in another victim
of NSA snooping: Brazilian president Dilma Rousseff. A little more
than a week after the mobile phone revelations, Brazil and Germany
introduced a UN General Assembly resolution calling for the right to
privacy in the digital age. The draft of the resolution did not name a
specific country, but called illegal mass collection of data a potential
human rights abuse and a violation of freedom that might threaten
the foundations of democratic society. It called on member states “to
review their procedures, practices, and legislation on the surveillance
of communications, their interception and collection of personal data,
including mass surveillance.™

As he presented the draft, Permanent Representative of Germany
to the United Nations Peter Witting highlighted the German and Bra-
zilian argument that in pursuit of security, the United States and its
intelligence partners had gone too far. “There seem to be hardly any
technical limitations for accessing, storing, or combining personal
data,” Witting said, then asked, “But should everything that is tech-
nically feasible also be allowed? Where do we draw the line between
legitimate security concerns and the individual right to privacy? And
how do we ensure that human rights are effectively protected both
offline and online?””

The United States, United Kingdom, and Australia worked to
dilute the language of the draft, especially around the rights of non-
citizens to immunity from foreign intelligence gathering. The draft
spoke of deep apprehension about the negative impact of “extraterrito-
rial surveillance and/or interception of communications.” The United
States and its partners argued that online privacy was an internal issue,
one violated by a citizen’s own government, not by foreign surveillance.
The world should worry about China or Russia spying on dissidents,
not NSA bulk collection. Moreover, the United States could argue that
it had never engaged in illegal surveillance; its programs were autho-
rized by law, overseen by Congress, and reviewed by the courts. As
a compromise, Germany and Brazil dropped a phrase linking mass
surveillance to human rights violations. The United States ultimately



146 « THE HACKED WORLD ORDER

signed the resolution, the first UN General Assembly privacy resolu-
tion voted on since 1988.

Brazil and Germany would cooperate to push another resolution
in 2015 creating a special rapporteur on privacy in the digital age. The
appointment of the first investigator, whose responsibility is to report
on privacy violations wherever they occur, became another opportu-
nity for a German official to demonstrate his pique with Washington.
A consultative group ranked an Estonian, Katrin Nyman-Metcalf, first
for the post, but Joachim Ruecker, permanent representative of Ger-
many to the United Nations in Geneva and president of the Human
Rights Council, blocked the nomination, reportedly because she was
too pro-American and not “activist enough.”®

In November 2013, fifty writers, actors, and other public figures
published an appeal to grant Edward Snowden asylum in Germany.
Heiner Geissler, former general secretary of Angela Merkel’s Christian
Democrats, wrote, “Snowden has done the western world a great ser-
vice. It is now up to us to help him.” The Merkel government, however,
seemed close to signing a “no-spy” agreement with the United States.
Media reports suggested that the NSA would agree to respect German
law and the rights of German citizens in any surveillance activities con-
ducted in Germany. The deal would also prohibit any economic espi-
onage against German companies. Public leaks further suggested that
Germany would rise almost to the level of the Five Eyes, the informa-
tion sharing agreement among Australia, Canada, New Zealand, the
United Kingdom, and the United States.”

At the time there was a sense that Washington was sympathetic
to some sort of deal. NSA head General Keith Alexander said in an
interview, “Partnering with countries may be more important than
collecting on them.” As one former senior intelligence official told
me, “It [spying on Merkel’s phone] was stupid. Anything we needed
to know about Merkel we could get through human intelligence. We
have known her for a long time. We could ask people.” Yet, as early as
January 2014, confidence in an arrangement looked misplaced, and by
June the agreement was dead. National Security Advisor Susan Rice
told her counterpart, Christoph Heusgen, that such a deal would set
a precedent, and every European ally, along with South Korea and
Japan, would demand a similar arrangement. John Podesta, serving as
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counselor to the president and in charge of the review of surveillance
practices, told Der Spiegel, “We don’t have no-spy agreements with any
country, including the U.K.”®

The German government responded with public anger. Berlin
claimed that the idea of the “no-spy” agreement had come from Wash-
ington. Podesta suggested the tiff was the result of German misunder-
standing, “a little bit of a lack of clarity as to what the US was offering.”
The end result was a “structured dialogue” to discuss principles that
would guide future cooperation, but the issue continued to roil bilat-
eral relations. On several occasions, including a visit to the NSA, Ger-
man officials submitted lists of questions to the US government about
the scope, target, and location of surveillance. A parliamentary inves-
tigative committee was established. Germany’s chief public prosecutor
initiated an investigation into the NSA and its monitoring of the chan-
cellor’s cell phone.”

The strength of German feeling about bulk data collection and
surveillance was hard to ignore. German history and the widespread
internal spying conducted by the Nazi and East German regimes in
particular have made the public extremely sensitive to surveillance.
In one poll conducted by the German Marshall Fund, 70 percent of
Germans opposed their own government’s conducting domestic sur-
veillance for national security reasons, while 54 percent of Americans
opposed the US government’s efforts; 72 percent of Germans said gov-
ernments should not collect phone and Internet data on citizens of
allied countries, while only 44 percent of Americans felt the same."

Data protection laws were essentially born in Germany. In 1977,
Germany introduced the Bundesdatenschutzgesetz (BDSG), Germa-
ny’s federal data protection act. Designed to protect personal data
from misuse in storage, transmission, modification, or deletion, the
act essentially forbade the processing of personal data unless allowed
by the BDSG or another law or if the individual granted consent. In
1983, the German Supreme Court recognized a constitutional right
to “informational self-determination”—the fundamental right of each
individual to determine the circulation and the use of his or her own
personal data.

Moreover, the European public viewed the struggle against terror-

ists differently, at least before the January 2015 attack on the satirical
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magazine Charlie Hebdo in Paris. For Washington and London, the
terrorist threat was massive and amorphous. It collapsed the bound-
ary between foreign and domestic and required bulk data collection
to connect disparate dots. Most Europeans, by contrast, were likely
to view the terrorist threat as a criminal matter, allowing the main-
tenance of individual privacy. In 2005, in the wake of bombings in
Madrid and London, the European Union passed its data retention
directive, which required communication providers to store data about
their customers for up to two years. The European Court of Justice,
however, declared that this directive violated EU privacy rights.

Within European intelligence agencies, however, there was a move-
ment toward the American view. European and US intelligence collab-
orated closely, and in several instances, German, French, and other
European security officials sidestepped privacy protections and side-
lined privacy advocates. Snowden documents analyzed by Der Spiegel, for
example, focused on the G-10 law, which establishes conditions under
which surveillance of German citizens is permissible. One document in
a section titled “Success Stories” reads, “The German government modi-
fies its interpretation of the G-10 privacy law . . . to afford the BND more
flexibility in sharing protected information with foreign partners.”!

If the Snowden revelations had only been about bulk collection,
political elites may have been able to contain the damage. Many poli-
cymakers in Germany seem to have assumed this was the case, which
may explain why Merkel’s first public reaction was relatively low-key.
But once it came out that the NSA was also spying on Merkel and other
German politicians, much of the political will in Berlin to limit the fall-
out dissolved. As several members of the German Foreign Ministry told
me, the spying felt like a personal betrayal and generated a level of dis-
trust that eclipsed the bad feelings many felt toward President George
W. Bush and the war in Iraq. “The United States had helped get rid of
the Stasi and helped unify the country,” one senior German official
told me, “but now we find out our big brother is spying on us.” Pro-
American German conservatives felt this loss of trust even more keenly;
having argued that the intelligence relationship benefited both sides,
they now felt like second-class allies. Or as the political scientist Henry
Farrell wrote, “The centrists who argued that Europeans could trust the
United States to respect their privacy have been hung out to dry.”"?
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While some policymakers in Washington acknowledged German
feelings, irritation with the intensity and obstinacy of Berlin’s response
was widespread. Some ascribed it to a political need to assuage the
German public and to a reflexive anti-Americanism held by German
leftists. Some saw it as naiveté. Given German relations with Russia
and Iran and the perennial complexity and uncertainty of foreign rela-
tions, of course the United States would continue spying. Or as Rolf
Mowatt-Larssen, former chief of the CIA’s Europe Division, wrote, “No
serious intelligence organization can rely exclusively on cooperation
with other states, even close allies, to fulfill its mission. Often, crucial
information cannot be acquired through established channels for
intelligence cooperation.”

Still others saw pretense and ingratitude. As one senior intelli-
gence official said, “There is huge hypocrisy here. Allies spy on each
other—that’s not exactly news. And Germany makes huge use of what
we provide them from our infrastructure in Europe and around the
world.” News reports then revealed that the BND had spied on Turkey,
a NATO ally, and tapped the phones of Secretaries of State John Kerry
and Hillary Clinton. The collection was said to be inadvertent and the
recordings destroyed quickly, but the public damage to the German
position had been done."

During a conversation in Berlin in the spring of 2013, a German
academic speculated that it would take no more than two years for the
US-German relationship to recover from the NSA revelations. His esti-
mate now seems prescient, though tensions would worsen before they
got better. In July 2014, Berlin expelled the CIA head in Berlin after the
agency paid a German intelligence officer for information gathered by
a parliamentary committee on NSA activities. In December 2014, the
parliamentary committee investigating the tapping of Merkel’s phone
reported there was no public evidence that it had actually happened.
“The document presented in public as proof of an authentic tapping
of the mobile is,” according to the committee, “not an authentic sur-
veillance order by the NSA. There is no proof right now that could
lead to charges that Chancellor Merkel’s phone connection data was
collected or her calls tapped.” The failure to find a specific document
was a useful legalistic finding that would allow Berlin and Washington
to begin to repair the damage in relations."
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Moreover, the continuing chaos in the Middle East, particularly the
rise of the Islamic State in Iraq and Syria (ISIS), heightened the sense of
interdependence with the United States. Thousands of French and Ger-
man citizens have traveled to Iraq, Syria, and Yemen. The real fear that
that they would return and commit acts of violence played out when two
brothers armed with assault rifles burst into the Paris offices of Charlie
Hebdo, killing eleven and injuring twelve. During a February 2015 visit
to the White House, after President Obama asked the German people
to trust the United States not to abuse its surveillance powers, Chancel-
lor Merkel emphasized Germany’s dependence on Washington’s ability
to gather intelligence. “The institutions of the United States of America
still continue to provide us with a lot of very significant information,”
she said, “and we don’t want to do without this.”'®

Even at the zenith of the public backlash, cooperation between
the US and German intelligence agencies never stopped. As Der Spie-
gel notes, “No other country in Europe plays host to a secret NSA sur-
veillance architecture comparable to the one in Germany.” More than
five hundred Germans have traveled to Iraq and Syria, and Berlin has
relied on US ability to track e-mails, cell phones, and social media
accounts to see if any have joined ISIS and whether they have returned
home. Only the United States has the capacity to create a comprehen-
sive database of all foreign fighters entering Syria. Former BND chief
August Hanning told the Washington Post in 2014 that the NSA “has
better technical means, far more capacity, [and] better software to
deal with more data.” In the spring of 2015, a scandal broke in Ger-
many with revelations that the BND had been helping the NSA spy on
European officials and companies for at least ten years, forcing Merkel
again to fall back on the argument that the battle against terrorism
required US help. The BND’s “ability to carry out its duties in the face
of international terrorism threats is done in cooperation with other
intelligence agencies,” said the chancellor, “and that includes first and
foremost the NSA.”"”

If not railing against what they saw as German hypocrisy at the
outrage over surveillance, then policymakers were suggesting that
new privacy provisions really reflected ulterior commercial motives.
In response to a question put to him by the tech website Re/code
about the European investigation of Google and Facebook, President
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Obama answered, “We have owned the Internet. Our companies have
created it, expanded it, perfected it in ways that they can’t compete.
And oftentimes what is portrayed as high-minded positions on issues
sometimes is just designed to carve out some of their commercial inter-
ests.” “There are some countries like Germany, given its history with
the Stasi, that are very sensitive to these issues,” Obama continued.
“Sometimes their vendors, their service providers who can’t compete
with ours are essentially trying to set up some roadblocks for our com-
panies to operate effectively.”’®

This is not exactly right. President Obama was struggling with the
intermingled motivations and rationales that swirl around the ques-
tion of access to data in the hacked world order. The divide between
Europe and the United States on privacy is real, and it would be a mis-
take to characterize the impulse to protect government secrets and the
data of citizens against espionage and foreign surveillance simply as
a mask for European protectionism. The idea of privacy as a human
right is a basic European principle. The investigation of Google and
Facebook for privacy violations that Obama was commenting on pre-
dated both the Snowden revelations and the subsequent efforts to
leverage outrage over the disclosures in order to build European com-
petitors to US technology companies.

But President Obama’s argument was also not completely wrong. It
is true that some German business leaders and policymakers have used
the Snowden revelations and the battles over privacy as an excuse to
build their own national champions, domestic digital industries that
can compete in the global market. These policymakers and their coun-
terparts in Beijing, Moscow, Brasilia, and elsewhere question whether
the open, global Internet is an indisputable good for everyone or an
undeniable good for US technology companies.

The US government and American technology companies have
consistently advocated for the free flow of information and data across
national borders, with the requisite framework for respecting intellec-
tual property rights and the privacy of individuals. In May 2015 Deputy
US Trade Representative Robert Holleyman warned that rising “digital
protectionism” was battering existing trade agreements. Data localiza-
tion, censorship of information, and other types of “data nationalism”
have the potential, according to Holleyman, “to hit at the heart of the
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digital economy.” In response, the United States developed the “Dirty
Dozen,” twelve principles for digital trade that US negotiators worked
to incorporate into the Trans-Pacific Partnership, a trade agreement
with eleven other countries in the Asia-Pacific region. The principles
include keeping the Internet free and open so that consumers can
access online services and preventing countries from requiring compa-
nies to transfer technology or localize their computing services."

The argument that the Internet has had a positive impact on the
economy is not controversial. In 2014, the Boston Consulting Group sug-
gested that the Internet contributes between 5 and 9 percent to total
gross domestic product (GDP) in developed markets and that the total
value of the Internet economy would reach $4.2 trillion in the Group of
Twenty economies by 2016. For the US economy, online sales of products
and services in “digitally intensive” sectors totaled $935.2 billion, or 6.3
percent of GDP in 2012. It is estimated that for every 10 percent increase
in broadband penetration, global GDP increases by an average of 1.3 per-
cent. A Deloitte report, sponsored by Facebook, argued that increased
Internet access could lead to productivity gains of 31 percent in India,
29 and 26 percent in Africa and South and East Asia, respectively, and 13
percent in Latin America, as well as add close to 140 million jobs.*

The negative impact of cutting off the Internet is also widely
accepted. During the protests against President Hosni Mubarak in
Cairo in January 2011, the Egyptian government shut off the Internet
for five days. The Organization for Economic Cooperation and Devel-
opment estimated that this break resulted in direct losses of $90 mil-
lion to the economy, with indirect social and economic effects perhaps
reaching an additional $100 million.*!

Even if a country does not go so far as to cut itself off from the
Internet, it can still harm itself. The Boston Consulting Group report
identifies fifty-five sources of “e-friction,” differences in infrastructure
access, speed, and price, as well as quality of talent, banking services,
and intellectual property protection, “that can prevent consumers,
companies, and countries from realizing the benefits of the online
economy.” Ranking sixty-five countries, the report finds that low-
friction countries have Internet economies twice as big, as a percent-

age of GDP, as high-friction countries. For comparison to “real-world”
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trade, the World Economic Forum found that improvements in border
administration and communication and transportation infrastructure
would boost GDP growth in Southeast Asian nations by 9.3 percent, in
South Asia by 8 percent, and in sub-Saharan Africa by 12 percent.*

Countries that pass data localization, retention, and other policies
that interrupt the free flow of information also appear to be inflicting
self-harm. Research by the European Centre for International Political
Economy describes how domestic communication, finance, and insur-
ance industries in China, the European Union, Korea, and Vietnam
suffer under data regulations. In July 2013, for example, Vietnam intro-
duced Decree 72, which required social media, websites, and other com-
panies to maintain at least one server in the country. The decree, if fully
enforced, could cost the country 1.7 percent of GDP and drop domestic
and foreign investment by 3.1 percent. Estimates of the damage of laws
requiring all data to be stored locally would be markedly higher.*

While we think of filtering and censorship as motivated by political
goals, they also have potential economic effects. Given China’s growth
rate over the last decade, it is hard to argue that the Great Firewall
has been a huge negative drag on the Chinese economy. But it clearly
affects foreign businesses operating in China. In a February 2015 sur-
vey by the American Chamber of Commerce in Beijing of 477 busi-
nesses operating in China, 80 percent of respondents said that Internet
blocking and censorship hurt their business. In a similar survey con-
ducted by the EU Chamber of Commerce, 86 percent responded that
their business had been hurt.**

The censorship slows China’s efforts to become an innovative econ-
omy. The journal Nature surveyed 784 Chinese scientists on how the
blockage of Google products affected their work; 84 percent said not
having access to Google Search hampered their research “somewhat
or significantly,” and 78 percent said that if Google Docs and Google
Scholar were also blocked it would “somewhat or significantly” affect
international collaboration. During a crackdown in the first months
of 2015 on virtual private networks, a tool used to get around filters, a
number of Chinese academics, technologists, and media analysts went
on Weibo to complain that Internet sovereignty was reducing creativity
and productivity.®
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In 2013, Tim Berners-Lee, inventor of the World Wide Web,
argued that self-interest would lead Beijing to relax control: “The agil-
ity of a country which allows full access to the web is just greater; it
will be a stronger country economically as well.” Not surprisingly, the
Chinese have a different view of their interests. There is a difference
between accepting that the Internet will benefit a national economy
and embracing the idea that the Internet must be completely without
borders. Domestic stability trumps potential economic gains, and lead-
ers are often willing to sacrifice material benefits for important politi-
cal objectives.?

Even if one recognizes that all might be better off with the free
flow of information across national borders, states often care as much
about relative gains as about absolute ones, if not more. A widespread
view holds that the United States and US technology companies have
disproportionately captured the economic benefits of the global Inter-
net. What Washington and Silicon Valley see as efforts to “fragment”
the web, policymakers in Brazil, Brunei, China, South Korea, Switzer-

land, and Vietnam see as “de-Americanizing” it.

E-MAIL MADE IN GERMANY

Germany has been the leading voice of a wider European effort to
rebalance the economics of cyberspace, shrink the market share for
American firms, and support European competitors. Just weeks after
the Guardian published some of the first stories on the NSA surveil-
lance program code-named “PRISM,” German interior minister
Hans-Peter Friedrich argued, “Whoever fears their communication is
being intercepted in any way should use services that don’t go through
American servers.” The country’s 2014 Digital Agenda is explicit, call-
ing urgently for the expansion of “Germany’s autonomy and authority
over information and telecommunication technology.”*’

The tools used to transform angry rhetoric into real outcomes have
been technical and political. In an effort to offer local alternatives to
services such as Gmail, Deutsche Telekom, the largest telecommunica-
tions organization in the European Union, launched an “E-mail Made
in Germany” initiative, and other German e-mail providers began see-

ing significant increases in users (though how many canceled their
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Gmail and Yahoo accounts was unclear). Freenet, a telecommunica-
tions provider promising strong anonymity protection, saw an 80 per-
cent increase in new users over three weeks. Posteo, another company
providing e-mail encryption, tripled its number of subscribers to more
than 30,000. Deutsche Telekom began not only offering Secure Sock-
ets Layer encryption, which establishes an encrypted link between a
website and a server or between a mail client and an e-mail program,
but also ensuring that e-mail traveling between three of its e-mail ser-
vices never left local servers. The actual security benefits to users of
these services are minimal, however, especially against national intel-
ligence agencies. Most of the companies did not promise to store the
e-mails encrypted, making them vulnerable to snooping, though Pos-
teo now does.*®

In June 2014, the German government ended a contract with Ver-
izon and announced that it would phase out all of its remaining busi-
ness with the company by 2015. Berlin had seen Verizon as tarnished
ever since the first set of Snowden documents in June 2013 named it
as having passed US users’ data to the NSA. The Interior Ministry was
quoted as saying, “T'he relationships between foreign intelligence agen-
cies and companies revealed in the course of the NSA affair show that
especially high demands must be made of federal government commu-
nications infrastructure that is critical for security.” Deutsche Telekom
picked up the contract.”

At the end of 2014, the German parliament began debating a bill
that would keep US technology companies out of certain parts of the
German economy. Companies selling to the government or to parts of
the private sector deemed critical would have to undergo additional
inspections and certifications. Deutsche Telekom has also raised the
idea of creating “Schengen-area routing.” The Schengen area includes
twenty-six European countries that have removed passport controls
at their borders. With Schengen-area routing, data would stay within
Europe, not crossing the Atlantic unless necessary. Since the area does
not include the United Kingdom, it would also theoretically avoid the
prying eyes of the GCHQ, the UK signals intelligence agency. Deut-
sche Telekom had a clear economic interest in the plan, as did the
German government itself, which owns a 32 percent stake in the com-

pany. Telecoms generally engage in peering, an agreement whereby
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neither side pays for the exchange of traffic, but Deutsche Telekom
does not swap traffic on a no-payment basis. The creation of such a
routing scheme would create more opportunities to bill for access to
German users.”

The idea of a Schengen or Europe-wide cloud complemented the
notion of Schengen-area routing. Data would not only travel through
Europe but be stored there. As Estonian president Toomas Hendrik
Ilves argued, “It is very important for Europe to create its own data
clouds, operating under EU law and completely safe for users.” “I think
it is an opportunity for us,” Ilves continued, “and we must use this
opportunity instead of beating our breast, saying ‘oh, how terrible that
United States is following everything we do.”” A report commissioned
by the European Parliament advocated for “a full industrial policy for
development of an autonomous European Cloud computing capacity
based on free/open-source software.”*

For now, the plan for a European cloud remains simply that. But
US firms have already lost business to European competitors because
of sensitivity to US government requests for user data. The Informa-
tion Technology and Innovation Foundation estimates that US cloud
companies could lose $35 billion by 2016, or up to 20 percent of the
foreign market, because of European security concerns. Companies
like SAP, Hewlett-Packard, Microsoft, and Oracle now offer local
cloud solutions. In October 2014, Amazon’s cloud computing business,
known as Amazon Web Services, announced plans to build data cen-
ters in Germany; previously the data of German customers might be
held in Ireland or nine other centers outside the European Union.*

Microsoft began advertising that it was expanding local cloud
services in Europe in order to address privacy fears and, in a much
bolder, bigger move, began a legal case against the US government.
The Department of Justice wants Microsoft to hand over data from
an Outlook e-mail account belonging to a suspect in a narcotics case.
Microsoft has refused to comply, saying the data, stored in Ireland, is
outside US jurisdiction and that requests for the information should
go to the Irish government. A magistrate and federal district judge
ruled against the software giant, and in December 2014 Microsoft filed
with the US Court of Appeals. More than thirty tech companies, as
well as several trade associations and thirty-five computer scientists,
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filed a supporting brief arguing that the search warrant for the data
in Dublin would set a dangerous precedent and “damage American
businesses economically.” The brief continued, “It will upset our inter-
national agreements and undermine international cooperation. And
it will spur retaliation by foreign governments, which will threaten the

privacy of Americans and non-Americans alike.”*?

REVISING THE DATA PROTECTION DIRECTIVE

The biggest shift in the marketplace could result from the revisions
to the EU Data Protection Directive. The original directive went into
effectin 1995 and mandated that every member of the European Union
create national privacy regulations and a Data Protection Authority to
protect citizens’ privacy. The directive requires that companies ask for
permission before they gather private information and gives users the
right to review the data and correct inaccuracies. Companies cannot
share personal information with each other or across borders without
express permission from users. Any company that collects information
must register its activities with the government.

The rapid expansion of digital technologies and a growing patch-
work of national regulations meant the directive needed updating. The
European Commission, the European Union’s executive arm, has esti-
mated that the revisions could save businesses throughout Europe €2.3
billion by creating a simple standard. This would also dovetail with
a larger effort to create a digital single market across the European
Union, which would include standardization of copyright protections,
simplification of e-commerce, and a boost in skills and education.

A draft of proposed revisions, published by the European Com-
mission in January 2012, has become the most lobbied piece of Euro-
pean legislation in history, receiving over 4,000 comments. The draft
introduced new controls on what companies could do with data and
new limits on how long they could keep it, along with new tools for
individuals to control how their information can be used. It also intro-
duced portability—users will be able to move their data from one site
to another. And it offered eye-popping fines for transgressing compa-
nies: up to 5 percent of annual worldwide revenue, or €100 million,
whichever is greater.*
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The revision of the directive took place at the same time as some
in Europe were questioning the continued viability of the Safe Harbor
agreement. Safe Harbor, developed by the Department of Commerce
and the European Commission in 2000, allows US firms to repatri-
ate data as long as they subscribe to and follow European principles.
The Federal Trade Commission (FTC) can investigate and fine com-
panies that fail in their responsibilities. In 2011, for example, the FTC
reached an agreement with Facebook that prohibited the company
from overriding privacy preferences without user consent, along with
other actions, and established a twenty-year process of independent
third-party auditing of privacy policies.

Despite periodic complaints about US companies violating privacy
promises and a perceived lack of stringency in FTC enforcement, the
agreement generally worked. In the wake of the Snowden disclosures,
however, Europe threatened to suspend Safe Harbor. EU vice presi-
dent Viviane Reding announced a full review of Safe Harbor, calling
PRISM a “wake-up call.” In her statement, Reding concluded that Safe
Harbor “may not be so safe after all,” which seemed both a description
and a threat.”

In November 2013, the European Union sent a list of thirteen
demands that the United States needed to meet to keep the agreement
in place. At the time, more than 3,500 US companies and European
companies with operations in the United States were covered by the
agreement (the number reached over 4,400 in September 2015). By
November 2014, eleven of the demands had been satisfied; the remain-
ing two touched on how the government could use data in defense
of national security, and the central sticking point was a requirement
for the United States to invoke the national security exception in the
Safe Harbor agreement only “to an extent that is strictly necessary or
proportionate.” In particular, Europe did not want the United States
conducting bulk data collection.

A lawsuit brought against Facebook in the European Court of Jus-
tice by an Austrian law student, Max Schrems, aimed squarely at the
question of whether US companies could keep European data safe.
Schrems’s team of lawyers argued that programs like PRISM ensured
that Safe Harbor could not work as designed. There was no way for US
technology companies to provide an “adequate level of protection.” In
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October 2015 the European Court of Justice agreed with Schrems’s
lawyers and ruled Safe Harbor invalid. In expectation of the ruling,
most big companies, including Facebook, worked out side deals with
individual European countries or inserted clauses in their user agree-
ments allowing them to continue to transfer data.”

The ruling will empower governments to place more restrictions on
all companies and hobble small companies with fewer legal resources to
respond to data authorities’ demands. Big companies may also decide
to store data locally in country. But the ruling will do little to increase
the privacy of European users. Data stored in the United States is under
more legal protection than data located on European servers. If the
NSA wants access to data in the United States, it needs the permission
of the Foreign Intelligence Surveillance Court. Foreign user data in
Europe can be collected without a court order. Moreover, the British,
French, and German intelligence agencies do not require a court order
for national surveillance.™

GOOGLEPHOBIA

Sometimes data sovereignty is about European privacy. Sometimes
it is about market power. The Snowden revelations fanned and rein-
forced a growing unease in Europe with the size and dominance of
US technology companies reflected in the acronym “GAFA”—Goo-
gle, Apple, Facebook, and Amazon—often deployed by French crit-
ics. While perhaps simply euphonic, Google’s primary position in the
acronym also highlights the discomfort of Europe’s relationship with
the search giant, which mirrors the reaction some in Europe had to
Coca-Cola, McDonald’s, Disney, and the spread of “American cultural
hegemony” in the 1970s. Like those earlier battles, the struggle over
Google stems from a cultural clash and a worry that local industries
will not be able to compete with global multinationals.*

The search engine giant has about 68 percent of the market in
the United States, but 90 percent in Europe. Its online advertising
revenues are about four times those of its nearest competitor, Face-
book. Moreover, Google has businesses that upset book publishers
(Google Books), media (YouTube and Google News), and car manu-
facturers (driverless cars). The European Commission launched an
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antimonopoly investigation in 2010, and in 2012 Joaquin Almunia,
then vice president of the European Commission responsible for com-
petition policy, highlighted four practices as suspect: Google priori-
tizes links to its own services, like Google Shopping and YouTube, over
rival links; it takes content from rivals and uses it on its own services; it
shuts out competitors who offer advertising on search engines from its
own results; and it makes it hard for businesses that use AdWords, Goo-
gle’s auction-based advertising platform, to move to other services.*’

Wanting to avoid formal charges, a fine of nearly $6 billion or 10
percent of global annual sales, and the possibility of legal restrictions
on its business, Google put several concessions on the table, offering,
for example, to give greater prominence to results from competitors
in specialized searches for travel or restaurants. By July 2013, the two
sides appeared to have reached an agreement, but an announcement
of the potential for a deal provoked a backlash from a coalition of
European tech companies and prominent politicians. French economy
minister Arnaud Montebourg told an audience outside Paris, “France
will not accept ‘a minimal’ deal with Google. What’s at stake is our sov-
ereignty itself.” Even if meant as a bargaining strategy, the hyperbolic
invocation of a threat to sovereignty was remarkable.*!

Google brought significant resources to the fight. The company
reportedly tripled the amount it spent on lobbying, reaching €2 mil-
lion in 2014, and hired political insiders with experience in Euro-
pean Commission agencies. In an October 2014 speech in Berlin, Eric
Schmidt, Google’s chairman and former CEO, argued that users “have
choices, and they are exercising them all the time. Google operates
in a competitive landscape, which is changing constantly.” Moreover,
Schmidt continued, since barriers to entry are low, Google could fail
to seize the next market opportunity. “No one is stuck using Google.”*

Negotiations continued, and in November 2014 the European
Parliament voted to separate search from other services, like maps or
docs, essentially voting to break up Google (though without explic-
itly naming it). The resolution carried no legal weight but was another
sign of the widening antipathy to the company. The Economist called
the move, designed to increase pressure on the European Commis-
sion’s new antitrust chief to act, “the latest and most dramatic outbreak

243

of Googlephobia in Europe.
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The European Parliament resolution was an ominous warning of
what might come, but the ruling on the “right to be forgotten”—the
right of individuals to remove potentially harmful or embarrassing
online data—was a tectonic shift for Google. It is very hard to escape
the past in the digital age. Every video, blog post, or tweet lives forever.
In 1998, a Spanish newspaper published a thirty-six-word article saying
Mario Costeja Gonzalez’s home was being repossessed to repay debts.
Almost ten years later, La Vanguardia digitized its archives, making the
article accessible to web crawlers, programs that automatically scour
the Internet for data. At some point, Costeja, now a lawyer with a con-
sultancy practice, googled himself, as we all do occasionally, and found
the repossession story higher in his search results than he wanted.
He contacted the newspaper and asked it to take the article down. La
Vanguardia said it could not, since the Spanish Ministry of Labor and
Social Affairs had ordered that the original announcement be pub-
lished in order to attract more bids on the house.

Costeja asked Google to take down links to the article. After the
company refused, Costeja turned to the Spanish Data Protection
Agency, responsible for overseeing compliance with data regulations.
Eventually the case ended up in front of Europe’s highest court, the
European Court of Justice in Luxembourg. In May 2014, the court
found for Costeja. Google could be forced to remove links “even when
the publication in itself of those pages is lawful.” Users should have the
right to be forgotten by having links erased, unless there are “particular
reasons” to keep them. But the court argued that the right to privacy
should in most cases have precedence over the public’s right to know.

TWO CULTURES OF PRIVACY

Although a shock to Google and other US technology companies,
the finding emerged from two major cultural differences between
the United States and Europe. The first has to do with different ideas
about regulation. As we have seen, privacy is a human right in Europe,
and government is expected to actively regulate technology companies
to protect it. In the United States, the cliché goes that users do not care
about privacy. This is not the case. In a 2015 Pew survey, 93 percent
of respondents said controlling who has access to their information
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is important, and 90 percent said control over what information gets
shared is also important. But for Americans, privacy protection is in
large part the responsibility of the user. I am expected to be aware of
and accept the risks of using technology services, even if understand-
ing privacy policies buried in complicated, lengthy documents is close
to impossible. There is an expectation that companies will self-regulate
and that Silicon Valley will innovate first and reassess later. Companies
rush new products or services to market, expecting users to provide
feedback to help improve version 2.0. If things go badly, they apologize
and move on. If things go really pear-shaped, the government steps in.

When Google introduced Buzz in 2011, for example, the new social
media platform harvested contact information from users’ Gmail
accounts, exposing connections and sharing private data. The FTC
found that the company had used deceptive tactics and violated its own
privacy policies. In the settlement, Google agreed to independent pri-
vacy audits for twenty years. In 2012, the Obama administration intro-
duced a report pushing for a Consumer Privacy Bill of Rights that,
while still envisioning a very light government touch, represented a
small step away from self-regulation. It urged the tech industry to work
with the Department of Commerce to develop an enforceable code of
conduct and Congress to enact comprehensive privacy legislation. The
blueprint for legislation desired by the White House included some
controls over private data.**

After almost three years of inactivity on the project, President
Obama proposed such a bill of rights in 2015. Exhorting the technol-
ogy industry to develop its own regulations, the draft empowered the
FTC to make sure they met certain standards: that users be told clearly
how their data will be used, that data not be reused for different pur-
poses, and that consumers be given greater control over their infor-
mation “in proportion to the privacy risk.” Not surprisingly, the bill
attracted criticism for opposite reasons. Privacy advocates argued that
industry would define a lax standard of risk. Business groups saw the
proposed regulations as too restrictive and the sanctions as too steep.
Nobody expected any progress on the bill in Congress through the
end of the Obama administration, given the polarization on and com-
plexity of the issue.
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The second cultural distinction centers on a fundamentally dif-
ferent set of understandings about privacy. Yale law professor James
Whitman identifies two Western cultures of privacy, “unmistakable
differences in sensibilities about what ought to be kept private.” In
Whitman’s framing, European protections are about dignity, personal
respect, and honor. They include the right to control a public image, to
shield it from embarrassment. The right to be forgotten emerges from
le droit a loubli—or the “right of oblivion”—found in French law. Even
criminals who have served their time can have information about their
conviction and incarceration removed as it affects their dignity and
place in society. By contrast, the American right to privacy is rooted in
liberty and a distrust of the police and state power; it entails the right
to freedom from an intrusive state, especially in one’s own home. Or as
defined by Louis Brandeis and Samuel Warren at the end of the nine-
teenth century, the right to privacy is “the right to be left alone.” Once
that is assured, the First Amendment protects information already in
the public domain, including criminal history.*

These differing philosophies, as expressed in the European Court
ruling, created a real morass for Google. How was the company sup-
posed to balance the right to privacy with the public good? Should
negative information about a person be accessible for a specific period
and then made to disappear? Do the criteria for removal differ if
the individual is famous? For those who wanted their information
removed, Google provided an online request form; the company also
created an advisory council to help weigh an “individual’s right to be
forgotten with the public’s right to information.” Yahoo and Bing also
began removing links.*

In the first year after the ruling, Google received more than
250,000 requests covering more than 920,000 links. Google removed
35 percent of the links submitted and declined to remove 50 percent,
with 15 percent still under review. For example, at an Italian woman’s
request the company took down a link to a decade-old article about the
murder of her husband that mentioned her name. It did not remove
twenty links to articles about the arrest of an Italian man for finan-
cial crimes committed in a professional capacity. This certainly looks
burdensome on the company, but in comparison Google received
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requests to remove over 34 million URLs in one month for copyright
violations.”’

In November 2014, Europe’s privacy regulators argued that the
right to be forgotten should go global. Google was removing links
from the local versions of Google in France (www.google.fr) and
Germany (www.google.de) but not from the primary Google site
(www.google.com). This allowed both users and Google to sidestep
the question of censorship. If you were in France, you could always
search for and find information on the global site. But data protection
agencies insisted their authority was global. In the words of Isabelle
Falque-Pierrotin, who heads the French data protection authority, “For
Google, the answer is worldwide. If people have the right to be delisted
from search results, then that should happen worldwide.”®

Extension of the right to be forgotten would allow European
judges and policymakers to decide what people in other parts of the
world see. Typically, Europe’s influence has been much more indirect
if no less pervasive. European Union standards already have a global
reach, and privacy standards are only the latest regulations to migrate
from Brussels to the rest of the world. Or as Peter Fleischer, Google’s
global privacy counsel, argues, “On the global stage, Europe is con-
vincing many countries around the world to implement privacy laws
that follow the European model. The facts speak for themselves: in
the last year alone, a dozen countries in Latin America and Asia have
adopted European-style privacy laws. Not a single country, anywhere,
has followed the U.S. model.” Fleischer argues that Uruguay, for exam-
ple, looked to Spain and not the United States because the American
model is an opaque, confusing patchwork of state and federal laws,
multiple regulators, from attorneys general to the FTC, and class
action lawyers. Europe has a single identifiable regulator and laws that
are “general, aspirational, horizontal and concise.”

Looking across the Atlantic, US policymakers have long had to
adapt to competing visions of privacy, regulation, and security. Prior to
Edward Snowden’s revelations, fissures between the two sides endured,
but everyone involved knew their contours and where cooperation was
possible. The Snowden disclosures, however, pushed these differences
to the front and splintered the often implicit understandings that
made cooperation possible. As new revelations came to light week after
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week, the United States struggled to accomplish three rather gargan-
tuan tasks.

First, the Obama administration had to publicly defend the security
benefits of NSA activities against fears of eroding privacy. Two weeks
after the revelations began, for example, President Obama said in Ger-
many, “We know of at least fifty threats that have been averted because
of this information not just in the United States, but, in some cases,
threats here in Germany. So lives have been saved.” While the initial
claim that collecting the entire haystack helped prevent fifty terrorist
attacks did not hold up to public scrutiny, the White House continued
to defend the NSA collection program with some minor qualifications.
Second, Washington tried to repair the rupture in relations with Ber-
lin as well as to restore its credibility with the rest of the world. Finally,
the White House had to develop a strategy to respond to regulations
in China, Europe, and elsewhere that could otherwise result in signif-
icant economic disruption for US tech firms. In essence, for at least
a decade security goals had overwhelmed diplomatic and economic
interests; now it was time to swing the pendulum away from the NSA’s
headquarters in Fort Meade, Maryland, toward Silicon Valley.”

In December 2013, the President’s Review Group on Intelligence
and Communications Technologies provided a potential playbook to
rebalance competing interests. The group, appointed by the president
and made up of five lawyers and national security experts—includ-
ing Richard Clarke, who served as special adviser to President George
W. Bush for cybersecurity—worked from the premise that Washing-
ton must pursue multiple, often competing goals at home and abroad.
These include the need to defend national security, promote other for-
eign policy goals, encourage an open Internet, strengthen alliances,
and protect privacy, civil liberties, and the rule of law. The group pro-
duced a long list of forty-six recommendations on how to reform sur-
veillance, including terminating government storage of bulk telephony
metadata and having it held by the telecoms or another private third
party, which would force the NSA to request permission to access it.
The USA Freedom Act, passed by the House and Senate in June 2015
and signed by the president, essentially takes this position.”!

In trying to control the diplomatic fallout, the group recom-
mended curtailing unnecessary surveillance of non-US persons. In the
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early days of the revelations, US government officials had the unfortu-
nate habit of justifying certain programs by saying they were directed
at non-US citizens—at foreigners. “What I can say unequivocally,” said
President Obama to Charlie Rose, “is that, if you are a U.S. person, the
N.S.A. cannot listen to your telephone calls, and the N.S.A. cannot
target your e-mails.” This may have made sense legally but was terrible
public relations, alienating billions of non-US persons in important
diplomatic partners such as Brazil, the European Union, India, Indo-
nesia, and South Africa."?

The intelligence review group suggested that spying on foreign cit-
izens should be “directed exclusively at protecting the national secu-
rity interests of the United States and our allies.” Moreover, the United
States should not share information irrelevant to that goal either
within the US government or with other governments. This would
have resulted in a significant narrowing of collection, since under the
2008 revision of Section 702 of the Foreign Intelligence Surveillance
Act (FISA), the NSA could collect all types of information from for-
eigners as long as it “relates to . . . the conduct of the foreign affairs of
the United States,” a relatively expansive category.”

The reforms did not go far enough for most Europeans. In January
2014 the president announced that the NSA and others must consider
the privacy of foreigners when disseminating intelligence, and the
White House released Presidential Policy Directive (PPD) 28 on sig-
nals intelligence activities. Among other changes, PPD 28 reaffirmed
the uses of intelligence collected in bulk to respond to threats in only
six categories: espionage, terrorism, proliferation of weapons of mass
destruction, cybersecurity, attacks on US or allied armed forces, and
transnational criminal threats. In addition, it banned intelligence
agencies from distributing information collected on foreign citizens
with GCHQ, BND, or other foreign intelligence agencies without con-
sidering “the privacy interests of non-U.S. persons.” Information col-
lected on non-US persons must be deleted after five years, unless there
is a valid foreign intelligence requirement to keep it. “No country on
the planet has gone this far to improve the treatment of non-citizens in
government surveillance,” said David Medine, chairman of the Privacy
and Civil Liberties Oversight Board, an independent oversight agency
established after 9/11.%*

[vww.ebook3000.con)



http://www.ebook3000.org

THE BATTLE OVER DATA ¢ 167

The problem for many in Europe, however, was still bulk collec-
tion, not just distribution. They wanted mass collection to stop. Given
the low levels of trust and the high opacity of the NSA’s activities, few
were willing to accept the agency’s assurances at face value. Moreover,
most European privacy advocates found little comfort in hearing that
Europeans would be treated just like Americans, since they deemed
the protections afforded US citizens themselves inadequate.

WHOM DO YOU TRUST LESS?

The potential damage to US economic interests hangs over the review
group’s report. The authors feared that surveillance would harm US
businesses as distrust in their ability to protect the privacy of inter-
national users spread. The review group also noted the importance
of encryption to the economy and urged the US government not to
“in any way subvert, undermine, weaken, or make vulnerable generally
available commercial software.”

The technology sector’s response to the revelations has been a
sustained howl about the threat to their businesses and customers
around the world. During an interview at a technology conference in
September 2013, Mark Zuckerberg said, “Frankly I think the govern-
ment blew it” and did a bad job of balancing privacy and security. “The
government response was, ‘Oh don’t worry, we’re not spying on any
Americans,” continued Zuckerberg. “Oh, wonderful: that’s really help-
ful to companies trying to serve people around the world, and that’s
really going to inspire confidence in American Internet companies.”
Reports that an NSA project code-named “MUSCULAR” had hacked
into cables carrying data traffic among Google’s servers in different
locations, as well as into the same system run by Yahoo, garnered a
more profane response: “Fuck these guys,” posted Brandon Downey, a
security engineer with Google.”

The companies also resented the linking of mass surveillance with
the data collection central to their business models. In his speech
laying out the process and principles of PPD 28, President Obama
reminded the companies that they were in the same boat, implicitly
asking the audience whom they trusted less: the companies or the gov-

ernment. The “challenges to our privacy do not come from government
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alone,” said the president. “Corporations of all shapes and sizes track
what you buy, store and analyze your data, and use it for commercial
purposes.”®

Seeing no remedy coming from the White House, Apple, Facebook,
Google, and others attempted to distance themselves from the surveil-
lance programs. Initial reporting on the PRISM, for example, sug-
gested not a legal framework for demanding information but “direct
access,” a tap into the companies’ servers. The companies claimed that
they had never heard of PRISM before and, as it became clear that
mentions of the program in NSA documents referred to FISA requests,
began demanding greater transparency to explain to the public how
the legal process worked. In early 2014, Apple, Facebook, Google,
Microsoft, Yahoo, and others sued Attorney General Eric Holder and
the FBI for permission to publish the number of national security
requests, including FISA disclosures, each company received. After
weeks of negotiations, the government conceded that the companies
could disclose the number of requests but with limitations. The trans-
parency reports the companies now publish reveal how many requests
they receive within ranges of 1,000; so, for example, between January
and June 2013, Microsoft revealed that it received between 0 and 999
FISA requests that impacted between 18,000 and 18,999 accounts.

The companies and their business associations have thrown their
weight behind new legislation. AOL, Apple, Facebook, Google, Micro-
soft, and Yahoo supported the USA Freedom Act and other legislative
efforts to end bulk metadata collection of US phone and data records,
require disclosure of important rulings by the secret FISA Court, and
permit greater company reporting on surveillance orders received. In
addition, the same companies started a public campaign demanding
“sensible limitations” on the ability of government agencies to compel
tech companies to disclose user data. The companies argued, “Gov-
ernments should limit surveillance to specific known users for lawful
purposes, and should not undertake bulk data collection of Internet
communications.”

The technology companies have tried to align themselves rhe-
torically with the security and resilience of the global Internet in
opposition to what they see as the willingness of the US government

to weaken the security of all users for national security interests. In
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December 2013, Brad Smith, general counsel and executive vice pres-
ident at Microsoft, likened government surveillance to the advanced
persistent threat, the term of art for Chinese, Russian, and other
state-sponsored hackers. In other words, Smith equated the actions of
the NSA with those of the People’s Liberation Army’s Unit 61398. To
raise the costs to those who want to collect data, the company would
implement a series of measures “to ensure governments use legal pro-
cess rather than technological brute force to access customer data.”®

One of those steps, encryption, has become the tech sector’s trump
card. It appears the NSA has successfully weakened the implemen-
tation of encryption, but done properly, cryptographic systems still
deliver a measure of protection from criminals and state-backed hack-
ers, including US law enforcement and intelligence agencies. Snowden
has said, “Properly implemented strong crypto systems are one of the
few things that you can rely on.”™

Microsoft, along with Google, Yahoo, and others, began encrypt-
ing data not only as it moved between the companies and users but also
as it traveled on internal servers. In September 2014, Apple announced
that its new iPhone operating system (iOS) would encrypt data by
default. While the FBI and others would be able to reach data backed
up to the cloud, stored by many apps, or held by the wireless provider,
the company would have no access to the encryption keys and so could
not respond to a government request to unlock a phone. In an addi-
tional step to make encryption a daily practice, not just something
available to security specialists and computer geeks, Yahoo introduced
a browser extension in March 2015 that allows e-mail users to encrypt
their messages simply by clicking a button. A determined state actor
can still break into computers, but these measures do make it harder
to engage in bulk collection.

DEJA VU ALL OVER AGAIN

Many parts of the government reacted to these announcements with
alarm. FBI director James Comey argued that law enforcement was
“going dark”—authorities could no longer access the data needed
to protect the country and prosecute crime when they had a court-
approved search warrant. “Perhaps it’s time to suggest,” Comey said in a
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speech at the Brookings Institution, “that the post-Snowden pendulum
has swung too far in one direction—in a direction of fear and mistrust
[of the government].” He expressed surprise that Apple would “mar-
ket something expressly to allow people to place themselves beyond
the law.” To prevent criminals from taking advantage of this blinding,
Comey suggested that US technology companies build in “front doors”
on cell phones and smartphones that would allow the FBI access.®

For many in the technology community, the call for “front doors”
created an unwelcome sense of déja vu. Front doors, also known as
backdoors, are keys or vulnerabilities that allow third-party access, and
law enforcement and information technology companies faced off over
the same issue during the “crypto wars” of the early 1990s. At the time,
then FBI director Louis Freeh made a similar plea: “We’re in favor of
strong encryption, robust encryption. The country needs it, industry
needs it. We just want to make sure we have a trap door and key under
some judge’s authority where we can get there if somebody is plan-
ning a crime.” The solution offered at the time was the clipper chip,
which would have kept decryption keys with intelligence and police
agencies. The problem then, as now, is that there is no way to build in
front- or backdoor access for law enforcement that is not also avail-
able to a bad actor. Attempts to add such doors introduce new security
flaws. In 2005, for example, a still unknown group hacked a backdoor
placed on Greek cell phones by law enforcement. Another group did
the same thing in Italy in 2006.”

The technology and privacy communities also argue that there
really is no risk of the law enforcement and intelligence agencies going
dark because we are in fact entering a “golden age” of surveillance. The
FBI and others now have the ability to access texts, e-mails, social net-
working sites, and other data stored in the cloud. Even with encrypted
phones, they can obtain more information on potential suspects than
ever before. Peter Swire, a Georgia Tech law professor and a member
of President Obama’s Review Group on Intelligence and Communica-
tions Technologies, argues that “the availability of such powerful tools
for collecting information means that there is no emergency to justify
the built-in surveillance backdoors (or front doors) that FBI Director
James Comey, and others in the US government, are pushing for.” In
addition, the FBI can access information by hacking into devices.®
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The call for backdoors also has an international ripple effect.
At a February 2015 conference, Alex Stamos, formerly Yahoo'’s chief
information security officer and now at Facebook, asked NSA director
Michael Rogers, “Should [Yahoo] be building defects into the encryp-
tion in our products so that the U.S. government can decrypt?” He
then wondered how this would affect Yahoo’s operations abroad. “If
we're going to build defects/backdoors or golden master keys for the
U.S. government, do you believe we should do so—we have about 1.3
billion users around the world—should we do for the Chinese govern-
ment, the Russian government, the Saudi Arabian government, the
Israeli government, the French government?”%

Stamos’s unease made sense. Just a few weeks later, the Chinese
government proposed new antiterrorism laws that would have required
foreign companies to hand over encryption keys and install security
backdoors. Fu Ying, spokesperson for the National People’s Congress,
warned the United States not to criticize the policies and demonstrate
a double standard: “It is common for the Western countries, such as
the United States and Britain, to request tech firms to disclose encryp-

tion methods.”%

By July 2015, the US government and the tech sector had reached a
stalemate. Asked by a reporter in April whether he could name a tech-
nologist who thought it was possible to build a secure system to which a
third party held the key, White House cybersecurity policy coordinator
Michael Daniel answered, “I don’t have any off the top of my head.” He
added that if any place could come up with a technological solution,
it was the “enormously creative” Silicon Valley. Yet thirteen eminent
cryptographers, computer scientists, and security experts published
a report three months later arguing that there was no way to provide
backdoors without endangering the security of users. Introducing
technical access points, the report noted, “will open doors through
which criminals and malicious nation-states can attack the very individ-
uals law enforcement seeks to defend. The costs would be substantial,
the damage to innovation severe, and the consequences to economic
growth hard to predict. The costs to the developed countries’ soft

power and to our moral authority would also be considerable.”®
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In October 2015, the White House decided that it would not seek
legislation to compel technology companies to create backdoors. Pol-
icymakers instead would rely on persuasion: “We are actively engaged
with private companies to ensure they understand the public safety
and national security risks that result from malicious actors’ use of
their encrypted products and services,” said a National Security Coun-
cil spokesman. The National Security Agency is better placed to deal
with the encryption; it can gain access through other measures. The
FBI and local police enforcement will face greater technical barriers.®

The problem with the encryption standoff, as Stanford University
research scientist Herb Lin has pointed out, is that neither side in the
debate can prove whether backdoors will make us safer or create a
whole new set of vulnerabilities. No one has tried, yet, to build the type
of system the FBI would like, and as a result we “see a theological clash
of absolutes.” Who should build and test this system also remains at
issue. In the view of security experts, computer scientists, and technol-
ogy company managers, the government wants the access, so it should
put forward a system for evaluation. From the FBI's and the NSA’s per-
spective, once the government describes what it needs, Silicon Valley
should develop the system.

The DNA of US cyber power is a double helix of military strength
entwined with the technological prowess of Silicon Valley. The
Snowden revelations have, however, set off reactions, at home and
abroad, that are cutting the strands and shuffling their components.
No matter how the strands get reassembled, Washington needs the
relationship repaired. The Department of Defense’s research and
development budget has shrunk by more than 20 percent since 2010,
whereas the tech giants have money and talent. As the White House
and the tech companies were waiting to see who would blink first
over encryption, Defense Secretary Ashton Carter was out at Stanford
announcing that the Pentagon was establishing a new innovation cen-
ter not far from Google and seeking advice from Facebook on manag-
ing high-tech talent. Carter recognized that many software engineers
were deeply hostile to military culture and to the DoD’s NSA connec-
tions, but they were needed to fill out the military’s cyber ranks, cre-
ating a “force . . . equipped with bold new technology and new ideas.”
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Carter told reporters, “To be relevant in today’s world, you have to have
a coolness factor. We want that.”®

The demands nation-states make on the technology companies are
ever expanding. Not only do these companies innovate, commercialize
technologies, and provide new services, but they also defend against
cyberattacks, uncover espionage campaigns, and help the Pentagon
become cooler. And now, US and European governments expect tech
companies to help them deliver their diplomatic messages and disrupt
those of extremists, jihadists, and rogue states. In an interview before
he traveled to Silicon Valley, after the January 2015 terrorist attacks in
Paris, French interior minister Bernard Cazeneuve said, “We are fac-
ing a new threat. We need tech companies to realize that they have an
important role to play.” In the hacked world order, partnerships with
the private sector are a major sinew of cyber power.*
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Chapter 7

LET SLIP THE TWITTER
FOLLOWERS OF WAR

INFORMATION, IDEAS, AND LEGITIMACY

ooooooooooooooooooooooooooooooooooooooooooooooooooooooo

n June 2008, Egypt brokered a six-month “lull” in fighting between

Israel and Hamas. The cease-fire agreement had no official text, but

the terms included Hamas ending rocket and mortar attacks and
Israel easing the embargo on Gaza and ending military raids into
the strip. The truce, after a faltering start, dramatically reduced the
violence between the two sides. A month before its expected end, on
November 4, Israel launched a raid into Gaza, reportedly to destroy a
Hamas tunnel. Mortar and rocket fire picked up again and by the end
of the month were at pre-truce levels.'

During the first weeks of December, as attacks across the border
continued in both directions, the two sides laid out the conditions
under which they were willing to extend the truce. Late on the morn-
ing of December 27, Israel launched airstrikes that hit one hundred
targets in less than four minutes. Operation Cast Lead had begun.?

During the war, which lasted for three weeks, Israel kept foreign
media out of Gaza. Instead the Israel Defense Forces (IDF) introduced
their own YouTube channel and provided news updates on Twitter. The
channel showed videos of attacks on targets in the Gaza Strip in an
effort to illustrate Israeli restraint. In the words of IDF spokeswoman
Major Avital Leibovich, the videos demonstrated that “Israel is a moral
army with nothing to hide.” Many of the videos, filmed from the point
of view of the attacker, were grainy, black-and-white shots with targets
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circled and missiles entering the screen and then exploding. In one
video, a helicopter pilot changes the course of a missile when civilians
enter the target area; in another, Israeli soldiers visit a mosque located
next door to the house of a Hamas leader and discover an antiaircraft
cannon and rockets. The IDF also provided early access and briefings
to established (and sympathetic) bloggers.?

Niv Calderon, a wearable-technology entrepreneur and social media
activist, helped organize a parallel media effort called “Help Us Win.”
Funded by a US advocacy group, Calderon held training courses at
the Interdisciplinary Center Herzliya for twenty volunteers, speakers
of Dutch, English, French, German, Russian, and Spanish, and armed
them with talking points for responding to Israel’s critics on Facebook,
Twitter, and the group’s website, HelpUsWin.org. They also created a
Qassam Counter for Facebook; users would “donate” their statuses—
short descriptions of where they were, what they were doing, or how
they were feeling—which the counter replaced with automatic updates
showing when a Qassam rocket had landed in Israel. At its peak, 75,000
users from 150 countries were enrolled. In the immediate months after
the conflict, the Israeli Foreign Ministry recruited teams to post positive
comments on blogs and news stories and to upload thousands of pic-
tures of solar panel farms, female IDF soldiers, religious sites, and other
positive images so that Google searches for the word “Gaza” would be
less likely to turn up images of devastation and destruction.

While the social media campaign impressed many at the time—
some of the YouTube videos of Israeli airstrikes had over 2 million
views—it was ad hoc and failed to exploit the full potential of the new
tools. Social media accounts were set up immediately prior to the inva-
sion of Gaza, making them look more like propaganda organs than
legitimate sources of information. In addition, many of the YouTube
videos featured a spokesperson standing in a room with an Israeli flag
to the side. The scene did not have the air of a casual conversation in a
more informal setting. Twitter updates were filled with military jargon.
Most importantly, none of the channels engaged the audiences. The
IDF did not respond to viewers or others on Twitter, and the account
went quiet for 179 days once the cease-fire went into effect.

If social media platforms were new fields in a battle for world opin-

ion in 2008, then Operation Cast Lead raised serious questions about
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what Israeli engagement could hope to achieve. The IDF’s tweets and
YouTube posts aimed to explain the morality of the war, but they did
not have the same power as pictures of the destruction in Gaza. The
high number of civilian casualties led to renewed efforts to isolate
Israel internationally. Most damaging was the 2009 UN Fact-Finding
Mission on the Gaza Conflict, also known as the Goldstone Report,
which accused the IDF and Hamas of war crimes and claimed it was
Israeli policy to target civilians.’

Seeing the need to further sharpen its engagement, at the end of
2009 the IDF announced a plan to draft computer and media experts
into a new social media unit, the IDF New Media Desk. The unit, led by
American-born First Lieutenant Aliza Landes and staffed by approxi-
mately ten social media experts, immediately began preparing for the
next conflict. Or as one senior member of the new team put it, “We
gather Twitter followers in times of peace, so that they are ready to dis-
seminate our message when we are at war.”

Soon after it was established, the New Media Desk confronted the
difficulty of controlling the narrative. In May 2010, international activ-
ists organized the “Freedom Flotilla” aimed at breaking Israel’s block-
ade of Gaza. The organizers provided updates on Facebook, Twitter,
YouTube, and other social media sites; they plotted the progress of the
ships with blue dots on Google Maps. As the flotilla sailed from Cyprus
to Gaza, the Israeli navy tried to jam communications, but organizers
managed to continue to get their message to supporters. A quarter
million people watched the live stream.’

At 4 a.m. on May 31, commandos raided the Turkish ship Mav:
Marmara, the lead vessel in the convoy, in international waters, killing
nine people and detaining several hundred others in the Israeli city
of Ashdod. Israeli forces quickly confiscated media equipment as they
boarded the ship and stopped the live streaming, but news of the raid
spread rapidly, and information continued to leak throughout the day.
Israel did not respond until noon, by which point negative stories and
images had flooded social media.

As with the Gaza conflict, Israel tried to counter the story that it
had acted excessively or irresponsibly, that it had massacred peaceful
activists on a humanitarian mission. Using video shot by the comman-

dos and seized from the activists and journalists on the ship, the IDF
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posted more than twenty clips to YouTube showing what it described as
commandos being attacked as they landed on the deck, activists throw-
ing stun grenades, and a collection of knives, slingshots, rocks, and
smoke bombs found on board. As with Operation Cast Lead, action
videos were the most popular; clips of commandos rappelling from the
helicopter to the deck racked up 1.2 million views in a day.®

But the incident was a diplomatic disaster. In the hours after the
raid, at the United Nations, Turkey’s foreign minister Ahmet Devu-
toglu called the Israeli raid “tantamount to banditry and piracy. It is
murder conducted by a state.” Turkey recalled its ambassador from
Israel and canceled three joint military exercises. Pro-Palestinian activ-
ists quickly countered the IDF on social media, purporting to show
how the IDF manipulated images and misleadingly captioned videos.
Several months after the actual raid, a group posted a mashup video
titled “Internet Killed Israeli PR,” mocking Israeli spokesmen and the
New Media Desk by interspersing footage from Israeli coverage of
the conflict with images of cats, Barbra Streisand, and other Internet
memes, set to reworked lyrics sung along to the music of “Video Killed
the Radio Star.”

Within Israel, the sense pervaded that the IDF had completely lost
the media war. Amir Mizroch, executive editor of the Jerusalem Post,
wrote, “For a country so technologically advanced, and with such acute
public diplomacy challenges, to fail so miserably at preparing a com-
munications offensive over new media is a failure of strategic propor-
tions.” An official investigation found the IDF slow to release images
of the raid. It did not post videos said to show passengers beating the
commandos until 10 p.m. on May 3I. In spreading its message, the
prime minister’s office failed to differentiate between domestic and
international audiences. There was, moreover, little Arabic-language
outreach in the period preceding and following the Marmara raid.”

Even with the clear democratizing and destabilizing potential of
social media, it is important to note that Israeli videos are often viewed
in vastly larger numbers than those produced by others with alternate
views, and still Israeli analysts see the IDF as having lost the conflict. By
August 2014, viewers had watched “Internet Killed Israeli PR” slightly
more than 42,000 times. A pro-Israel, antiactivist video, “Flotilla Choir
Presents: We Con the World,” had more than 2.6 million views. The
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first video is more Internet savvy. The Israeli video—set to the tune of
“We Are the World” and featuring Israelis dressed as Arabs and activ-
ists waving weapons—is more than a little cringe inducing; the Israeli
government eventually apologized for distributing it. Page views were
not enough to counter the reality that social media were primarily
reaching those already sympathetic to Israel and that the Jewish state’s
international standing was falling precipitously."

GAZA: THE FIRST TWITTER WAR
By the time of the 2012 and 2014 Gaza conflicts, Israel had expanded
the reach and resources of the social media units within the IDF and
Foreign Ministry, but it still struggled to engage audiences in cyber-
space. Israel used Twitter to announce that it had launched a “wide-
spread campaign on terror sites & operatives in the #GazaStrip, chief
among them #Hamas & Islamic Jihad targets,” and the 2012 conflict
was quickly tagged the first “Twitter war.” The IDF’s New Media Desk
also posted photos to Flickr and updated Facebook pages, and in
numerous interviews with US and British media outlets, unit members
reinforced the conflation of social media and military conflict inherent
in the term “Twitter war.” IDF media spokespeople referred constantly
to wars of ideas, campaigns, deployments, and rules of engagement.'

The IDF and Hamas, under the handles @IDFspokesman and
@AlQassambrigade, both tweeted approximately twenty times a day,
though they could reach ninety tweets in a day during the 2012 con-
flict. The IDF ran a running tally of rockets launched from Gaza and
introduced a series of graphics of missiles raining down on the Eiffel
Tower, Statue of Liberty, and Big Ben, with the tagline “What Would
You Do?” While the IDF frequently linked to external news sources,
Hamas made greater use of photos; about 20 percent more of its tweets
contained images, often of destroyed buildings and people killed in
airstrikes. By the end of the conflict, followers of @IDFspokesman had
increased by 146,000, or about three times; of @AlQassambrigade, by
39,000, or twelve times."

After a cease-fire went into effect in the third week of November,
representatives of the two sides continued the conflict in cyberspace.
In response to the assassination of Hamas military chief Ahmed
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al-Jabari, Anonymous launched its #Oplsrael Campaign, attacking
websites belonging to the Israel Defense Forces, the prime minister’s
office, Israeli banks, and airlines. Although Israeli businesses, the Shin
Bet, and military cyber forces defeated most of the attacks, they contin-
ued for weeks.

Both sides tried to mobilize international support in cyberspace
across Facebook, Google, Pinterest, and Tumblr. Israel encouraged
supporters to retweet its messages under the hashtag #IsraelUnderFire
or #PillarOfDefense, the official name of the operation. Palestinians
deployed the hashtags #GazaUnderSiege and #GazaUnderAttack, which
reached a peak of 170,000 mentions in a single day, compared to only
25,000 mentions for #IsraelUnderFire. There was little contact or cross
communication, with less than 10 percent overlap in conversations, and
94 percent of the discussion took place outside Israel and Gaza.

Much of the social media played to the base, appealing to support-
ers and doing little to convince the other side or to sway neutral or
uncommitted observers. This may make sense given the high degree
of homophily demonstrated on social media. As many have pointed
out, social networks demonstrate the principle that similar individuals
tend to group together, and people choose their Facebook friends and
whom to follow on Twitter based on their worldviews. So supporters of
Israel “friend” other supporters of Israel and are unlikely to follow the
bloggers of Electronic Intifada. The algorithms Facebook and other
social media firms use to determine which news people should see can
reinforce this homophily: the more you engage with a certain type of
news story, the more similar content is made available to you.

But if Israel was trying to reach third-party observers, its message
missed. Many found Israel’s boasting about the technological sophisti-
cation of its airstrikes callous in the face of civilian casualties. Hussein
Ibish, a senior fellow at the American Task Force on Palestine and a
moderate voice committed to a two-state solution to the decades-old
conflict, tweeted, “This is extremely damning. IDF cheerily live-tweets
infanticide.”

While al-Jabari, the Islamic Jihad leader assassinated at the begin-
ning of the conflict, posed a clear terrorist threat, tweeting his picture
emblazoned with the word “ELIMINATED” was likely to negatively

influence those skeptical of Israeli actions. As Michael Koplow of
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the Israel Institute wrote, European publics and others were already
inclined to “cast a wary eye on Israeli militarism and martial behavior,
and crowing about killing anyone or glorifying Israeli operations in
Gaza is a bad public relations strategy insofar as it feeds directly into
the fear of Israel run amok with no regard for the collateral damage
being caused.” Writing in the left-leaning newspaper Haaretz, Anshel
Pfeffer argued that you can “cut and polish diamonds, but there’s no
way to transform a bombed-out house with its residents still inside and
dead babies being dug out of the rubble into a PR coup.” The best
Israel could hope for was a “tie.”"

Operation Protective Edge, the 2014 conflict in Gaza, repeated
most of the battlefield and social media events of its predecessor.
Israeli attacks killed more than 2,100, including about 500 children,
and left more than 100,000 homeless. Hamas fired over 4,500 rock-
ets into Israel, killing six civilians. Sixty-seven soldiers died during the
wars. After fifty days of fighting, the two sides agreed to a cease-fire
that changed almost nothing on the ground.

Again Israel strove to demonstrate that it was acting responsibly.
The New Media Desk and IDF spokesmen tweeted images of weapons
stores in mosques and UN schools and rockets being fired from highly
populated areas, providing evidence of what the IDF described as not
just Hamas’s indifference to civilian casualties but, in fact, its conscious
effort to produce, in Prime Minister Benjamin Netanyahu'’s infelicitous
phrase, “telegenically dead Palestinians.”®

Using the hashtags #GazaUnderAttack, #Gaza, #Stoplsrael, and
#PrayForGaza, Hamas defended its actions and stressed the plight of
Palestinian civilians. For Palestinian supporters, social media offered
an important way to sidestep what they saw as pro-Israel bias in the
mainstream media. In a few instances, the two sides directly addressed
each other. Hamas posted a music video, sung in Hebrew and Arabic,
showing rockets being transported and fired at Israel, perhaps in an
effort to undermine morale and support for the government.

Despite all the money invested over the decade and the increas-
ingly sophisticated graphics and apps, it was hard to say Israel was
gaining any ground in the social media war. From July 26 until August
25, the hashtag promoted by Israel’s supporters, #IsraelUnderFire, was
tweeted over 320,000 times; the hashtag of supporters of Palestine,
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#GazaUnderAttack, got over 3.6 million tweets. Compared to 2010 and
2012, the stakes seemed larger on Twitter. This in part reflected the
growing importance of Twitter as a platform—the service now had a
100 million more users than it did in 2012.

More importantly, Twitter had become an essential tool for jour-
nalists on the ground. Many witnessed the destruction firsthand, and
some were present as children died. Their tweets had an immediacy
and emotional punch often edited out in their formal reporting. New
York Times reporter Anne Barnard tweeted of the death of a girl, “In
ER, girl, 9?, lies still, staring. No relative w/her. Docs gently check
pulse, again & again, until it’s time. A white sheet & she’s gone.” But
as author and journalist Gal Beckerman notes, newspapers strive for
balance and impartiality, and the article Barnard eventually wrote
described the girl’s death in much less detail, in several paragraphs
near the end, after providing much more context about the fighting.
No narrative Israel could provide on social media would counter these
directly felt emotions delivered through Twitter."”

Israel’s international standing suffered everywhere, except perhaps
the United States. The White House publicly declared it was “appalled”
by the “disgraceful” shelling of a UN school, but the American public
continued to show strong support for Israel during the conflict. Polls
showed Israel losing sympathy in Europe, and a number of govern-
ments warned citizens against doing business with Israeli companies
located in settlements in the West Bank. Prominent American, Euro-
pean, and Israeli liberal Zionists—supporters of the project of build-
ing a Jewish homeland and a separate Palestinian state in the occupied
West Bank—despaired of the war and the future. The immediacy of
social media did not cause this alienation, but it highlighted an ines-
capable characteristic of the asymmetric conflict in Gaza: the majority
of casualties would be Palestinian citizens.

TROLLS FOR CHINA AND RUSSIA

If social media campaigns have indirect if marginal effects on opin-
ion during high-stakes, high-intensity conflicts, they can redirect and
obfuscate during longer-term campaigns. The goal is often to have
bad information crowd out the good. In March 2012, if you attempted
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to tweet about Tibet or retweet a story about Tibetans setting them-
selves on fire, you would have been drowned out on Twitter. Several
hundred bots (automated programs that generate content) flooded
discussions using the hashtags #Tibet and #freetibet with meaningless
tweets and spam. A sea of garbage swamped discussion by real Tibet-
ans and experts. Twitter eventually shut down the bots and slowed the
spam to a drip."

Two years later, if you were still interested in Tibet, you might have
decided to follow Tom Hugo. His profile photo displayed an attractive
man showing off his washboard abs on a beach. Tom tweeted videos
of happy Tibetans singing and dancing on Chinese state-run televi-
sion and linked to stories about bumper harvests in Tibet. Tom was
a fake, as were hundreds of other attractive people tweeting Potem-
kin village-like stories about Tibet. The profile photo was actually
of a Brazilian model named Felipe Berto, and every story and video
tweeted came from a Chinese propaganda website. One account even
used a photograph of Syd Barrett, the late Pink Floyd vocalist, to push
out pro-government messages.'?

As with all hacking and activism, it is hard to say with any certainty
who is behind these actions. We do not know the Internet protocol (IP)
addresses of the people who set up the Twitter bots, and even if we did,
they can mask their true location with proxies. But China has a clear
motive to shape the discussion about Tibet and other sensitive issues
globally. In addition, China’s active policy of “Internet public opinion
guidance” attempts to steer public discussion on the web at home. The
use of fake Twitter accounts echoes the efforts of the so-called Fifty
Cent Party, a collective of Internet commenters reportedly paid 0.5
renminbi (about 8 US cents) per comment on stories in an effort to
sway domestic public opinion on politically sensitive issues. The Chi-
nese government pays an estimated 250,000 to 300,000 people in the
“party” to cultivate anti-American and pro—Chinese Communist Party
sentiment. One fifty-center described receiving an e-mail every morn-
ing from the local Internet office telling him what news stories to focus
on that day.?

These actions reflect both how serious the Chinese leadership
takes the Internet and China’s lack of soft power. As a September

2013 Beijing Daily article explained, “The Internet has become a main
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battlefield in today’s ideological war. . . . If we don’t seize control of
[it], someone else will.” The official response to the wave of Tibetan
self-immolations, which began in 2011 and was still occurring in 2015,
sounded ham-handed and insensitive to Western ears, especially given
the popularity of the Dalai Lama, Tibet’s exiled spiritual leader. As the
Western media sympathetically reported on the Tibetan protests, the
Chinese press and government officials doubled down on their vilifica-
tion of the Dalai Lama for “inciting splittism,” calling him a “jackal”
and a “wolf in sheep’s clothing.” The selfimmolators were “criminals.”
Within China the authorities responded with harassment of activists
and mass arrests.”!

The Kremlin’s theory of influence also relies greatly on mass dis-
information. Russia has mobilized an army of trolls, part of a larger
information war to legitimize its actions and divide, distract, and dis-
turb its opponents in and out of Russia. Internet trolls post inflam-
matory or off-topic comments in a deliberate attempt to provoke or
distract opponents. During the conflict in Ukraine, Russian television
ceaselessly portrayed Kiev as fascist and neo-Nazi, playing up the threat
to the Russian-speaking minority in the east of the country. Russian
media repeated fake news stories. The goal, according to author and
producer Peter Pomerantsev, “seems [to have been] less to establish
alternative truths than to spread confusion about the status of truth.”**

At the same time, the Kremlin reportedly paid English-speaking
Russians to post pro-Putin and pro-Moscow comments on the websites
of US and UK media outlets. A moderator who vets comments on the
Guardian’s websites said, “Zealous pro-separatist comments in bro-
ken English claiming to be from Western countries are very common,
and there’s a list of tropes we’ve learned to look out for.” Even more
aggressively, Russian trolls are thought to be responsible for the online
rumors in the United States of an Ebola outbreak in Atlanta, a chem-
ical leak in Louisiana, and the lethal shooting of an unarmed black
woman by police in the wake of the shooting in Ferguson, Missouri.*

Hacked e-mails and documents released to Buzzleed revealed
Moscow’s hand in some of these posts. According to the e-mails, the
Internet Research Agency, based in St. Petersburg, managed a strat-
egy to influence the discussion of the crisis in Ukraine on behalf of
the Kremlin. The documents detail the workload demanded of each
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Internet troll based on anxiety that the foreign press was forming
negative views of Russia and that “in the foreign Internet community,
the ratio of supporters and opponents of Russia is about 20/80 respec-
tively.” The Internet Research Agency expected trolls to maintain six
Facebook accounts and ten Twitter accounts, tweeting fifty times a day.
The documents also described how posters should comment on the
websites of Fox, Politico, and the Huffington Post. It is hard to imagine
that any of the posts had any effect on Western opinions of Russia or
Vladimir Putin, as they were often laughably macho or sophomoric.
The goal, as with most trolling, was to make reasonable, rational con-
versation impossible.**

(The trolling was taken all the way to the top. Dmitry Rogozin,
deputy prime minister of Russia and special envoy of the president,
tweeted a photo with side-by-side images of Putin and Barack Obama.
Putin, seated, wearing jeans and a black jacket, cuddles with a leopard.
Obama, standing in a suit, holds a fluffy white dog. The caption reads,
“We have different values and allies.”)?®

China and Russia have often used a torrent of noise to drown out
competing messages. Social media amplify their propaganda, and
anonymity obscures the ulterior motives of those spreading content.
Reality becomes increasingly indistinguishable from simulacra of it.
By contrast, the United States has faltered in efforts to create an alter-
native message for those potentially tempted to go down the road of
extremist violence. After the Islamic State in Iraq and Syria (ISIS), also
known as the Islamic State in Iraq and the Levant, managed to take
over almost a third of Syria in 2013 and the Iragqi city of Fallujah in Jan-
uary 2014, it burst into the conscience of the wider American public in
June 2014. ISIS forces swept into Mosul and advanced within sixty miles
of Baghdad, drawing the United States back into conflict in Iragq.

ISIS conquests on the ground were accompanied by an informa-
tion campaign so slick that the online magazine Vice called the group
“total social media pros.” As ISIS approached the Iraqi capital, users
who searched for “Baghdad” in Arabic on Twitter found the top image
showed ISIS’s black flag flying over Baghdad and the warning “Bagh-
dad, we’re coming.” According to J. M. Berger, an analyst of online
jihadism, ISIS tweeted almost 40,000 times in one day; ISIS followers
and others around the world then retweeted those tweets. ISIS also
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developed its own app for the web and Android phones called The
Dawn of Glad Tidings. Supporters who downloaded the app gave ISIS
authority to post from their Twitter accounts, which allowed the group
to use hundreds of accounts to coordinate campaigns and get its own
hashtags trending.*®

Brutality and barbarism, packaged with sophisticated production
techniques, became integral to ISIS’s social media campaigns, which
are broadcast in at least twenty-three languages. The ISIS media unit
produced the videos of the beheadings of American journalists James
Wright Foley and Steven Sotloff. It also tweeted photos of massacres
of Iraqi and Syrian prisoners and crucifixions of Christians and mem-
bers of the minority Yazidi faith. Yet the campaign also worked to por-
tray ISIS fighters as “normal people who love to goof around with each
other,” in the words of one tweet. Militants posted pictures of kittens,
sunset shots framed with guns in the foreground, and comrades hold-
ing jars of Nutella in grocery stores.*’

ISIS is, of course, not the first to exploit the Internet. Terrorist
organizations have for two decades relied on the web for training and
recruitment, radicalization, and fund-raising. In a 2002 letter to Mul-
lah Omar, head of the Taliban, Osama bin Laden wrote, “It is obvious
that the media war in this century is one of the strongest methods;
in fact, its ratio may reach 90 percent of the total preparation for the
battles.” Websites and social media allow groups to reach out to geo-
graphically dispersed individuals, make them feel part of a larger com-
munity, and over time radicalize their views. The late Anwar Al-Awlaki,
the Yemen-based US-born cleric, used e-mails, blogs, discussions, chat
rooms, videos, and the English-language online magazine Inspire to
publicize al-Qaeda’s cause and to recruit new members.?

According to Gabriel Weimann, professor of communications
at the University of Haifa, the number of websites run by terrorists
climbed from a dozen in 1998, to nearly 5,000 in mid-2006, to over
9,800 in 2014. Deprived of physical spaces and training camps by the
invasion of Afghanistan and drone attacks in Pakistan, Yemen, and
elsewhere, terrorists moved to the Internet to post audios and videos of
attacks, as well as technical instructions: how to build pressure cooker
or car bombs, make high-quality forgeries, encrypt documents, and
use the web under the radar of Western intelligence.*
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By the mid-2000s, wanting to target younger audiences, al-Qaeda
and other terrorist groups migrated much of their content from static
websites to Facebook, Instagram, Twitter, YouTube, and other social
media networks. Terrorists also moved to social media as Western law
and intelligence agencies monitored and attacked their websites. Con-
stant hacking and removal by Western counterterrorist agencies, for
example, made it necessary for al-Qaeda to use Twitter to direct follow-
ers to new sites to find content. In one attack, the United Kingdom’s
Government Communications Headquarters scrambled the online
content of Inspire, replacing an article titled “How to Build a Bomb in
the Kitchen of Your Mom” with cupcake recipes. In response, terrorists
cycled through different media for different purposes, using YouTube
to attract new recruits and instant messaging to develop closer contact
and further indoctrination, eventually moving to a point where the
relationship had grown close enough to start planning attacks.*

In another advantage, social media pushes out information rapidly.
Twitter in particular gives terrorist groups a tool to distribute informa-
tion in real time. During a September 2013 attack on the Westgate Mall
in Nairobi, Kenya, a location popular with Westerners and middle-class
Kenyans, the Somalia-based al-Shabaab tweeted live updates glorifying
the militants and taunting the Kenyan government. “I'he Mujahideen
entered Westgate mall today at around noon and they are still inside
the mall, fighting the Kenyan kuffar [nonbelievers] inside their own
turf,” tweeted the account @HSM _ Press-Shabaab. The feeds were tai-
lored to different audiences, and each time Twitter closed an account
tied to the group, a new one popped up in its place.*

The fact that the Western mainstream media is often not on
the ground magnifies the impact of these tweets and thus the polit-
ical impact of al-Shabaab, ISIS, and others. Financial cutbacks have
reduced foreign bureaus, and the battlegrounds are often too dan-
gerous for journalists. As a result, reporters turn to Twitter as a news
source. Some of the tweets flesh out the reporting, giving it an on-the-
ground feel, but in some instances unverified or false information gets
repeated, hyping the importance of a group or an event that may in
fact be marginal.

While completely abhorrent to most, ISIS’s social media usage has
a strategic logic. As Berger writes, “Fear and brutality are a crucial part
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of its strategy to win on the ground, by amplifying fear and demoral-
izing those who might stand up to it.” Of great importance to ISIS is
proving that it has superseded al-Qaeda and should receive the support
of Sunnis sympathetic to jihad against Europe and the United States.
Or as one American official told the New York Times, “ISIS is able to
hold itself up as the true jihad.” Another set of messages—about ISIS
providing social services and fighters distributing food—Dbolsters the
group’s identity as an insurgent militia intent on seizing territory and
serves as evidence that it can govern Sunni areas justly and efficiently.*
The social messaging helped ISIS force its way into the conscious-
ness of the American public. The beheading videos, in particular,
played a large role in shifting the political ground. President Barack
Obama, who had earlier called the Islamic State al-Qaeda’s “jayvee
team,” gave a prime-time address explaining the threat the group
posed to the nation. In an October 2014 NBC/Wall Street Journal poll,
94 percent of Americans said they were following the news of the jour-
nalists’ beheadings, an astounding number considering the traditional
lack of awareness of foreign affairs among the American public (in
the same poll, less than 40 percent knew who the prime minister of
Israel was). ISIS’s brutality also managed to accomplish what nothing
else has: to unite Egypt, the Gulf States, Iran, Iraq, the Kurds, Saudi
Arabia, Syria, Turkey, and the United States in destroying a common
enemy. Although not a strategy for long-term viability, the brutality
serves the Islamic State’s goal of provoking a region-wide war or, if you
believe that ISIS is an apocalyptic group, an “end of days” battle.*
ISIS’s messaging draws a surprising number of American and Euro-
pean recruits. In 2014, the Soufan Group, a strategic security consult-
ing company, found that about 3,000 Westerners were fighting in Syria
for various groups opposing the Bashar al-Assad regime, and US intel-
ligence officials estimate that close to a dozen Americans have joined
ISIS. By September 2015, intelligence and law officials estimated there
were 4,500 Westerners, including 250 Americans, who had entered
Iraq and Syria to join ISIS. Radicalization is a complex process, how-
ever, and the consumption of extremist videos and tweets is only one
factor in the decision to become a jihadi. While a growing body of
research has begun to identify a few general trends, it is still impossible
to predict who will become radicalized regardless of the social media

[vww.ebook3000.con)



http://www.ebook3000.org

LET SLIP THE TWITTER FOLLOWERS OF WAR « 189

consumed. Moreover, much of the attraction of the Islamic State has
derived from its success on the battlefield and ability to seize territory,
not from tweets about fighters finding Nutella in grocery stores.**

The US and European governments have vacillated between block-
ing ISIS and other groups from using Internet platforms to radicalize,
recruit, and motivate and disrupting or competing with the Islamic
State’s narrative. For liberal democracies, taking down content and
accounts raises obvious sensitivities about free speech rights, which
Islamic State supporters often exploit by skating near but not crossing
the line of protected speech. Twitter, which once identified itself as
“the free speech wing of the free speech party,” has had to balance an
aversion to censoring material with a strong desire not to be associated
with or held responsible for brutal images and words.

It is nearly impossible for social media corporations to prevent ter-
rorists from posting content on their sites. Too much information gets
uploaded at any one time; one hundred hours of video, for instance,
were uploaded to YouTube every minute in 2014. Companies do take
down accounts for violating terms of service that prohibit the promo-
tion of violence, but historically they do this only after other users com-
plain, not after conducting an active search for such material. Twitter,
for example, removed an image of Jim Foley being murdered and sus-
pended accounts only after users flagged the content as inappropri-
ate. Even then, the image continued to circulate for several days after
Twitter announced that it was suspending accounts, as Islamic State
supporters moved quickly to register new accounts.

While the companies rely on users to flag offensive content, tech
company employees are not equipped to distinguish between free
speech content and tweets, posts, or videos that promote terrorist vio-
lence. Liberal societies do not want to delegate these types of deci-
sions to private businesses and so have searched for ways to involve
the government in takedown decisions. In March 2015, the European
Union proposed the creation of an Internet Referral Unit that, as part
of the law enforcement agency Europol, would remove extremist mate-
rial from the Internet. This model is based on the Counter Terrorism
Internet Referral Unit (CTIRU) set up by the UK government in 2010.
The CTIRU cooperates with technology companies in identifying con-

tent to be removed. Counterterrorism officers have special privileges
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that allow them to flag online content for instant moderation by Goo-
gle and other services. By March 2015, CTIRU had removed 75,000
pieces of online extremist material.*”

Under pressure from governments and the public, Twitter has
become proactive on suspension. On one day in April 2015, the com-
pany suspended 10,000 accounts in response to violent threats directed
at activists. People like to use the “whack-a mole” image to suggest that
new accounts will spring up as soon as old ones are taken down, but
research conducted by J. M. Berger demonstrates that taking accounts
offline does hurt. At the least, new accounts have to build up new
follower lists, which is time-consuming and can take several months.
Between July and October 2014, when Twitter actively removed ISIS
accounts, the number of retweets by ISIS users went down, and the
quality of interactions declined. The takedowns also limited ISIS’s
ability to broadcast its message beyond its core supporters. Berger’s
research suggests that, given Twitter’s massive computing resources
and rapid access to user data, the company could deny use of the
platform to ISIS, reducing its ranks “to as few as a couple hundred
hyper-committed supporters with negligible influence.” That ISIS
began threatening Twitter employees with assassination suggests the
suspensions were causing the group some pain.*®

Having Islamic State fighters maintain a limited presence on social
media has benefits for intelligence collection. Through tweets and vid-
eos, intelligence agencies have learned a great deal about how ISIS
operates, the structure of the organization, and its partners. Despite
warnings from ISIS social media units, many fighters failed to turn
off the geolocation markers in their Twitter feeds, allowing counter-
terrorism officials to locate them. Moreover, intelligence agencies are
likely to have approached Twitter and Facebook for information about
individual accounts, such as the IP addresses or e-mails used to open
them. In June 2015, General Hawk Carlisle, commander of the US
Air Combat Command, announced that the air force had launched
three bombs at an ISIS headquarters. Intelligence officers were comb-
ing “through social media and they see some moron standing at this
command,” Carlisle said. “So they do some work,” the general contin-
ued. “Long story short, about twenty-two hours later through that very
building, three JDAMs [ Joint Direct Attack Munitions] take that entire
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building out. Through social media. It was a post on social media.
Bombs on target in 22 hours.”’

The US government has not been of one mind about whether to
keep extremists online. In 2008, the CIA and the Saudi government
were running a honeypot for extremists, a fake forum covertly moni-
tored for information on possible attacks in Iraq and other countries
in the region. This enabled Saudi police to round up a number of
potential attackers early in their preparations. US Cyber Command
wanted to take the site offline, and it did, over CIA protests, ending
the counterterrorism operation and inadvertently disrupting more

than three hundred servers in Germany, Saudi Arabia, and Texas.*

THE LAST THREE FEET

The US struggle to develop public diplomacy that balances compet-
ing interests and delivers an effective message through social media
stems in part from neglect. Public diplomacy usually involves efforts to
communicate a country’s polices and values to the people of another
nation. The objective is influence—to shape the perception of foreign
audiences in order to advance foreign policy goals. During the Cold
War, the United States accomplished this by beaming Voice of America
and Radio Free Europe messages to audiences in Eastern Europe. This
was a broadcasting model, a discussion in one direction from the few
to the many.

With the advent of social media, foreign ministries began to believe
that they could traverse what journalist Edward R. Murrow called the
“last three feet” “The real crucial link in the international exchange
is the last three feet, which is bridged by personal contact, one person
talking to another.” A network-based and horizontal model of interac-
tion that would build direct relationships with national audiences, civil
society groups, and even individuals would span this gap. Interactive
discussions would replace broadcasting.

Social media and Twitter diplomacy have been especially useful for
small states with clearly defined agendas. Two of the most skillful users
of social media are Carl Bildt and Toomas Hendrik Ilves. Bildt, whose
Twitter handle reads, “Entrepreneur in future and peace. Before that

most other things,” was formerly Sweden’s prime minister and foreign
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minister. Bildt uses his platform to promote online freedom and shape
Europe’s response to Russian encroachment into Ukraine. On Novem-
ber 19, 2014, for example, Bildt tweeted a picture of a Russian T-72BM
tank, with timelines of its sighting in east Ukraine, commenting, “Pres-
ident Putin still denies that his army is in Ukraine. He must believe we
are complete fools.”*

While Hillary Clinton had almost 13 million Facebook fans, 2 mil-
lion Twitter followers, and more than 16 million video views as sec-
retary of state, these numbers could not hide the fact that the US
government’s public diplomacy capabilities had atrophied after at least
a decade of disregard. With the 1999 merger of the US Information
Agency with the State Department, the number of public diplomacy
officers fell, and funding was cut for Radio Free Europe. New efforts
like Radio Sawa and Alhurra television failed to attract audiences in
the Arab world, and some evidence suggests that attitudes toward
American foreign policy actually became worse after people listened
to and watched these stations.*’

Facebook, Tumblr, Twitter, YouTube, and others provided new plat-
forms and opportunities. In her confirmation hearing, Judith McHale,
former president and CEO of Discovery Communications and Presi-
dent Obama’s first undersecretary of state for public diplomacy and
public affairs, spoke of social media as providing “the opportunity to
move from an old paradigm in which our government speaks as one
to many, to a new model of engaging interactively and collaboratively
across lines that might otherwise divide us from people around the
world.™!

Due to social media’s privileging of networks over hierarchies,
what many called public diplomacy 2.0 required cultural and organi-
zational changes. Or as James K. Glassman, undersecretary for public
diplomacy and public affairs in the George W. Bush administration,
put it in 2008, “PD 2.0 is an approach, not a technology.” Historically,
embassies prefer to say as little as possible publicly, and when they do
communicate, they prefer the more controlled mechanism of print.
Most diplomats are risk averse; a poorly chosen statement to the media
or an inept post on social media can end a career. Even as US embas-
sies moved more content online, their sites tended to be boring and

uninformative. In 2005, Pakistan suffered a devastating earthquake
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that killed more than 70,000 people and destroyed more than 600,000
homes. The United States provided $200 million in relief. US military
helicopters flew more than 4,600 missions, and medical teams treated
approximately 35,000 patients. Yet a survey of US embassy websites in
countries where Muslims are a majority or constitute a significant por-
tion of the population revealed that most had not put anything up
about US aid relief to Pakistan.*?

A change in presentation and style could address these deficits
in part, but the larger problem, according to Glassman, and a major
source of animosity toward the United States was the perception, espe-
cially among the young, that the United States did not “respect their
opinions, that we do not actively listen and understand.” The response
should be “not to lecture them or tell them what to think or how won-
derful we are.” Rather a US diplomat should act as “a facilitator or con-
vener,” in order for the United States to have its ideas heard and be
seen as “a society that itself hears and respects the views of others.”

The move to public diplomacy 2.0 began under the Bush admin-
istration and accelerated under President Obama. It became per-
sonalized in Alex Ross and Jared Cohen, two young, tech-savvy State
Department advisers with hundreds of thousands of followers on Twit-
ter, whom the New York Times Sunday Magazine profiled. Countless news
stories showed Ross, the first senior adviser for innovation to the sec-
retary of state, and Cohen, who served on the policy planning staffs of
Condoleezza Rice and Hillary Clinton, tweeting current events and pop
culture, visiting the Googleplex, leading tech delegations to Iraq, Rus-
sia, and Mexico, and discussing how to remake US embassies online.**

The inaugural event for these efforts was Obama’s Cairo speech in
June 2009. The president’s call for better relations with the Arab world
was webcast live, and translated versions of the speech were available
on Facebook, MySpace, and YouTube, as well as on the popular South
Asian networking site Orkut. Portions of the speech were transmitted
by text message to mobile phones in more than 170 countries.

If Cairo became synonymous with a high point of digital diplo-
macy, the metropolis also became associated with how it could go off
the rails. On September 11, 2012, as outrage spread across the Muslim
world over an anti-Mohammed video posted on YouTube, US embassy
officials posted and tweeted a statement saying, “We firmly reject the
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actions by those who abuse the universal right of free speech to hurt
the religious beliefs of others.” A little after midnight on September
12, after a day of protests and demonstrators breaching the embassy’s
gates, officials tweeted, “This morning’s condemnation (issued before
protests began) still stands. As does condemnation of unjustified
breach of the Embassy.” Republicans quickly seized on the tweets as
proof of President Obama’s willingness to cave to the demands of Isla-
mists, and the Mitt Romney campaign called them “shameful.” Many
who were not looking to use the missteps in a political campaign were
still dismayed by the embassy’s initial failure to defend the principle
that even offensive speech deserves protection.*’

The Obama administration distanced itself from the statement;
the tweets were deleted and the public affairs officer recalled to Wash-
ington. In the wake of the controversy, the State Department report-
edly considered a two-day review for all tweets. To succeed, a tweet
must be speedy and often personal and witty. A two-day delay would
have completely enfeebled US diplomats’ efforts to use social media.
So while State Department tweets are often reviewed, the process does
not take forty-eight hours.*®

US efforts to engage the Muslim world have swung from gentle
conversation to something more like trolling. The State Department’s
Digital Outreach Team, made up of Arabic, Punjabi, Somali, and Urdu
speakers, tried to reach “swing voters,” Muslims, and others on BBC,
Al Jazeera, and Arabic-language forums who might sympathize with
al-Qaeda and other terrorist organizations, yet remain open to infor-
mation about US government policy. Unlike the Internet trolls paid
by the Chinese and Russian governments who operate in the shadows,
members of the digital team identified themselves as State Department
representatives. This was part of an effort to educate and persuade,
to tell America’s story and undercut the attraction of violent extrem-
ism. The outreach however, at least according to one study, did little
to moderate anti-Americanism, and only 4 percent of those surveyed
expressed positive views of the content the team posted.”

In 2011, the president and the secretary of state established the
Center for Strategic Counterterrorism Communications (CSCC) as
part of the National Strategy for Counterterrorism. The strategy rec-
ognized that “the Internet has become an increasingly potent element
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in radicalization to violence” and committed to developing “a sepa-
rate, more comprehensive strategy for countering and preventing vio-
lent extremist online radicalization.” The comprehensive strategy was
never released, but in the CSCC gentle argument evolved for a while
into a sharper-edged engagement. As the group’s director, Alberto Fer-
nandez, said in an interview, CSCC began “contesting a space” that
had “previously been conceded to the enemy.” “Our goal is not to
make people love the U.S. Our goal is to make al-Qaeda look bad.”
CSCC began challenging extremists and sympathizers directly, expos-
ing what it saw as hypocrisy and stupidity. The tone turned negative
and combative.*®

In targeting the Islamic State, CSCC used the hashtag #think-
againturnaway and promised to deliver “some truths about terrorism.”
It tweeted stories about people arrested while making their way to fight
for ISIS and about Kurdish and Lebanese forces making gains against
the militia, as well as arguments that ISIS killings violated Islamic law.
CSCC spoke directly to ISIS supporters and sympathizers, telling one
who compared the United States and its allies to the Crusaders that
ISIS in fact consisted of “modern-day conquerors—they invade, Kkill
Muslims, take land, loot & steal, terrorize & enslave #Shameful.” When
Abu Bakr al-Baghdadi declared a new caliphate ruled by ISIS, the
State Department questioned whether he was wearing a luxury watch,
calling out the incongruity between the expensive timepiece and his
self-portrayed humility and modesty.*’

Outside media specialists have questioned whether a bureaucracy
like the State Department is flexible, adaptable, and essentially cool
enough to have an impact on the Twitter dialogue. Writer Jacob Sil-
verman likened CSCC’s tweets to “someone’s dad showing up at a col-
lege party” and criticized the center’s verbal style and use of graphics
and fonts. To succeed, CSCC would need more leeway to fail, which is
unlikely in a highly partisan environment. Moreover, there is a ques-
tion of resources. The center’s budget is small—in the realm of $10
million—and the CSCC does not have the capacity to generate the vol-
ume of content to disrupt Islamic State messaging. CSCC did create a
video, called “Welcome to ISIS Land,” that went viral in the summer of
2014. Using footage shot by the Islamic State of severed heads, execu-
tions, and crucifixions, the video amassed more than 850,000 views.*°
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But the video also drew criticism from the White House and other
parts of the State Department, which saw it as embracing the Islamic
State’s tactics and counterproductive to US goals. The extreme vio-
lence garnered attention but was not off-putting to Islamic State sup-
porters. Fernandez lost his job, and the CSCC was told to stop trolling
ISIS. The strategy would return to a more factual, counternarrative
approach. “When amplified properly, we believe the facts speak for
themselves,” said Rashad Hussain, the new director.”

The government, of course, is not the only actor and, in fact, is
probably not going to be the dominant voice in countering ISIS online.
Local Syrians and Iraqis active on Twitter and Facebook provide coun-
ternarratives and mock ISIS fighters. In February 2015, for example,
Syrians living in the ISIS-occupied towns of Raqqah and Abu Kamal
harassed and heckled fighters and documented the brutal conditions.
Several activist groups actively report Islamic State accounts for clo-
sure and promote competing messages; Anonymous claimed respon-
sibility for taking down nearly eight hundred Twitter accounts, twelve
Facebook pages, and more than fifty e-mail addresses linked to ISIS.
Facebook, Google, Twitter, and YouTube are also offering social media
training and advice to American Muslims and nongovernmental orga-
nizations to help them more effectively communicate. Additionally,
despite skepticism about collaborating with the Obama administration
because of the Edward Snowden hangover, social media companies
participated in the February 2015 White House Summit on Coun-
tering Violent Extremism. At the conclusion of that event, President
Obama announced a number of new initiatives, including the creation
of “technology camps” where executives, government officials, and
civil society and religious leaders will develop digital content that dis-
credits violent extremist narratives.*

MICROTARGETED DIPLOMACY

It is too early to tell if a mixed strategy of State Department—crafted
counternarratives, company takedowns and suspensions, and activist net-
working and messaging will work. While intelligence collection in Syria
and Iraq, as well as in London, Paris, and Minneapolis, gives some sense

of how effective the messaging is, developing a metric for something that
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does not happen—a young Muslim does not become radicalized—is dif-
ficult. But the early news is not good, and as long as ISIS continues to
succeed on the battlefield, we can expect it to attract new recruits.”

In addition to exploiting social media platforms to spread their
messages, nation-states will also deploy the tools of big data to shift
perceptions and influence opinions and sentiments. The term “big
data” describes data sets too large or complex for traditional meth-
ods of analysis and processing. The technology research and consult-
ing company Gartner used a widely repeated “3V” model to describe
the challenges and opportunities of big data: big data is high-volume,
high-variety, and high-velocity information. Data, once scarce, is now
abundant. Walmart, for example, processes 1 million transactions an
hour, and Instagram hosts over 30 billion photographs. The sources of
data have also expanded. Data comes from multiple sources—photo,
audio, video, web, GPS, documents, industrial sensors and logs, cell
phones—and as new programs and applications are introduced, new
data comes to life. The speed with which it is produced and analyzed
has also changed. Previously, companies and individuals analyzed data
in a batch process: researchers submitted a chunk of data to a server
and then waited for results. Now data can stream to the server almost
continuously, and analysis can happen in close to real time.

We have seen the application of big data to influence behaviors
most clearly in the marketplace and in domestic political campaigns.
In June 2014, for example, Facebook and the dating site OkCupid
announced that they had conducted experiments on their users. Face-
book manipulated the feeds of 689,003 people to see if it could alter
users’ emotions and induce them to post more positive or negative con-
tent. For a week, users’ feeds omitted certain types of content. Users
who saw more positive content in turn posted more positive updates,
and when negativity was reduced, they also reduced their own nega-
tivity. This was a public announcement of research results, but as tech-
nology scholar Zeynep Tufekci notes, Internet platforms conduct A/B
tests (does a user prefer option A or B) every day, which gives them
new insights to model personalities, alter behaviors, and predict which
social groups will stick together.>*

Even when the companies are not experimenting, algorithms
decide what stories appear in users’ newsfeeds. During protests over
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the killing of Michael Brown, an unarmed black youth, by a Ferguson,
Missouri, police officer, stories on the demonstrations did not show
up immediately in Facebook feeds, whereas on Twitter, discussion
exploded. This resulted from a characteristic of Facebook’s complex
and secret calculations that decide what shows up in a feed, and in this
case, current events did not surface in a timely manner. A study done
by Facebook itself found that feeds occasionally hid posts that readers
were likely to disagree with. If a user self-identified as conservative, one
in twenty links to contrary opinions disappeared. For self-identified
liberal users, one in thirteen links vanished. In addition, companies,
organizations, and individuals can pay to have their stories show up
in newsfeeds. New York Times tech writer Nick Bilton paid $7 to have a
post promoted and saw a 1,000 percent increase in interactions, with
130 likes and thirty shares within an hour.”

The collection of data and the development of algorithms and
other computational methods that draw inferences and correlations
from disparate sources of data have allowed businesses and polit-
ical campaigns to move beyond influence based on groups and to
develop approaches targeting individuals. Before, companies and cam-
paigns worked on large but limited amounts of data, and the connec-
tions inferred were highly probabilistic. Magazine subscriptions plus
financial and real estate records, educational attainment, and survey
responses gave a rather fuzzy picture of what individuals might buy or
how they might vote. Two individuals labeled “urban creative” might
have very different attitudes.

The amount of data available today is much vaster and more
closely linked to the individual. Commercial databases can match IP
addresses to voter names for the majority of Americans. The Obama
campaign, for example, could do more than view a voter as a white,
Southern, middle-class teacher. Massive cross-referenced data sets
and randomized experiments allowed strategists to fill in details from
these very broad brushstrokes to create a much clearer portrait of indi-
vidual citizens whom they could measure and assess. With this data,
the campaign could focus on mobilizing voters who were already likely
to vote for Obama and avoid wasting resources on citizens who were
very unlikely to visit the ballot box.”®
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Not surprisingly, intelligence agencies are hoping to develop and
exploit the same types of capabilities. Both Google and In-Q-Tel,
the CIA’s venture capital firm, have invested in Recorded Future, a
company that uses websites, blogs, and Twitter accounts to map the
relationships among hacker groups and among individuals and insti-
tutions. The company looks at when events happen and the tone of
posts. The Defense Department has tested software, called Dynamic
Twitter Network Analysis, that sorts data from the public Twitter feed
by phrases, keywords, or hashtags, mapping the data to its users and
giving intelligence officers insight into people’s moods and feelings to
help them understand, for example, what Pakistani users think about
US airstrikes against ISIS. The State Department awarded a $142,000
contract to INTTENSITY, a social media analysis company based in
Catonsville, Maryland, for a “social media command center” in order
“to better understand foreign populations and what they really think.”"

Despite grandiose claims, there are still limits to what big data can
tell. Much depends on the quality of the data collected, and people lie,
omit, and misdirect when they are online. A political organization can
identify lots of likes and opinions and still fail to motivate a voter. If
this is true of American politics, where there is a huge amount of data
and a shared political and cultural background, it is even more likely
the case with efforts to influence foreign audiences. Focused messages
may come across as distractions and annoyances instead of generating
awareness and influencing attitudes.

In addition, sociologist Duncan Watts, discussing the spread of
musical taste, finds that social networks magnify the impact of early
random or chance events, making it very difficult to predict which cul-
tural trends will catch fire and which will burn out quickly or never
ignite at all. Some political ideas will spread quickly, shaping domestic
politics and relations between states, but it will be very hard for intelli-

gence agencies to predict which.

People's antennas go up when they interact with official social
media. They look for authenticity—a congruence of values, words,
and deeds—which is a rare characteristic for states. The rhetorical
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commitment to democracy, free speech, and the open, global Inter-
net of the United States and its European allies often withers under
the harsh light of realpolitik, especially in the wake of the Snowden
revelations. Power shapes credibility, deeds are frequently divorced
from words, and the past hangs heavily over current promises. As Rich-
ard Stengel, undersecretary of state for public diplomacy and public
affairs, argues with regard to US engagement with the Middle East,
“We’re not always the best messenger for our message.””®

There may also be a fundamental mismatch between the message
and the medium. Social media is difficult terrain for a strategy of com-
peting in the “marketplace of ideas” through alternative narratives.
It favors the easily digestible and shareable. Content that is shocking,
conspiratorial, or false often crowds out the reasonable, rational, and
measured. Liberal democracies are in theory expected to operate
within legal constraints. Public messaging is supposed to be transpar-
ent, and the organizations that conduct information operations do so
under the supervision of other branches of the government and public
scrutiny. Though they need to disseminate high volumes of content
rapidly, they operate under budget constraints. In contrast, China and
Russia do not face critique from partisan publics, and they mobilize
hundreds and thousands of trolls operating at a relentless pace.

This struggle for influence takes place before our eyes in the
tweets and comments that scroll across our screens. But another bat-
tle for influence is happening at obscure meetings in Brasilia, Busan,
Dubai, and Geneva. These conflicts are highly technical and involve a
bewildering array of actors and acronyms—ICANN, WSIS, IANA, IGF,
IETF, WCIT, ITU, and DNS, among others. These battles determine
the architecture and governance of the Internet.
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Chapter 8

GEOPOLITICS
STRIKES BACK

NATION-STATES AND THE POLITICS
OF INTERNET GOVERNANCE

ooooooooooooooooooooooooooooooooooooooooooo

onas Marr moved from Brazil to Silicon Valley in the 1980s to

develop a low-cost computer. Despite rumors that Marr was ille-

gally hacking into competitors’ networks in the 1990s, his Marra
Corporation developed a global presence, and Marr married Pamela
Parker, a part-time actress and heir to a media company. After two
decades of growth, the company plateaued, and Marr faced a revolt
from his board. Rather than retire gracefully, he suddenly moved the
company’s headquarters back to Brazil.

In order to revitalize the company, and perhaps find his successor,
Marr sponsored a hacking competition called “Recife Digital.” Con-
testants were asked to develop and popularize new smartphone apps.
An early standout in the competition and its eventual winner was Davi
Reis. Reis had been working at a nongovernmental organization that
taught programming skills to children in low-income communities.
Reis and his partner, Manuela Yannes, were eventually named as the
next generation of leadership at Marra Corporation. It soon came out
that Reis was in fact Marr’s son, the child of a short affair.

You have probably never heard of Marr or his legendary low-cost
computer, Bro, unless you are a fan of Brazilian television. Marr,
Parker, Reis, Yannes, and many, many others were fictional charac-

ters on the telenovela Geragao Brasil (Generation Brazil), also written
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G3R4C40 BR4SIL. My brief summary does nowhere near justice to
the twists and turns of the story, which involves countless affairs, mar-
riages and divorces, kidnappings, duplicitous business deals, and
media scandals. And this does not even include the story line of a new-
age spiritualist named Brian, a genius who attends Harvard at age ten,
succeeds in Silicon Valley, and later returns to Brazil to write a book
titled Love Mystery, which tells of the insights revealed to him in front
of a secluded waterfall. The story of Jonas Marr was, in the minds of
its creators, not only good entertainment but also a call to arms for the
Brazilian public to engage in a vibrant domestic Internet culture and
for Brazil to have a larger voice on the international stage.

For policymakers in Brasilia, Internet governance is a sweet spot,
bringing together three foreign policy concerns: technological devel-
opment, promotion of Brazil as a leader on the world stage, and checks
on US power. Over the almost three decades between the fictional
Marr’s starting his company and moving to Recife, Brazil would gradu-
ally evolve from a leading advocate for a greater government role in the
Internet into an active promoter of a more bottom-up, private-sector-
led model of governance. As we have seen, cyber espionage, cyberat-
tacks, and digital trade are disrupting geopolitics; Brazil’s diplomatic
efforts to shape Internet governance, like those of China, Estonia,
India, Russia, the United States, and others, are signs that geopolitics
are striking back. So far, the impact of this new form of realpolitik on
the workings of the web has been relatively minimal. But the contest
could become more consequential and disrupt cyberspace.'

It is hard to overstate the importance of shows like Gera¢do Brasil
within Brazilian culture. Their entertainment value aside, the serial-
ized soap operas have always had an educational purpose and broad
political impact. This was especially true during the 1970s through
the 1990s, when the spread of televisions outpaced access to educa-
tion. The telenovelas highlighted the conflict between the old and the
new, between rural traditions and modern mores, and helped ease the
process of urbanization. As Brazil moved away from military rule and
toward democracy, the stories reflected both pride in the change and
skepticism in the efficacy of the new government.

The telenovelas do more than mirror what is on Brazilians’ minds:
they help shape behavior. These shows often criticize traditional values
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and at their center tell stories of female empowerment; women
undergo profound heartbreak but also have careers and make their
own choices. One study by the Inter-American Bank found a strong
correlation between the arrival of television and rising divorce rates
in Brazil. As the telenovelas spread, divorce rates rose from 3.3 divorces
per 100 marriages in 1984 to 17.7 in 2002, influenced in part by the
new role models on TV. In addition, the main characters in these sto-
ries often have small families, and so the telenovelas have been one fac-
tor contributing to the falling birthrate in Brazil, not only among the
urban wealthy but also in rural areas and favelas.”

Broadcast during prime-time evening hours, the telenovelas change
frequently, running for a few months. Gerac¢do Brasil aired for 155 epi-
sodes, six days a week at 7:00 p.m., from May 5 to October 31, 2014.
The soaps can attract huge audiences; Avenida Brasil, about the lives
of the middle class in the suburbs of Rio rather than the wealthy elite,
who are usually the focus of the programs, attracted an average of 46
million viewers a night and 80 million for the finale. Broadcasts of the
show reportedly forced President Dilma Rousseff to adjust her work
schedule.?

Geragao Brasil focuses on a new social transformation: the rapid
adoption of information and communication technologies in Brazil.
As the first episode opens, Davi participates in a street protest and
holds a sign reading “Information is Power.” A voiceover tells the audi-
ence: “The future has already arrived. We live in a technological revo-
lution. In front of us, the super programmers, these visionary geniuses
that are changing the world with their programming, and of course,
the youth.” Later, the narrator tells viewers that Brazilians are posi-
tioned to take advantage of the Internet age: “Today’s Brazilian youth
was born in the Internet era, has the entire world one click away, is
connected collectively, wants to share experience, wants to become an
entrepreneur.”

The show did not exaggerate in describing Brazilians as young and
collectively connected. In 2000, Brazil had only about 5 million Inter-
net users, amounting to a little less than 3 percent of the population. By
2014, the number had exploded to 107 million, more than 50 percent,
and half of Brazil’s Internet population is under age thirty. In the past,
landline telephones were limited to the wealthy; by 2014, there were
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more mobile phones—over 270 million—than people in the country.
Brazilians embrace social media widely and, like outside observers,
do not hesitate to invoke the cliché of a warm, outgoing social cul-
ture to explain it. In the words of John Perry Barlow, political activist
and cofounder of the Electronic Frontier Foundation, “Brazil was the
Internet before the Internet existed.” Brazil is now the second-largest
market for Facebook, Tumblr, and Twitter after the United States, and
Brazilians spend twice as much time as any other nationality on social
media and more time online than watching television.*

As in other parts of the developing world, activists and entrepre-
neurs developed social media, apps, and websites to address govern-
ment transparency and accountability. Seventeen-year-old Rene Silva
used social media to tell residents what was happening as the Bra-
zilian military mobilized to rout Comando Vermelho and Terceiro
Comando, two powerful drug gangs that controlled Alameo, a Rio
favela. At eleven years old, Silva, his brother, and a few friends had
started a community paper called Voz da Comunidade, and he eventu-
ally moved online, using Facebook, Twitter, and YouTube. On Novem-
ber 28, 2010, thousands of military police rushed into Alameo behind
three tanks. Fighting was so intense that journalists from the large out-
lets remained outside the favela. Silva live-tweeted the operations and
became the main source of information on the ground.’

Social media also played a large role in demonstrations that sprang
up across the country in June 2013. Angered by rising bus fares and the
government’s investment of at least $25 billion in stadiums and other
sport facilities for the World Cup and Olympics—funding that failed
to better the lives of average citizens—protestors took to the streets. A
violent response from riot police swelled the demonstrations, and tens
of thousands marched for months in over one hundred cities, posting
images and organizing on Facebook and Twitter around the hashtags
#itsnotjust20cents (referring to the twenty-cent increase in bus fare),
#VemPraRua (come to the streets), and #MudaBrasil (change Brazil).

I first heard of Gerag¢ao Brasil at a dinner in Rio with Carlos Affonso
Souza and Ronaldo Lemos, directors of the Institute for Technology
and Society. Young, cosmopolitan, and highly accomplished, Souza
and Lemos are influential technology thinkers. Lemos writes a weekly
column in Folha de S. Paulo, the country’s largest national newspaper,
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and hosts a weekly TV show, Navegador, focused on technology issues.
Souza and Lemos were advisers to Gerac¢do Brasil and had a hand in
some of the stories that involved privacy, encryption, and geolocation.
They told me they had also wanted to rescue the idea of hacking from
its negative reputation as malicious behavior, as breaking things for
no reason. While the hackers in the show tangle with the FBI and the
Brazilian Federal Police, they are also a force for good. One hacker,
for example, breaks into university computers and exposes a professor
who has systematically been giving black students lower grades.

Geragao Brasil’s writers, producers, and advisers wanted viewers to
engage with and take pride in Brazilian Internet culture. This vibrant
domestic culture in turn has energized activists, entrepreneurs, and
diplomats who have argued that Brazil deserves a voice in shaping
the international governance of the Internet not only because it has
a large population of web users but also because the country has a
unique democratic process for Internet policy.

Brazil’s governance model grew up along with the Internet itself.
The Internet first arrived in Brazil in 1987, but until 1995 it was used
primarily by academic institutions. The year 1995 saw both the expan-
sion of the Internet to commercial enterprises and the founding of
the Brazilian Internet Steering Committee (CGl.br). Structurally the
committee is meant to reflect the interests of users, regulators, aca-
demics, and business. Of the twenty-one members, nine are from the
federal government, four are from the corporate sector, four are from
civil society, three are scientists and technologists, and one is an “Inter-
net expert.” Demi Getschko, a member of the Internet Hall of Fame
who helped establish Brazil’s Internet connection, currently holds the
Internet expert position. In 2009, CGL.br adopted ten principles for
the governance and use of the Internet related, among other things,
to privacy and human rights, collaborative governance, and network
neutrality.®

The structure of CGI.br was innovative, but Brazilians have taken
even greater satisfaction in passing the world’s first Internet bill of
rights, the Marco Civil da Internet. The bill actually had its origin in
concerns over crime and intellectual property theft. In 2007, Congress-
man Eduardo Azeredo introduced new text for the Bill on Cybercrime,
which had been in limbo since 1999. Many feared the new bill would
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result in severe punishment, up to four years in jail, for illegally down-
loading music. At least 50 percent of Brazilians download movies and
a third download music from the Internet, and much of the content is
pirated; a 2011 study cited piracy rates of 56 percent for software, 22
percent for movies, 48 percent for music, and 91 percent for games.”

Ronaldo Lemos, at the time a law professor at Fundacao Getulio
Vargas (FGV), a research institute in Rio, wrote a widely read opinion
piece arguing that the proposed bill had its priorities wrong. Brazil did
not need greater criminalization of the Internet; rather, especially to
promote online innovation, a civil regulatory framework was required
that “defined the rules and responsibilities of users, companies and
other institutions accessing the network.” Criticism of the crime bill
mounted as three others, two academics and a digital activist, orga-
nized an online petition emphasizing the importance of an open
Internet for Brazil’s economic and social development. Over 160,000
Brazilians signed the petition.?

Activists maintained pressure against the bill over the next year
and a half. In June 2009, President Luiz Inacio Lula da Silva, widely
known as Lula, jumped into the fray, making a speech while attend-
ing a free software forum. Responding to the pressure from civil soci-
ety groups, President Lula linked the crime bill to censorship. “What
we need,” he said, “is to make the people who work with the digital
issues, with the Internet, responsible. We need to create responsibil-
ity but not to forbid or punish.” After the speech, the Ministry of Jus-
tice contracted the FGV to organize the debate around a new Internet
framework.’

The drafting of the Marco Civil was crowdsourced. Thousands
commented through a website sponsored by the Ministry of Culture.
The draft bill also incorporated opinions expressed in tweets, blogs,
and newspaper articles. Divided into five chapters, the bill introduced
users’ rights and some general regulatory principles before moving on
to issues such as liability for Internet service providers and net neutral-
ity. In August 2011, Lula’s successor, President Dilma Rousseff, sent the
bill to the Brazilian Congress, where it languished for a little less than
three years.

Two issues held the bill up: net neutrality and copyright protections.
Net neutrality means that all data is treated identically and sent to its
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destination at the same speed. Brazilian operators restricted connection
speeds for users downloading videos and movies and strongly opposed
the provision in the bill that proposed treating all data the same way.
In addition, media companies demanded that Internet service pro-
viders remove pirated materials without a court order or be subject to
civil damages. The Internet companies argued that this obligation to
remove material would be too burdensome and limit innovation.

Edward Snowden would help break the logjam. He would also gal-
vanize Brazil in its efforts to shape the governance of the Internet at
the global level.

REALPOLITIK MEETS THE INTERNET

An obscure issue that affects us all, Internet governance is the domain
of geeks, utopians, and, increasingly, foreign policy realists. For many
of the Internet’s progenitors, any discussion of global governance was
misguided, if not undesirable. But as the Internet became central to
economics, politics, and society, states increasingly exerted sovereignty.
Discussion of “who runs the Internet” became unavoidable.

Before the global Internet existed, there was the ARPANET, a com-
puter network supported by the Defense Advanced Research Projects
Agency, a funder of high-risk research at the frontiers of technology
with the goal of reaching beyond immediate military needs. While the
search for survivable communications during a nuclear attack in part
catalyzed the creation of the network, the idea of packet switching—
breaking data into chunks, having each take its own path to a destina-
tion, and reassembling the data at the endpoint—was also developed
to allow research scientists in different parts of the country to access
supercomputers. Researchers made decisions on the technologies
and processes that would undergird the Internet with little oversight
and with little thought about security, since almost all the users were
known to each other. They valued collegiality and the open flow of
information. As Vint Cerf, one of the Internet’s founders, described it,
“We were just rank amateurs, and we were expecting that some author-
ity would finally come along and say, ‘Here’s how we are going to do it.’
And nobody ever came along, so we were sort of tentatively feeling our
way into how we could go about getting the software up and running.”"’
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The institutions that managed and coordinated the Internet’s
development and growth mirrored the web’s early ethos. They oper-
ated at a distance from, if not under the radar of, government author-
ity. They were often informal, with a legitimacy based in technical
expertise. Formed in 1986 to coordinate standards setting, for exam-
ple, the Internet Engineering Task Force (IETF) has no board of
directors, members, or dues. Its guiding principles state that it believes
in “rough consensus and running code.” Attendees at meetings hum in
approval of motions rather than voting.

One bearded, long-haired, sandal-wearing man, Jon Postel, from
the Information Science Institute at the University of Southern Cali-
fornia (USC), created a central hub for the coordination of the Inter-
net. For the ARPANET to function, each computer on the system had
to have an address. Postel invented the numerical system used, the
Internet protocol (IP) address, and the domain name system (DNS),
which translated that number into a spelled-out address: 75.101.137.229
became www.cfr.org. He was also responsible for the introduction and
distribution of top-level domain (TLD) names, the designations .com,
.gov, .org, and others, and country-code top-level domain (ccTLD)
names, generally reserved for countries, sovereign states, or dependent
territories—for example, .br for Brazil. With few computers connected
at the time, Postel did this by hand, on scraps of paper. The system
became known as the Internet Assigned Numbers Authority (IANA),
and the US government eventually signed a contract with USC’s Infor-
mation Science Institute to run IANA.

As the Internet grew, however, the US government began to worry
about the stability of the networks. A global network could not be run
on scraps of paper. Postel himself recognized the need for change and
began searching for a home for his IANA responsibilities. After one
failed experiment, USC signed a memorandum of understanding with
the Internet Society and the United Nations’ International Telecom-
munications Union (ITU). The US government opposed the plan, and
in a letter that set the tone of the official attitude toward UN and I'TU
involvement in the Internet for at least a decade and a half, then secre-
tary of state Madeleine Albright criticized ITU secretary-general Pekka
Tarjanne for exceeding his mandate. Geopolitics intervened, and the

agreement collapsed."
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In July 1997, the United States published a green paper asking for
proposals for a private, nonprofit corporation that would take over the
domain name system. The new body, which came to be known as the
Internet Corporation for Assigned Names and Numbers (ICANN),
was incorporated under California law in 1998. The Department of
Commerce signed the IANA contract with ICANN and authorized
ICANN to allocate IP addresses and edit the root zone file, the mas-
ter list of all top-level domain names. The Department of Commerce
would approve any changes in the root zone file.

From its inception, the idea of giving a private organization, with
a board in California and a contract with the US government, control
over what was becoming a global resource was both experimental and
controversial. Even Washington’s friends in Europe thought the plan
too US-centric. The solution to this tension was to make ICANN truly
international and independent. The Bill Clinton administration, recog-
nizing that “an increasing percentage of Internet users reside outside of
the U.S., and those stakeholders want to participate in Internet coordi-
nation,” declared its intention to internationalize ICANN by 2000.

Realization of this plan was much more complicated. As ICANN
stumbled over some difficult choices, such as the introduction of new
top-level domain names that would join the original .com, .edu, .gov,
and others, the transition was delayed. Two years stretched to seven-
teen plus.

Realpolitik pushed aside development concerns during prepara-
tions for the first World Summit on the Information Society (WSIS),
a UN process created to promote access to information and commu-
nication technologies. The summit took place in two stages, a prepa-
ratory meeting in Geneva in December 2003 and a final conference
in Tunis in 2005. While the original intent of the preparatory meet-
ing had been to narrow the digital divide—the inequality of access
to information and communication technologies between developed
and developing economies—conflict over Internet governance, par-
ticularly the United States’ relationship with ICANN, dominated the
agenda. As Talal Abu-Ghazaleh, vice chairman of the UN Information
and Communication Technology Task Force, said at the time, “The
world should be grateful to Uncle Sam for creating the Internet,” but
the system of governance needed to be democratized."
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Brazil was one of the most outspoken proponents of international-
ization, arguing that the Internet was a global public good, states were
the legitimate authorities, and international organizations should
make Internet policy. China was even more direct. Beijing proposed
an International Internet Treaty and the formation of an Intergovern-
mental Internet Organization. Even the European Union expressed
its discomfort with the IANA contract and the US role in the Internet.
Not surprisingly for a large, complicated international conference, the
Geneva meeting ended with a broad statement of principles and an
agreement that the issue needed more research. A UN working group
was formed to study how to achieve greater international involvement
in ICANN.

The UN working group released its findings before the second
meeting convened in Tunisia in 2005. The group concluded that no
single government should have a preeminent role in Internet gover-
nance and suggested four paths forward for ICANN, three of which
supplanted ICANN with, or held it accountable to, a multilateral
organization. The US government would have expected a UN work-
ing group to be unfriendly, but it was caught off guard when Europe,
thought to be in its court, appeared to wobble. A month before Tunis,
the European Union proposed a new intergovernmental body to over-
see ICANN. Viviane Reding, the European commissioner for media
and information society, told the Wall Street Journal, “Today, in a glo-
balized world in which the Internet has become a global resource for
freedom of expression and for economic exchange, this monopolistic
oversight of the Internet by one government is no longer a politically
tenable solution.”"?

The US government lobbied furiously against any changes in
ICANN’s status. In a letter to UK foreign minister Jack Straw, then EU
president, Secretary of State Condoleezza Rice and Commerce Sec-
retary Carlos Gutierrez stressed, “The governance structure and con-
tinued stability and sustainability of the Internet are of paramount
importance to the United States.” The current structure, includ-
ing “the historical US role in authorizing changes or modifications”
to the root zone file, needed to be maintained. Rice and Gutierrez
expressed “regret” that the European Union proposed a new structure

of intergovernmental control over the Internet, a harsh reprimand in
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diplomatic jargon. American technology companies came out with
even stronger language. “In advocating greater government involve-
ment in governance of the Internet, the European Union has pleased
countries like China, Iran, Syria, and Cuba, but left the U.S., Canada,
Japan, and other democratic countries agog,” said Harris Miller, presi-
dent of the Information Technology Association of America, an indus-
try trade group.™

The lobbying had its intended effect. The European Union did
not push for a competing model. The Tunis session concluded, having
done little to strengthen the United Nations’ and ITU’s Internet roles.
The final text of the meeting recognized the multistakeholder model
and approved of the “private sector taking the lead.” There was no
plan to reform ICANN, but the parties agreed to a compromise, cre-
ation of the Internet Governance Forum (IGF), under the auspices of
the United Nations. The IGF became a place for governments to hold
nonbinding discussions on Internet governance and little else."

INTERNET YALTA

WSIS was the first “battle for the soul of the Internet,” one of the rare
occasions when the conflict between worldviews on how the Internet
should be governed exploded onto the pages of the New York Times and
Wall Street Journal. Soon after, the political wrangling retreated to the
institutions where management and coordination happen day to day,
out of the public eye and below the radar of most policymakers and
politicians.'®

Then, in 2012, the dispute came back with a vengeance at the ITU’s
World Conference on International Telecommunications (WCIT) in
Dubai. When the meeting ended, analysts and pundits screamed that
it marked the dawn of a “digital cold war” or represented an “Internet
Yalta,” the beginning of a long conflict between liberal democracies
and authoritarian states over the openness of cyberspace.

The purpose of the conference was to review the International Tele-
communication Regulations (ITRs), a 1988 treaty designed to foster
“global interconnection and interoperability” of telecommunication.
In the run-up to the meeting, the United States and its allies argued
that the Internet fell outside the I'TU’s mandate, which has historically
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been radio spectrum, satellite orbits, telecommunications, and tech-
nical standards. The United States even used arguments about capi-
talization to make the point. In 2003, the Economist magazine stopped
capitalizing “Internet,” arguing that it was now part of everyday life,
not a separate entity. The ITU suggested use of the lowercase spelling
in 2006, but David Gross, US coordinator for international communi-
cations and information policy at the State Department, opposed the
move, which he felt would diminish the separateness of the Internet
and justify the ITU’s treating it like another telecom system belonging
within its jurisdiction.

Washington’s argument did not get much traction with the major-
ity of member states at Dubai. Not only did they remain skeptical of
the United States’ influence over the Internet, but real economic inter-
ests were now at stake. Traditional telecom operators had no business
model that took advantage of the open Internet. In their view, they
were carrying traffic for Facebook and Google but seeing little profit.
Moreover, new services, like the voice-over-Internet phone calls pro-
vided by companies like Skype, Viber, or WeChat, were threatening
their traditional business.

At the meeting, the US delegation fought a rearguard action
against a number of resolutions that appeared to threaten the multi-
stakeholder model of the Internet and provide cover to states that
wanted to increase their surveillance of the web. A provision on con-
trolling spam, unsolicited bulk electronic messages, reflected the dis-
tance between Washington and some developing economies. Spam is
more than just a nuisance for a number of African countries, where it
can clog already slow networks. The United States feared that coun-
tries would use the antispam regulations to prevent the free flow of
information; the US State Department representative to the meeting
argued that spam was a “form of content and that regulating it inevita-
bly opens the door to regulation of other forms of content, including
political and cultural speech.” In effect, one man’s junk mail spammer
could be another’s democracy activist.””

Many states in Africa and Latin America also lacked cybersecurity
or other technical expertise, had a long history of dealing with the
ITU, and saw it as a credible partner. For them, the ITU was not some
bogeyman threatening Internet freedom. It seemed like a good place
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to find help in stemming the unwanted deluge of messages. As one
Brazilian diplomat told me, “The United States is always trying to por-
tray discussions at the ITU as ‘good guy’ versus ‘bad guy.” But once you
cast it as ‘good’ versus ‘bad,” disputes become impossible to resolve. It
is a question of differing interests between developed and developing
economies.””

The meeting ended dramatically and divisively in a bit of proce-
dural irregularity. The ITU resolution process was supposed to be con-
sensus driven. States introduced resolutions, and if they could not find
a consensus on a controversial issue, the resolution went to an ad hoc
group, which tried to find common ground. If the ad hoc group failed,
it returned a draft with any controversial language in brackets. But late
in the evening of the tenth day of the meeting, ITU secretary-general
Hamadoun Touré announced that he would ask for the “feel of the
room” on a controversial draft resolution allowing countries to discuss
Internetrelated technical and public-policy issues. States were asked
to hold their voting boards up, and Touré proclaimed the majority to
be with the resolution. The next moments were confused, as everyone
tried to figure out if a vote had just occurred.

The next day, Ambassador Terry Kramer, head of the US delega-
tion, told the meeting, “I do need to say that it’s with a heavy heart
and a sense of missed opportunities that the U.S. must communicate
that it’s not able to sign the agreement in the current form.” Fifty-four
other countries joined the United States in refusing to sign the agree-
ment. Eighty-nine signed the new ITRs."

WCIT was a clear marker of the differing views on Internet gov-
ernance, but the divisions were not new. Various nations—including
China, Iran, Pakistan, Russia, and Saudi Arabia—had been pushing
for a more state-centric system to manage the Internet long before
the WCIT. The “digital cold war” analogy caught some of what was at
stake but was overstated. The ITRs only bind those who sign them, and
many of the developing states see themselves not as part of one camp
or the other but rather as in search of technical help. Moreover, much
of the discussion about the WCIT overplayed the importance, influ-
ence, and power of the ITU. As Georgia Tech University professor and
Internet analyst Milton Mueller noted at the time, the ITU has none of
the “institutional mechanisms to regulate, restrict, surveil, censor and
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license Internet suppliers and users.” Only national governments have
those capabilities.?

An uneasy status quo reigned until the summer of 2013, followed
by a flurry of activity. In July, a month after Edward Snowden boarded a
flight from Hong Kong to Moscow, Glenn Greenwald published a piece
in O Globo claiming that Brazil was under National Security Agency
(NSA) surveillance: “The NSA has for years systematically tapped
into the Brazilian telecommunications network and indiscriminately
intercepted, collected, and stored the mail and telephone records
of millions of Brazilians.” US justifications of the mass surveillance
as required to prevent terrorism and protect national security rang
hollow. Brazil saw itself as a friend of the United States and had no
known experience with al-Qaeda or other international terrorist net-
works. The surveillance also provoked memories of the military dicta-
torship, which had jailed and tortured dissidents (including President
Rousseff) and received occasional US support. The Brazilian Senate
announced an investigation of the United States, and the Brazilian
Foreign Ministry said that it would pursue UN action to “guarantee
cybersecurity that protects the rights of citizens.”!

New accusations in September pushed Brazil’s umbrage even
higher. In a television broadcast, Greenwald alleged that the NSA had
intercepted Rousseff’s e-mails and telephone calls, along with those of
Mexican president Enrique Pena Nieto. Greenwald also revealed that
US intelligence agencies had targeted Petrobras, the state petroleum
company. Outraged, Rousseff used her address to the UN General
Assembly that month to demand an international response to espio-
nage. “Tampering in such a manner in the affairs of other countries
is a breach of international law,” she told the General Assembly, “and
is an affront of the principles that must guide the relations among
them, especially among friendly nations.” Drawing on her personal
history, Rousseff continued, “As many other Latin Americans, I fought
against authoritarianism and censorship, and I cannot but defend, in
a uncompromising fashion, the right to privacy of individuals and the
sovereignty of my country.”*?

Unfamiliar with the organizations that manage the Internet’s tech-
nical protocols, President Rousseff reportedly asked her aides “who
was in charge” of the Internet after she heard Greenwald’s accusations.
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She invited all members of the Brazilian Internet Steering Committee
to confer with her before she traveled to New York. She used her UN
speech to warn, “Information and communication technologies can-
not be the new battlefield between States.” After calling for the United
Nations to play a leading role in regulating these technologies, Rous-
seff announced that Brazil would develop proposals for establishment
of a “civilian multilateral framework for the governance and use of the
Internet.”*

Washington and Brasilia tried to contain the damage. Conversa-
tions about the surveillance programs took place between the Brazilian
foreign minister Luiz Alberto Figueiredo Machado and National Secu-
rity Advisor Susan Rice, as well as between the two presidents. Rousseff
was not assured. “I want to know everything they have regarding Bra-
zil,” she said. “The word ‘everything’ is very comprehensive. It means

999

all. Every bit. In English, ‘everything.”” The White House expressed
regret. In the face of an “unacceptable invasion” of sovereignty, Rous-
seff canceled her state visit to Washington planned for October, the
first by a Brazilian leader in two decades. An intended symbol of warm-
ing relations between the Western Hemisphere’s two largest powers
instead became a political embarrassment for the Barack Obama
administration.*

The NSA documents spurred technical moves to reduce depen-
dence on US companies and Internet infrastructure. In search of a
substitute for Microsoft Outlook, Brazil announced deployment of a
national encrypted mail service to be provided by Correios, the equiv-
alent of the US Postal Service. In order to keep more data inside the
country, Brasilia announced the building of more Internet exchange
points, which allow networks to connect directly. Since the vast major-
ity of Latin America’s Internet traffic was being routed through a single
building in Miami known as the Network Access Point of the Amer-
icas, the government pushed forward plans for a new high-capacity
fiber-optic cable connecting the Brazilian city of Fortaleza to Lisbon,
Portugal.®

The government also asked that a provision be added to the Marco
Civil requiring Facebook, Google, Microsoft, Twitter, and other for-
eign companies to store Brazilian users’ data within the country.

Proponents of the measure argued that it would make Brazilian
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users safer and make it easier for the Brazilian police to access data
for criminal investigations. The local offices of Facebook, Google,
and most other American companies, engaged primarily in advertis-
ing and maybe some research and development, claimed they were
not operating within the country. In fact, the data of Brazilian Face-
book users would likely be stored in several places outside Brazil; data
from games, messaging, and wall posts were distributed among global
centers to improve efficiency, limiting Facebook’s local presence. If a
Brazilian judge wanted to see what a suspect in a murder case had
posted to Facebook before a crime was committed, he or she had to go
through a slow and cumbersome diplomatic process called a multilat-
eral assistance treaty. The United States might then decide not to hand
the information over. This was, in the words of a representative of an
American technology company based in Brasilia, “humiliating to the
Brazilian judge. They are the local authority, and they have to submit
to a foreign process.”

Foreign companies complained that data localization was expen-
sive and impractical. In a 2012 survey, Brazil had ranked last in a list of
thirty countries in terms of favorability for locating data centers, due
primarily to high energy costs and low education levels. And, as one
representative of the Brazilian tech industry put to me, “Brazil is the
country of taxes.” Costs for Brazilian users would go up. Several Bra-
zilian tech writers pointed out that the idea did little to increase user
security. One Brazilian lawyer framed it this way: “The question is not
where the data is stored but who controls it.” Data localization would
make it easier for Brazilian police and intelligence agencies to access
the data, but there was no reason to think the NSA could not break
into the same servers in Brazil.?

The Snowden disclosures also stirred action on the Marco Civil.
Brazilian policymakers saw passage of the bill as a rebuke to US sur-
veillance programs and a booster shot to Brazil’s efforts to shape global
Internet governance. Soon after the July revelations, Communications
Minister Paulo Bernardo proclaimed passing the bill critical. On Sep-
tember 11, 2013, after it had languished for years, Roussetf deemed the
bill a constitutional urgency, meaning that Congress could not vote
on any other issues until it passed the Internet legislation. On March
25, 2014, the Chamber of Deputies voted on the bill, and the Senate
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passed the Marco Civil unanimously on April 22, 2014. The final copy
of the bill included net neutrality but not data localization. By passing
the bill, Brazil, according to Tim Berners-Lee, would “unleash a new
era—in which the rights of citizens in all countries are protected by a
Digital Rights Charter.”*”

Brazilian diplomacy went into high gear. One senior Foreign Min-
istry official told me that the NSA disclosures “paved the way forward.
Before, people said there was one group defending privacy and open-
ness, another group that was a threat. Now we see the lines are blurred
and Brazil can help the two sides face each other. We need to develop
principles of Internet governance.”*

Brazil soon had an opening to promote its agenda internation-
ally. On October 7, 2013, the directors of the major Internet organiza-
tions—ICANN, the IETF, the Internet Architecture Board, the World
Wide Web Consortium, the Internet Society, and all five regional
Internet registries—distanced themselves from the US government.
Meeting in Montevideo, Uruguay, the groups issued a joint statement
calling for “accelerating the globalization of ICANN and IANA func-
tions, towards an environment in which all stakeholders, including all
governments, participate on an equal footing.”

The day after the Montevideo Statement, Fadi Chehadé, the
smooth, charismatic chief executive of ICANN, flew to Brasilia with no
assurance that he would meet with Rousseff. Chehadé, a Beirut-born
engineer and businessman appointed CEO in 2012, had been work-
ing to internationalize the organization. This meant opening regional
“engagement centers” in Montevideo and Beijing, in addition to other
small details. One Brazilian who participated in ICANN meetings
noted approvingly that ICANN was now hiring people who spoke more
than one language.

Chehadé had identified Brazil as central to the conflict over Inter-
net governance and would have noted that, in her September UN
speech, Rousseff had used the phrase “multilateral framework for the
governance and use of the Internet,” which in the Brazilian view has
traditionally referred to intergovernmental meetings. Coming to some
détente with Brasilia was critical. Brazil was large, democratic, and his-
torically skeptical, if not hostile, to the role of the US government in
ICANN. A Brazilian diplomat explained to me, “Of course Fadi would
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identify us as pivotal. We are always at the center of these issues. The
two sides are so rigid in their positions. And Brazil is in a better position
to offer new ideas. We have a very interesting domestic model to offer.”

Once in the room with Rousseff, he suggested Brazil host an inter-
national conference on Internet governance. After the October 9
meeting, President Rousseff announced via Twitter, “Brazil will host
in April 2014 an international summit of government, industry, civil
society, and academia.”®

The US government initially approached the April meeting with
wariness. In September 2011, Brazil, along with India and South Africa,
had called for a “new global body,” “located within the UN system,” to
“develop and establish international public policies” for the Internet.
IBSA, as the grouping of three of the world’s largest pluralistic, mul-
ticultural, and multiracial societies is known, suggested that this new
organization would absorb the ITU as well as the IETF and ICANN.
Brazil had also signed the I'TRs at the WCIT in Dubai, and Washington
feared the April 2014 meeting, called the NETmundial Global Mul-
tistakeholder Meeting on the Future of Internet Governance, would
devolve into one long attack on the Department of Commerce’s con-
tract with ICANN and the US position on the Internet. A senior US
diplomat in Brazil told me that there was a concern Rousseff was
exploiting the espionage and Internet governance issues for domes-
tic political reasons. Standing up to Washington was always a popular
position for a Latin American leftist, and it offered a diversion from
falling polls and the June protests against standard-of-living issues.

Brazilian diplomats had always insisted that their promotion of
multilateral governance approaches differed from that of authoritar-
ian regimes like Russia and China. A Brazilian employee at a major
American technology company headquartered in Sao Paulo explained
that this was cultural: “Brazilians tend to believe you need interna-
tional bureaucracy to solve big challenges.” But Brazilian diplomats
put a more positive spin on it and seemed weary of the obtuseness of
their US counterparts. Yes, the use of the word “multilateral” points to
a central role for states but it also recognizes the primary importance
of the participation of civil society. In fact, said one high-level Brazil-
ian official, “we discovered that it is very hard to work with China and

Russia because there are differences in our values and concepts.”
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“The problem,” the diplomat continued, “is that our intentions are
not very well understood by the United States government.” Brazil’s
central focus is increasing the participation of less-developed countries
in Internet governance. The multistakeholder process was opaque and
exclusive. And there was certainly a great deal to discuss about ICANN.
It was, for example, clear to Brasilia that the ownership of the new
domain name .amazon should belong to the countries of the Amazon
region, not the online shopping giant. In this dispute, “ICANN proce-

dures are not implemented equally. The private sector is favored.”

AMERICA'S INTERNET SURRENDER?
Although US policymakers would vociferously deny any connection
between their decision to speed the internationalization of ICANN
and the Snowden revelations or Brazil’s NETmundial meeting, Wash-
ington regained some of the initiative on March 14, 2014. On that day,
the Department of Commerce announced its “intent to transition key
Internet domain name functions to the global multistakeholder com-
munity.” The IANA function would become truly internationalized, and
the contract with ICANN would end. ICANN was given responsibility
for designing the transition under four conditions: the process must
support the multistakeholder model, maintain the security and stabil-
ity of the domain name system, meet the needs of users, and maintain
the open Internet. The Department of Commerce did not paint a clear
picture of what would replace the old system but was explicit about what
would not come next: “a governmentled or an inter-governmental orga-
nization solution” could not replace the Commerce Department’s role.*
This announcement provoked controversy at home. Wall Street Jour-
nal columnist Gordon Crovitz, in a piece titled “America’s Internet Sur-
render,” argued, “Russia, China, and other authoritarian governments
have already been working to redesign the Internet more to their lik-
ing, and now they will no doubt leap to fill the power vacuum caused
by America’s unilateral retreat.” Representative John Shimkus (R-IL)
echoed these themes: “The proposed transition creates an opportunity
for authoritarian governments to supplant ICANN with the United
Nation’s International Telecommunications Union and expand their
ability to censor and restrict access to the Internet around the world.”**
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Despite this reaction, there is little doubt that the decision created
room for diplomatic maneuver. US officials rightly argued that instead
of energizing authoritarian states in their efforts to influence the
Internet, the IANA decision in fact undermined their arguments for
government control. Even more importantly, it signaled to Brazil and
other rising Internet powers that their concerns about the governance
of the domain name system were being taken seriously. Only weeks
before the IANA announcement, a senior diplomat told me that Brazil
was “concerned by [ICANN’s] umbilical relationship with the US gov-
ernment, which does not serve Washington’s interests. We are looking
for internationalization.” At the NETmundial meeting attendees told
members of the US delegation that the IANA transition “helped set
the stage for a cooperative and collaborative gathering.” The impor-
tant audience for the United States was in Brasilia, not Beijing.*

By the time NETmundial commenced in April, Brazil had moved
away from its historical promotion of intergovernmental solutions to
a position much closer to that of the United States. It had also sig-
nificantly distanced itself from the argument that the International
Telecommunications Union should take over the IANA functions. The
meeting opened in front of more than 1,200 participants, including
government officials and representatives of nongovernmental orga-
nizations and businesses from ninety-seven countries, with President
Rousseff signing the Marco Civil da Internet into law onstage. After
introducing some basic principles of freedom, privacy, data collection,
and universal access in cyberspace, Rousseff noted there would be a
continued effort to refine them. “Brazil has its contributions to make,
following a broad-ranging discussion, domestic process that has ulti-
mately led to the passing of the Internet Civil Framework Act.”

The US delegation must have let out a collective sigh of relief
during Rousseff’s speech. “Our view,” she said, “is that the multisec-
toral model is the best way to exercise Internet governance.” Only later
did she add that she attached “a great deal of importance to the multi-
lateral perspective, according to which participation should occur on
an equal footing among governments in such a way as to ensure that
no country will have or bear greater weight vis-a-vis other countries.”**

The United States got almost everything it wanted at NETmun-
dial. In a blog post titled “A Major Win for the Open Internet,” the
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heads of the delegation spoke of rising to applaud the final statement,
“the ideas it presents, the ideals it embraces, and the multistakeholder
process that made it possible.” It represented an enthusiastic embrace
of the idea that “Internet governance should be built on democratic,
multi-stakeholder processes, ensuring the meaningful and account-
able participation of all stakeholders.” The final statement shied away
from directly criticizing the United States on mass surveillance. Rather
it stated that the practices of surveillance should be reviewed with a
view to upholding the right of privacy.*

There is a great deal of uncertainty about the future of the architec-
ture of the Internet. On a practical level, the IANA transition will take
longer than the Department of Commerce expected. Technical issues
have been addressed, but the governance issue is a Gordian knot, and
in August 2015, the Obama administration announced that it was
delaying the shift a year, until September 2016. While unpopular with
the rest of the world, the contract with the Department of Commerce
created accountability. It is more than a little difficult to create a new
organization that is free from government interference but answers
to all Internet users. Nineteenth- and twentieth-century solutions to
accountability—a state agency or corporate board—fail to mesh with
the global nature of the web.

ICANN has argued that it can continue the IANA function while
becoming more international and responsive to users. Critics question
ICANN's role, given the large economic interests involved. Domain
name registrars, companies like GoDaddy, pay large fees to ICANN
for the privilege of managing (and reselling) top-level domain sys-
tems. When ICANN recently opened up new TLDs such as .nyc, .rocks,
.photography, .beer, .solutions, and .global, it reaped huge profits.
Some of the new domain names have been used almost exclusively by
scammers and hackers for spam, malware distribution, botnet opera-
tions, and phishing attacks. Civil society activists have suggested mak-
ing ICANN accountable to a shell company, perhaps registered in
Switzerland, or opening the board to more members.*®

There has also been a notable lessening of the rhetoric surround-

ing international meetings on Internet governance. The follow-up to
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the 2012 WCIT, the 2014 ITU Plenipotentiary Conference in Busan,
South Korea, ended with no votes and no delegation walkouts. On his
return, the head of the US delegation, Ambassador Daniel Sepulveda,
praised an environment in which negotiation replaced acrimony. The
members, according to Sepulveda, had reached what he called the
“Busan Consensus,” an agreement that the ITU had a role in promot-
ing connectivity but should leave policy questions to other institutions.
Follow-up meetings at the United Nations have been more interested
in addressing development and capacity issues than rehashing the
debate over the role of state sovereignty in cyberspace.

And yet, the geopolitical rift in cyberspace continues. Take two
events separated by a couple of days. On May 4 and 5, 2015, in Ulaan-
baatar, Mongolia, the Freedom Online Coalition met for the fifth
time. The coalition comprises twenty-six countries, including the
United States, most of Europe, and the democracies of Africa, Asia,
and Latin America. Members are committed to “the principle that the
human rights people have offline are the same online” and to helping
individuals access the web, politically and through project aid. At the
conference, a working group on transparency and privacy provided
guidelines to governments and companies on how to handle govern-
ment requests for companies to hand over user information or remove
content for law enforcement and national security reasons.

On May 8, during President Xi Jinping’s visit to Moscow in honor
of the seventieth anniversary of the end of World War II, Russia and
China announced a cybersecurity pact. The two sides agreed not
to conduct cyberattacks on each other as well as to jointly counter-
act technologies that might “destabilize the internal political and
socio-economic atmosphere,” “disturb public order,” or “interfere with
the internal affairs of the state.” In effect, while the Freedom Online
Coalition pledged to develop new technologies to avoid censorship,
Russia and China promised to work harder to counter them and to
control the flow of information.

In some ways, the division between two different visions of the
Internet—one relatively open, the other advocating for filters, cen-
sors, and barriers—is a traditional diplomatic problem. Washington
can organize coalitions of like-minded countries, sponsor civil society

organizations, and develop new technologies. The State Department,
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for example, spent approximately $100 million between 2008 and 2012
to fund activities such as training digital activists in hostile environ-
ments and building circumvention tools to bypass state-sponsored
Internet filters. In September 2015, US Ambassador to the United
Nations Samantha Power announced a $10 million venture-capital-like
fund for the development of new circumvention technologies, part of
an increase of the annual budget for Internet freedom to $33 million.
This type of Internet diplomacy is also often beset by the same com-
peting interests and claims of hypocrisy as the support of client states
during the Cold War. Bahrain, for example, with some of the highest
levels of surveillance and censorship in the world, has been named an
“enemy of the Internet” since 2012. Yet it remains one of Washington’s
most important allies in the Persian Gulf and hosts the US Navy’s Fifth
Fleet.””

In the hacked world order, some of the old diplomatic practices
persist, while others lose their utility. Diplomats and policymakers
must confront new sources of strategic instability as cyber tools offer
new opportunities to disrupt adversaries. The question for US poli-
cymakers is whether to continue to fight the battle over competing
visions of cyberspace or to design policies that mediate and respond to
the splintering of the global Internet into national sovereignties.
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or almost fifty years, efforts to construct what Washington viewed
=== as a just and stable international order defined US foreign pol-

icy. Washington promoted participation in international organi-
zations such as the United Nations and the International Monetary
Fund, respect for territorial sovereignty and national boundaries,
and economic interdependence and a liberal trade order. In Asia and
Europe, it built alliances to combat and contain the Soviet Union. It
advocated for the expansion of participatory democracies, a free press,
and the protection of human rights, unless they undermined the inter-
ests of client states perceived to be on the front lines in the competi-
tion with Moscow.

Even before Year Zero, globalization and the “rise of the rest”—the
emergence of Brazil, China, and India as regional and global powers—
were already challenging the coherence of this foreign policy strategy
and the ideas behind it. Once predominant on the international stage,
nation-states had to share power with international organizations,
multinational businesses, and civil society groups. The September 11,
2001, attacks on New York and Washington highlighted the dangers
of interdependence. The rapid diffusion of information and commu-
nication technologies and the falling costs of air and sea transpor-
tation not only made building global supply chains possible but also
made it far easier for the attackers to travel to Europe and the United
States and to communicate with each other. As former president of the
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Carnegie Endowment for International Peace Jessica Mathews argued
in 1997, the “absolutes of the Westphalian system—territorially fixed
states where everything of value lies within some state’s borders; a sin-
gle, secular authority governing each territory and representing it out-
side its borders; and no authority above states—are all dissolving.”

As globalization empowered multinationals, terrorist networks,
and nongovernmental organizations, the rising powers questioned
the legitimacy of institutions created without their input and began
proposing new regional groupings and multilateral organizations like
the China-led Asian Infrastructure Investment Bank. There has also
been, especially after the great recession of 2008, a backlash against
the US vision of capitalism and free trade. China, the Gulf states, Rus-
sia, Singapore, and others have developed competing economic mod-
els that marry open markets to state-owned enterprises and sovereign
investment funds. Moreover, the democratization of societies around
the world no longer looks inevitable. Instead there has been notable
backsliding in many countries.

The movement of foreign policy into cyberspace has brought
many of these trends into much sharper focus. Brazil, China, India,
and Russia have their own ideas about the organization of the hacked
world order and question the United States’ legitimacy in defining
the rules of the game. Countries are using the Edward Snowden rev-
elations to reshape their domestic information technology markets,
limit the access of US companies, and block the flow of data at their
borders. In October 2015, Freedom House, an independent watchdog
organization, found that Internet freedom declined for the fifth con-
secutive year, with negative trends in thirty-two out of sixty-five coun-
tries. Governments have passed new laws to criminalize online dissent,
pressured independent news websites, and detained and prosecuted
individuals for their online activities.?

Cyber weapons and digital attacks are being integrated into the
full spectrum of military operations. Moreover, now that militaries
must defend the virtual world, they are coming into increasing contact
with each other. Diplomats and policymakers have struggled to find
their footing in a shifting geopolitical terrain, and the demands of the
hacked world order—offense advantage, rapid technological change,
accelerating pace of communication, blurred boundaries between war
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and peace, the centrality of the private sector—have compounded and
added to their disorientation. No political conflict today lacks a cyber
component, and cyber techniques have allowed states to engage in a
whole range of actions that fall below the threshold of armed attacks.
Policymakers have lost a sense of strategic stability, predictability, and
control.

Throughout history, offensive advantage has seesawed with the
strengths of the defense. The machine gun and the trench emblem-
atized defense dominance in World War I; the panzer tank, the dive-
bomber, and mobile infantry were the tools of blitzkrieg and the
ascendance of offense. Cyberattacks present a strong incentive to
strike first, to take out an adversary’s communications, electric, and
transportation grids before one’s own are lost. Noting the difficulty
of defense, former secretary of defense Leon Panetta argued that the
United States may also consider preemptive strikes if it detects “an
imminent threat of attack that will cause significant physical destruc-
tion in the United States or kill American citizens.”

Moreover, a growing black market in malicious software means
that more sophisticated cyber weapons could end up in the hands of
extremists, lone wolves, and criminal gangs. Imagine a widespread
power outage hitting the eastern seaboard. Policymakers might be
hard-pressed to know whether to attribute it to Chinese hackers, ter-
rorists, or merely a tree falling on a power line. If this hypothetical
blackout occurs during a US-Chinese naval standoff in the South
China Sea, US policymakers will feel intense pressure to react quickly,
even though they may have only the haziest notion of who (or what) is
responsible. The forensics needed to establish responsibility for attacks
can take weeks.

That the capacities and skills needed to attack networks are often
the same as those for defending against digital assaults complicates
the offense-defense balance even further. If you know how to build
a defense, you probably also understand how to get into another sys-
tem. This security dilemma—country A builds what it thinks are
better defenses, but they look like potential weapons to country B—
undermines strategic stability. Moreover, the growth of the Internet of
Things multiplies the range of vulnerabilities. The digital assault on
Natanz involved the creative and ambitious use of zero days and new
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techniques in eye-opening and imagination-expanding ways. With cre-
ativity and enough resources, anything looks possible, even if it is not
probable. Nation-states are perennially on edge.

The threat of being caught off guard coexists with a fear of falling
behind. While pundits and analysts almost always believe they live in
an age of incomparable complexity, there is little doubt that the rate
of technological change has accelerated. The technologies of nuclear
weapons, long-range missiles, and stealth bombers remained steady
over decades (and the physics behind their destructiveness and oper-
ations for even longer). Facebook, Google, and Twitter did not exist
fifteen years ago, and new innovations in computing power, storage,
and mobility will create unforeseen opportunities and challenges. The
companies and countries that define the next generation of technol-
ogy standards will exert great influence and power.

Innovation and scientific discovery could overturn many of the cur-
rent assumptions about cybersecurity. New technologies could make
attribution and defense much easier. The use of big data to detect
anomalies, automated defenses, and machine-to-machine communica-
tion could swing the balance from the offense to the defense. Quan-
tum physics could revolutionize secure communications. In computers
today, information is represented in bits, each equaling a one or a zero.
Quantum particles exhibit superposition, which allows them to have the
value of one and zero at the same time. Using these principles, scien-
tists are trying to build quantum computers that could perform in sec-
onds computations that would take normal computers millions of years.
This, theoretically, would enable the decryption of any information.

Quantum physics exhibits another anomaly: two particles can
become related and coordinate their properties instantly. Albert Ein-
stein called this “spooky action at a distance,” and it is now known as
entanglement. Quantum communication exploits this characteristic
and promises the ability to share information with absolute security.
Both sender and receiver would see any attempt to read an intercepted
message and in response could immediately generate a new security key.

There is now a race to achieve quantum computing and communica-
tion, and the countries that develop these capabilities first will have sig-
nificant advantages. The National Security Agency (NSA) is particularly
interested in a quantum computer, and a Canadian firm, D-Wave, claims
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to have built a $15 million version, though other experts are skeptical.
Quantum communications is further along. Secure communications
using entanglement exist, for example, between bank branches, and
China is building a 1,200-mile network between Shanghai and Beijing.

Diplomats and policymakers have also struggled to turn to their
advantage the speed with which information spreads and the so-far
little-understood process of how ideas go viral. For example, Kony
2012, a thirty-minute documentary on a warlord in Uganda known for
kidnapping children and turning them into soldiers, went viral over
four days in March 2012, racking up more than 50 million views on
YouTube and hundreds of thousands of messages on Facebook and
Twitter. The video generated as much criticism—for its simplifications
of a complex situation and its appeal to the activism of clicking and
buying, which some have denigrated as “slacktivism”—as it did positive
attention. Its direct political effect was limited; it raised a groundswell
of support for the United States “to do something,” but few viewers
were aware that in October 2011 President Barack Obama had already
authorized the deployment of about one hundred American military
advisers to help African countries capture Joseph Kony. As of October
2015, while Kony’s Lord’s Resistance Army was much reduced, to about
two hundred fighters, Kony was still at large.

Even if Kony 2012 did little to change the situation on the ground
in East Africa, policymakers are anxious to know when the next infor-
mation cascade will create demand for action or, in the more extreme
cases, help overturn a government. At this point, mass movements
energized by communications technology are unknowable and uncon-
trollable. Big data and the analysis of networks and relationships offer
the promise that governments can get out in front of these events. In
2015, the CIA set up a directorate for digital innovation, its first new
section since 1963, focused on coming up with “new ways to operate in
a much more connected environment,” in the words of Andrew Hall-
man, head of the office. “We have the ability to do more sense-making
to provide for analysts a real ability to forecast.” But until big data tools
deliver, policymakers have little chance to differentiate the viral and
ephemeral from the cascading and important.*

For almost every action in cyberspace, nation-states have to rely on

networks owned by the private sector and used globally for commerce,
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education, and entertainment. Nation-states have had close relations
with companies before—consider, for example, Boeing, Northrop
Grumman, Raytheon, and other defense contractors—but the depen-
dence is now prevalent. The private sector innovates and pushes new
technologies into global markets. In addition, Apple, Facebook, Goo-
gle, and others are building “walled gardens” where they set the rules
as to how individual users access other parts of the Internet. Nonprof-
its train online activists and develop technology to circumvent censor-
ship; hackers and cybersecurity companies exploit and sell zero days
and uncover state-backed espionage campaigns.

This dependence not only prevents states from acting alone but
also pulls them in ever more directions. The private sector has become
a central target of cyberattacks, and the attacks are nonstop. This cre-
ates a real problem of priorities. If everything is a potential target,
what is most important to defend? Such dependence at the same time
requires that policymakers have an expansive vision of cyber strategy.
It is a cliché that the current generation of diplomats lacks the tech-
nological skill and fluency of digital natives—high school students,
undergrads, and recent college graduates who grew up in a digitally
saturated world. In fact, many digital skills can be learned. The larger
problem is developing an understanding of all the facets of digital pol-
icy and how they interact.

Professionally, rewards for foreign affairs analysts go to those who
specialize in a regional or functional topic. Successful policymaking
in cyberspace requires an understanding of technology, economics,
anthropology, sociology, and international relations. It also forces
policymakers to sit uncomfortably at the seams between government
agencies, the public and private sectors, and different nations. Cyber
statecraft requires the ability to speak not only to a French official but
also to a hacker in Berlin, an entrepreneur in Israel, and a telecom
operator in Kenya.

WHAT WE HAVE GAINED
In a description of the emerging conflict in cyberspace, the negative
effects on stability and security can overshadow the immense bene-

fits to humanity of a global platform for the sharing of information
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and knowledge. The spread of the Internet and cell phones has cre-
ated new economic opportunities for farmers, migrant workers, and
urban slum dwellers. A poor fisherman off the coast of the Indian
state of Kerala can, for example, use a cell phone to receive constant
updates on the weather and market prices. Social and political move-
ments can organize quickly. The web has also connected the isolated
and disbursed—aficionados of obscure television shows, speakers of
dying languages, sexual minorities. By any measure, the positives of
the global Internet outweigh the costs of rising cyber crime, espionage,
and data localization.

If states agree to some basic norms of behavior, the hacked world
order may also be more humane. So far, the great powers have exer-
cised self-restraint. Cyber war is limited, contained, and discriminate.
In the future, well-designed cyberattacks can result in far fewer casual-
ties than traditional, kinetic strikes. Malware can be designed only to
damage specific targets for limited periods. The damage may be easily
reversed; repairing code and data on computers in the control room of
a power grid is simpler than rebuilding and replacing buildings, gen-
erators, and towers after they have been blown up.

Stuxnet caused no deaths or injuries. An Israeli or US bombing
campaign against Arak, Bushehr, Esfahan, Fordo, Natanz, and other
Iranian nuclear facilities would have caused hundreds, if not thousands,
of fatalities and possibly provoked a violent reaction across the Middle
East. While it is hard (but possible) to find justifications for Operation
Olympic Games under international law, the strongest defense may be a
humanitarian desire to limit casualties. In the future, the moral expec-
tation may be that states use cyber weapons before kinetic ones.

The radical transparency that has come with digitization, the flash
drive, and the cell phone threatens the secret diplomacy often required
to reach complex deals. Secret intelligence operations, once expected
to remain unknown to the rest of the world for decades, are now often
exposed after months or years. Bruce Schneier, the noted cryptolo-
gist and cybersecurity expert, wrote in October 2010, “My guess is
that Stuxnet’s authors, and its target, will forever remain a mystery.”
Yet barely two years later, because of the work of dedicated teams of
researchers at Symantec, Kaspersky, and Langner Group, the mission
and workings of the malware had been almost completely unraveled.’
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Dependence on the private sector complicates and constrains pol-
icy. But the participation of the private sector, academics, and activists
in the policymaking process should also result in better cyberspace
strategy. As we have seen, in numerous instances the NSA appeared
willing to risk the security of all technology users and larger economic
interests in pursuit of national security goals. No one within the NSA
appears to have considered that one of the outcomes of its surveillance
programs would be the suspension of the Safe Harbor agreement on
digital trade, and in policy deliberations the NSA’s perspective dom-
inated (or, perhaps more accurately, ignored) the interests that the
Departments of State and Commerce or the National Institute of
Standards and Technology, much less Facebook, Google, and Twitter,
would have promoted. In some cases the agency made the right deci-
sion, but this narrow vision obstructed the pursuit of other diplomatic,
political, and economic interests in cyberspace.

The growing centrality of the private sector in cyber policy is an
opportunity to counter this trend and rebalance short-term security
gains with long-term strategic costs. In effect, just because the United
States is capable of doing something in cyberspace does not mean it
should be done. The aperture for future decisions needs be opened

wider.

THE END OF PAX DIGITAL AMERICANA?
In the hacked world order, the United States is uniquely powerful
and vulnerable. It garners power and influence as the originator of
the Internet and the home of the leading technology companies. The
Pentagon and the NSA invest significant resources into offensive cyber
capabilities, and huge amounts of data pass through US territory, col-
lected, processed, and analyzed by government intelligence agencies.
Apple, Cisco, Facebook, Google, Intel, LinkedIn, Microsoft, Oracle,
Twitter, Yahoo, and others build the software and hardware platforms
that the rest of the world uses, and Austin, Boston, Seattle, Silicon Val-
ley, and other innovation hot spots are developing the next generation
of information and communications technologies.

Yet the United States is also more exposed than any other country.

Smart cities, the Internet of Things, and self-driving cars may open up

[vww.ebook3000.con)



http://www.ebook3000.org

AFTER PAX DIGITAL AMERICANA « 233

vast new economic opportunities as well as new targets for destructive
attacks. Cyberattacks could disrupt and degrade the American way of
war, heavily dependent as it is on sensors, computers, command and
control, and information dominance. The Defense Science Board, a
committee of civilian experts that advise the Pentagon on science mat-
ters, warned in a January 2013 report that the “benefits to an attacker
using cyber exploits are potentially spectacular.” “US guns, missiles,
and bombs may not fire, or may be directed against our own troops,”
the report stated. “Resupply, including food, water, ammunition, and
fuel may not arrive when or where needed. Military Commanders may
rapidly lose trust in the information and ability to control US systems
and forces. Once lost, that trust is very difficult to regain.”

Since Year Zero, US power has eroded steadily. Other cyber powers
are working hard to field cyber forces, restructure the global Inter-
net, develop competing technology standards, and champion their
own companies. The ideological, cultural, and political differences
that shape nation-state behavior in cyberspace will not dissipate, and
there will be continued divergence over five fundamental issues: how
states interpret a threat, use force, exert influence, spur innovation,
and delineate the national good. As a result, the drift toward separate
cyberspaces will continue.

Preventing the further attrition of US cyber power and influence
requires action. The United States has consistently argued that it is
working for a global, open, and secure Internet. A 2013 Council on
Foreign Relations Independent Task Force, which I directed and which
was cochaired by former IBM chairman Samuel Palmisano and former
director of national intelligence and ambassador to the United Nations
John Negroponte, argued, “A global Internet increasingly fragmented
into national Internets is not in the interest of the United States.””

The fundamental challenge of aspiring to a global, open Internet
is that Beijing, Moscow, and others see it as a threat to their national
security and as inordinately benefiting Washington strategically, eco-
nomically, and politically. No clever diplomatic pronouncements or
easy policy compromises can sway them from their views of their own
interests and divert them from their pursuit of cyber sovereignty and
greater control over cyberspace. Their cyber strategic cultures are
deeply rooted in history, economics, and strategic challenges.
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Despite their preference for global markets, the technology compa-
nies are already beginning to hedge their strategies, shifting data and
manufacturing to countries that have political influence and domestic
market power. Brad Smith, Microsoft’s top lawyer, caught some of this
dynamic when he speculated how the company might respond to Brit-
ish prime minister David Cameron’s calling for a law blocking some
types of encryption. The Wall Street Journal quoted Smith as saying “It’s
a big market, and it’s a country we believe has a fundamental rule of
law in place. We still don’t like it, but you could imagine one argu-
ment that says, ‘OK, we’re going to do it.”” If the technology compa-
nies accommodate the demands of the United Kingdom—a market
of almost 45 million—it is even more likely that they will be forced to
come to some détente with Brazil, China, the European Union, and
India, markets of hundreds of millions.®

As a result of these forces, the United States must prepare policies
to ameliorate the fallout from a splintered Internet. Here there is an
analogy to be drawn with the relative positions of disarmament and
arms control in the US foreign policy tool chest. Nuclear disarmament
remains the ultimate goal. As President Obama said in a 2009 speech
in Prague, “I state clearly and with conviction America’s commitment
to seek the peace and security of a world without nuclear weapons.” But
almost everyone who heard these words understood at the time that
achieving this lofty objective was a long time off; as the president said,
“This goal will not be reached quickly—perhaps not in my lifetime.”
In the short term, Obama announced that the United States would
reduce the importance of nuclear weapons in the national security
strategy, negotiate a new Strategic Arms Reduction Treaty with Russia,
ratify the Comprehensive Test Ban Treaty, and strengthen the Nuclear
Non-Proliferation Treaty—all traditional efforts of arms control.?

The same could be said about the goal of keeping cyberspace as an
open, global platform. This remains the long term aspiration, but the
goal will not be reached quickly, if at all, and the United States must
defend its economic and strategic interests in the short term. Arms con-
trol measures try to reduce the risks in an anarchic world, and a realistic
cyber strategy will do the same. For such a strategy to succeed, it must do
three things: improve defense while spurring technological innovation;
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build a pragmatic partnership with the private sector; and foster strong
international alliances while developing clear countermeasures.

DEFENSE AND INNOVATION

Because the stakes of insecurity in cyberspace are so high and the
size and number of breaches are increasing, the challenge is no longer
drawing high-level attention to the problem. Cyberattacks first showed
up in the director of national intelligence’s annual threat assessment
in 2008, though they were near the bottom of the list. Since 2013 they
have been listed first, and the 2015 report described cyber threats to
national and economic security as “increasing in frequency, scale,
sophistication, and severity of impact.” Almost half (48 percent) of
respondents to the 2014 Global Economic Crime Survey said the cyber
risks to their organization had increased in the past year, up from 39
percent in 2011."

The clearest evidence of the concern is to follow the money. In
2013, after the Iranian distributed denial-of-service (DDoS) attacks
had ended, JPMorgan Chase announced it was increasing cyberse-
curity spending to $250 million. In 2014, months after discovery of a
massive breach, JPMorgan Chase CEO Jamie Dimon announced the
financial giant would double its annual spending on cybersecurity to
$500 million within five years. During a visit to Silicon Valley in 2010, I
had a difficult time finding venture capitalists interested in cybersecu-
rity start-ups. By contrast, cybersecurity companies received over $1.75
billion in venture capital investment in 2014 and $1.2 billion in the first
half of 2015. During a July 2015 meeting in San Francisco, a prominent
venture capitalist described the situation to me as “almost bubbly,”
with some companies trading at nearly two hundred times earnings
estimates, though very few of the cybsersecurity start-ups were mak-
ing a profit yet. On the government side, funding for US Cyber Com-
mand increased from $120 million in 2010 to $509 million in 2015. A
new $1.8 billion, 600,000-square-foot building at Fort Meade will host
the NSA, Cyber Command, and marine and navy cyber forces. World-
wide spending on cybersecurity is expected to reach over $75 billion in
2015, according to the research firm Gartner.
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Despite all of this money, no one thinks the United States is much
safer. As many have noted, there will never be complete security, but
policymakers, businesses, and individuals can do much better at build-
ing critical infrastructure systems that are resilient, that can operate
under attack, and that can recover quickly. In order to achieve these
goals, three things need to happen: the division of responsibilities
between the public and private sector needs to be clearly mapped; the
federal government must support private-sector innovation; and every-
body has to get better at the easy stuff.

The White House must map accurately who is responsible, in and
out of government, for defending against different types of attacks.
Washington must take the confusion surrounding the response to the
Sony hack as a warning and fully develop a set of responses linked to
specific sets of computer exploitations. The Defense Department, and
Cyber Command in particular, should only be used to defend critical
infrastructure in extreme cases. The Pentagon’s mission is to devise
strategies for winning wars—using cyberattacks to degrade opponents’
capabilities and ensuring it can “fight through” the inevitable attacks
that will disrupt its communication, transportation, intelligence, and
other systems.

As the government has failed to protect the private sector, there
has been a groundswell of support for active defense, or hacking back,
by companies. This is a bad idea. You cannot seize your data back after
it has been stolen and copied, and nation-state attackers are unlikely to
cease attacks in the face of retaliation from private companies. They
are instead going to hit back harder. Moreover, mistakes are bound to
happen, and private actors will either damage third parties or cause
inadvertent escalation. The end point is a very Hobbesian world, where
private actors and nation-states are pursuing selfish interests, and
cyberspace is in a never-ending state of war.

The most important thing the United States can do at home is to
support and energize research and development and technological inno-
vation. The United States wants to ensure that it can keep pace in the
constant race between the attacker and the defender. The strategy so far,
as described by Defense Advanced Research Projects Agency (DARPA)
director Arati Prabhakar, has been “patch and pray.” The defender finds
a vulnerability, fixes it, and then moves on to the next one.
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For much of the Cold War, the most important military innova-
tions came from the government: technologies like GPS and precision-
guided munitions, stealth technology, and advanced intelligence. The
next wave of innovation is not going to be inside a federal lab, but at
the nexus of public- and private-sector research and development. The
secret of success, in Prabhakar’s words, is “going to be to harness that
commercial technology and to turn it into military capabilities much
more powerful than anyone else.”"!

This means that the effort to catalyze cybersecurity research can-
not just be more federal funding. Instead, the federal research plan
for cybersecurity, which is now overly broad and lacks details on imple-
mentation, should be replaced with a research and development plan
that is a public-private partnership. The plan would have technology
priorities that are justified and jointly set by government agencies,
universities, federal labs, defense contractors, and the technology sec-
tor. Within the White House, there would be a small special projects
office, headed by a scientist or engineer and modeled after DARPA,
that would have budget authority to control cyber R&D spending in
other agencies.

The creation of a White House office may attract press attention,
but the majority of work will be quiet, focusing on individual behavior
and elimination of simple mistakes. In fact, some recent hacks show
a widespread failure to do some of the basic work of cybersecurity. A
2015 report from Verizon found that 99.9 percent of vulnerabilities
exploited were compromised more than a year after they were exposed
and a patch was provided. The victims just never got around to install-
ing the patch. The Office of Personnel Management ignored earlier
security warnings and hacks; it did not encrypt its data or use two-
factor authentication—a log-in system that requires a password and
another input, often a randomly generated number sent to your phone
(if you have not set this up on your Facebook, Gmail, Twitter, or other
account, do it now)—and outsourced work to a Chinese company.'?

This failure to achieve basic security is in part due to a focus on
highly destructive but low-probability outcomes. Politicians and poli-
cymakers worry about a “cyber Pearl Harbor” rather than allocating
funds to a little-known government agency to upgrade archaic systems.
As security analyst Adam Elkus put it, “Fantasizing about super-hackers
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and visions of cyber-doom are more fun than the boring but necessary
drudgery, for example, of modernizing a decrepit and decaying fed-
eral information technology base.”"

A cybersecurity entrepreneur made the same point to me. “The
new technologies coming to market are amazing,” he said, “but at
the end of the day, it still comes down to social awareness and edu-
cation.” The imperfect analog is car safety and seat belts. In 1984 the
seat belt use rate was only 14 percent. But after decades of legisla-
tion, enforcement, and education, the rates had risen to 86 percent
in 2012. Education campaigns are not as attractive to policymakers as
information-sharing or breach-notification laws looking to “do some-
thing.” They are long-term and slow moving. But they are effective, and
preventing easy, low-level attacks will free up defenders to focus time
and resources on more sophisticated state-backed attacks.

BUILDING NEW BRIDGES

The White House has tried to restore trust with the technology com-
panies and US friends and allies through relatively greater transpar-
ency and oversight. IC on the Record is a website where the intelligence
agencies post formerly secret documents about surveillance programs.
Presidential Policy Directive 28 created rules for protecting the privacy
of foreign nationals during intelligence collection. The USA Freedom
Act transferred the holding of phone metadata from the NSA to the
telecommunication companies. And, most consequentially, the Obama
administration dropped its efforts to get legislation requiring tech-
nology companies to build in backdoors, though that effort could be
picked up by whoever is in the White House in January 2017.

Further reforms of surveillance practices, such as greater declas-
sification of Foreign Intelligence Surveillance Court opinions, and
more transparency on the process through which the US government
chooses when to disclose vulnerabilities and when to hold onto them
for intelligence or offensive purposes, would also narrow the gap with
the technology companies. Currently the director of the NSA is also
the head of Cyber Command. Proponents of this “dual-hatted” struc-
ture argue that to be good at offense you need to understand defense,

and vice versa, and that there would be significant costs to reproducing
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the NSA’s capabilities in the relatively newly established Cyber Com-
mand. The dual-hatted structure, however, results in the same indi-
vidual acting in an intelligence and operational role. Splitting the two
would add one more voice in the debate over what actions the United
States should take in cyberspace, and could signal that intelligence col-
lection would no longer be the default priority over all other objectives
in cyberspace.

Bureaucratic structure in the White House should also change.
Placed in the National Security Council and the National Economic
Council, the National Cyber Coordinator is supposed to harmonize
competing interests across the US government. The current coordi-
nator, however, has neither the budget nor the authority to contend
with the Departments of Defense and Homeland Security. Giving the
next “cyber czar” both will not only improve decisionmaking but also
broadcast that the principles of Internet freedom, technological inno-
vation, openness, and connectivity are to be accorded at least equal
status with security.

These moves would narrow but not eliminate the trust issue. Poli-
cymakers and the tech community must be clear-eyed that distrust is
bound to endure for at least two reasons. First, Apple, Facebook, Goo-
gle, LinkedIn, Twitter, and the others have strong economic incentives
to protect the privacy of their global users and few obvious induce-
ments to cooperate more closely with the US government. The lure of
foreign markets is going to remain strong. Second, during the Cold
War, the NSA directed its efforts at specialized government systems
and networks. That’s where the secrets were. Today military, govern-
ment, commercial, and individual users all use the same networks,
computers, and devices. Your data is very likely going to travel and be
stored next to that of a terrorist, hacker, or arms dealer, and as a result,
Silicon Valley platforms and products are always going to be targets.

Since this Gordian knot is not going to be untangled, Washington
and Silicon Valley have to find less divisive, more productive areas for
cooperation that proceed parallel to surveillance reform, including infor-
mation sharing; procurement, recruitment, and investment policies; and
talent development. The debate over information-sharing legislation has
cast an outsize shadow. Companies already manage to share information

through organizations like the Financial Services—Information Sharing
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and Analysis Center, and private companies now offer threat informa-
tion as a service. Moreover, no matter how good the system to spread
threat information is, it will not stop the most sophisticated attacks,
since you cannot share information about an attack you have never seen
before. Still, encouraging greater information flow between the private
sector and government as well as among private companies—while pre-
serving user privacy—is an important goal. The government can also
play an important and unique role by extending the secure, classified
network it uses to communicate among different agencies when its nor-
mal networks have been compromised to private-sector firms. When
large defense contractors are hacked, they use this network to develop
and implement a plan for ejecting the hackers (if they used their normal
networks, the hackers would see and respond). This classified network
involves Boeing, Northrop Grumman, Raytheon, and others and could
also be expanded to financial, electric, water, and other critical infra-
structure providers."*

The White House and the Department of Defense have established
official liaisons to Silicon Valley, and both President Obama and Sec-
retary of Defense Ash Carter have made personal visits to technology
conferences, companies, and educational institutions. These gestures
have to be paired with concrete efforts to make the federal government
more agile in its dealing with the technology community. According to
a study by the research firm Standish Group, 94 percent of large fed-
eral technology programs were unsuccessful. More than half were over
budget, delayed, or did not meet user expectations."

The byzantine code guiding federal contracts—the more than
1,800-page Federal Acquisition Regulation—ensures that the firms
contracted to do technology work are the ones that can manage the
bureaucratic process. Opening up new avenues for small companies
to supply technology to the government is an important step. Terry
Halvorsen, the chief information officer of the Pentagon, put it bluntly
when he described the power of government contracts: “I spend $36.8
billion a year. That buys a lot of potential trust.” In addition to changes
in procurement, establishing a strategic investment unit modeled on
In-Q-Tel, the CIA’s venture capital firm; appointing civilian experts to
specific DoD projects; and expanding the US Digital Service, a White
House initiative that brings technologists into the Pentagon to work
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on health data, climate change, Ebola, and veteran issues would all be
useful measures for building relations between the military and tech-
nology communities.®

Talent is essential for both offense and defense, and it is not simply
anumbers game. As Steve Jobs said, “A small team of A players can run
circles round a giant team of B and C players.” Demand for skilled cod-
ers and hackers in the private sector and government will only grow.

In the recent past, the NSA had the advantage in the competition
for the best and the brightest because it offered them the chance to
work on some of the hardest problems with some of the coolest tools.
That monopoly no longer exists. Technology companies can now offer
access to supercomputers, 3-D printing, and other cutting-edge inno-
vations. Engineers and computer scientists at Google can work on arti-
ficial intelligence, self-driving cars, contact lenses that monitor glucose
levels for diabetics, and an Internet network supported by balloons
flying in the stratosphere. The NSA can now offer retention bonuses
and bypass the sclerotic federal hiring process, but the money is better
in the private sector. “We’re throwing the kitchen sink at them from
our standpoint,” said a director of human resources at the NSA. “And
they’re writing in to us, as they leave, in their exit interviews, ‘I'm leav-
ing to double my salary.””

DARPA has managed to maneuver around the barriers of security
clearance and pay gaps, the NSA has set up centers of excellence for
cyber operations on university campuses, and Cyber Command has
developed curricula for high school students. Short-term fixes might
also include a “Hack for America” program, based on Teach for Amer-
ica, through which coders and hackers spend a year working for the
government, and creation of a cyber reserve, which, like Estonia’s
cyber militia, could tap into the skills of veterans and citizens in times
of crisis.

Perennial solutions to the talent shortage include increasing the
numbers of women and minorities enrolling as science, technology,
engineering, and mathematics majors through focused teaching, men-
torship, and networking, and revitalizing the teaching of these sub-
jects at the primary, secondary, and tertiary school levels. The most
important move would be reforming immigration laws so doctoral

and master’s students receive green cards and are not forced to return
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home, and can eventually apply for citizenship. Researchers from the
Kauffman Foundation found that about 25 percent of engineering
and technology companies started in the United States between 2005
and 2012 had at least one foreign-born founder. In Silicon Valley, the
number was close to half, and the role these immigrant entrepreneurs
have played in communication technologies and the Internet could be
repeated in cybersecurity technologies.

STRONG ALLIANCES AND A CODE OF CONDUCT

Once policymakers acknowledge that cyberspace will be fragmented
and fractured, they can concentrate on sending clear signals to poten-
tial adversaries and drawing friends closer. As noted earlier, the hacked
world order has so far been one of strategic restraint. While China and
Russia have been more than willing to rely on cyber exploits for espi-
onage, influence, disruption, and coercion, they have not launched
destructive attacks. The United States (along with Israel) has allegedly
“crossed the Rubicon,” destroying Iranian centrifuges at Natanz, but
the malware was carefully designed to only attack one specific system,
and Washington has resisted using destructive digital attacks in a num-
ber of other instances.

One of Washington’s priorities must be to reinforce this restraint
by the great powers. The United States, Russia, and China are unlikely
to launch destructive attacks against each other unless they are
already engaged in military conflict or perceive core interests as being
threatened. The greatest risks are misperception, miscalculation, and
escalation. Beijing, Moscow, and Washington have a shared interest
in preventing escalatory cyber operations—the attacker might see
breaking into a power grid as legitimate surveillance, but the victim
could view it as prepping the battlefield. Washington should continue
to push for formal discussions on acceptable norms of behavior and
possible thresholds for use of force as well as greater transparency on
offensive cyber doctrine.

The three great powers also share an interest in preventing extrem-
ists and other nonstate actors from developing the capabilities to attack
critical infrastructure. Given the high degree of interdependence
between the two economies, the United States and China will want
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to maintain the stability of the international financial system against
attacks from third parties. Terrorist groups have so far shown greater
dexterity in the use of the web for recruitment, fundraising, and pro-
paganda than in launching destructive attacks, but that will change
over time. The Islamic State, for example, wants to develop cyber weap-
ons and has reportedly recruited hackers from Western Europe and
attempted to break into power grids. To respond to emerging chal-
lenges, the United States should develop with Russia and China joint
measures to prevent the proliferation of cyber capabilities.

Washington should also revisit the idea suggested several years ago
by Richard Clarke, President George W. Bush’s cybersecurity adviser,
as well as several other experts, of creating a global Cyber Risks Reduc-
tion Center that would improve the transparency of reporting malware
and attacks and facilitate cooperation between the public and pri-
vate sectors. Nations suffering an attack could turn to the center and
request assistance. If a country refused, especially if it was the source
of the attack, it could be cut off not only from the information sup-
plied by the center, but also, depending on the severity of the attacks,
from the global financial system.

Massive espionage campaigns directed at political or military tar-
gets, such as the OPM hack, will be extremely damaging to US inter-
ests and upsetting to those who know their personal data has been
taken. But given how good the United States is at spying, there is lit-
tle Washington will want to do except make such operations harder
for Chinese and Russian spies to conduct by improving defenses and
covertly disrupting their efforts through “active defense” cyberattacks.

Just weeks after he visited Washington, President Xi agreed in a
meeting with UK prime minister David Cameron that neither side
would conduct commercial espionage. A few weeks after that, China
and Germany announced that they would stop economic cyber spying.
If China fails to abide by the September 2015 agreement to reduce
commercial espionage, the United States should pursue sanctions, and
it should be ready and willing to expose some intelligence assets in
order to bolster support for the action among China’s other victims.

Washington will want to respond quickly and decisively to disrup-
tive or coercive attacks. The response should not necessarily be through
a counter cyberattack. Sanctions or other tools should be deployed
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quickly: North Korea and Iran, for example, should not be left to think
they can operate with impunity. In addition, Washington should be pre-
pared to be more transparent about attribution to build international
condemnation of an attacker’s actions.

In effect, the United States will need to develop a code of conduct
that draws a clear line between its friends and allies and its potential
adversaries. It could then limit cyberattacks to military and narrowly
targeted covert operations. These will have to be regulated by the laws
of armed conflict and international law. Cyber espionage of potential
adversaries for political and military advantage will continue; the norm
against economic espionage will be strengthened through sanctions
and trade agreements; and cyber spying on friends will still occur, but
it will be rare. The default assumption should be that almost all cyber
espionage will eventually be discovered. Unless strategic gains clearly
outweigh the costs to diplomatic and economic interests as well as the
potential threat to the stability of the global Internet, cyber operations
should not be conducted. In order to fight terrorists and nonstate
actors, the United States and its friends should collect and analyze
data from online communications under laws that are clear, precise,
and consistent with the principles of necessity and proportionality;
that involve a third-party mechanism to ensure accountability; and
that provide legal redress in case of unlawful or arbitrary surveillance.

The United States will want to develop this code with the input
of and feedback from “like-minded” countries, first those in the
European Union and NATO, then Asia-Pacific allies, and eventually
emerging powers such as Brazil, India, Indonesia, and South Africa.
Washington must also be clear on what it is offering its allies and
friends. For allies like Australia, Japan, NATO countries, and South
Korea, this will mean a willingness to respond to destructive attacks
and to provide diplomatic, economic, political, and technical support
in the case of coercive and disruptive attacks. Getting an agreement on
privacy and data flows with Europe will also be essential. Berlin, Lon-
don, Paris, and Washington should forge agreements that allow for law
enforcement access to data. These agreements should include explicit
protections of individual rights and personal data, requirements that
governments regularly disclose when and why they are requesting data,
and clear timetables for cooperation and response by governments.
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Europe will also want to see surveillance reform. The United States
should alter Section 702 of FISA (the program known as PRISM) and
adopt the six criteria named in Presidential Policy Directive 28. This
will narrow the justification for spying on foreigners from the broader
need of “foreign affairs” to the more precise categories of espionage,
terrorism, proliferation of weapons of mass destruction, cybersecu-
rity threats, threats to US or allied military forces, and transnational
crime. This shift should satisty Europe’s demands that US surveillance
be conducted only “based on considerations of national security or the
prevention of crime,” as framed in the words of the Court of Justice
of the European Union in the Schrems v. Data Protection Commissioner
decision. As European countries expand their own surveillance pow-
ers, they will also have to be more transparent about the actions of
their intelligence collection agencies and implement some of the same
reforms they are calling for from Washington.

With friends such as Brasilia and Delhi, Washington will need to
deepen bilateral ties and partner in building capacity in developing
economies. While Brasilia and Delhi are unlikely to ever completely
adopt US norms or to sanction or isolate Beijing and Moscow, the three
multiethnic democracies should be able to identify acceptable rules of
behavior in cyberspace. Moreover, Washington will want to reinforce
recent moves by Brasilia and Delhi to embrace the multistakeholder
model of Internet governance. This effort will require that the IANA
transition—the end of the Department of Commerce’s contract with
the Internet Corporation for Assigned Names and Numbers and the
internationalization of the domain name system governance process—
proceeds and is not derailed by Congress.

Some of this alliance building will come from the United States pro-
viding resources and protection—the traditional instruments of diplo-
macy. But Washington has another source of leadership. The United
States’ capacity to bring policymakers, industry leaders, academics,
scientists, and civil society representatives together to address issues
and generate new ideas remains unmatched in the rest of the world.
This capability will be essential as self-driving cars, big data, artificial
intelligence, and autonomous weapons increasingly produce political,
economic, social, and ethical choices that cannot be made by one set
of interests in one type of venue. Months after US hackers turned off
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a Jeep on a St. Louis highway and an industry group announced new
initiatives on security for the Internet of Things, a Chinese company
announced that it was organizing a similar industry alliance to address
car safety. Even as some forms of power diminish, Washington still
exerts influence through agenda setting and the force of new ideas.

The hacked world order is defined by the empowerment of individ-
uals and groups as well as by new expressions of geopolitics. New vul-
nerabilities arise, but the great powers have the technology, talent, and
capital to create novel forms of influence and coercion. The conflict
over cyberspace is the strategic imperative of the future, and every-
one is struggling to understand what is at stake, who the critical actors
are, and how cyber power works. The United States cannot afford to
stumble forward blindly; the window of opportunity is closing as oth-
ers define and pursue their interests in cyberspace. While the United
States will continue to strive for an open, secure, and global cyber-
space, it must also prepare for the more likely future of a fractured
Internet.
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CURRENT EVENTS & POLITICS

JUST AS HISTORIANS CONSIDER 1947 as the year that

two clear sides in the Cold War emerged, we will look back at the year that
stretches roughly from June 2012 to June 2013 as Year Zero in the battle
over cyberspace. It was by no means the first year to witness an important
cyberattack or massive data breach; those had arguably happened several
times before....It was in 2012 that nation-states around the world visibly
reasserted their control over the flow of data and information in search of
power, wealth, and influence, finally laying to rest the already battered myth
of cyberspace as a digital utopia, free of conventional geopolitics. The assault
on this vision was comprehensive, global, and persistent. The conflict in
cyberspace will only become more belligerent, the stakes more consequen-
tial....We will all be caught in the fallout as the great powers, and many of the

lesser ones, attack, surveil, influence, steal from, and trade with each other.

—THE HACKED WORLD ORDER
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